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Cybersecurity Management 
for Incident Response

Abstract: In information technology, security is the protection of information assets through 
the use of technology, processes and training. There will always be situations of attack on 
software systems but the software must continue to work properly under such potential risks. 
The security process assumes and is required to provide three important elements: integrity, 
authentication, and availability. Security is a set of processes and techniques implemented to 
protect private information in electronic or printed format against modification, destruction 
or unauthorized access. This paper discusses effective management of cybersecurity for 
incident response.
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INTRODUCTION
Software security is an important dimension 

of engineering software so that it continues 
to function properly under malicious attacks. 
Meng et al. (2018) noted the difficulty in 
creating a secure system around existing 
computer architectures. One of the reasons is 
the increasing complexity of the software which 
may invite exploitative software vulnerabilities. 
The attacks have two important issues: (a) 
Variety of means, for example, worms, botnets, 
trojans etc. Not only the software but even the 
hardware vulnerabilities can also be exploited. 
(b) Range of attack, it can be from any place 
and from any layer of physical hardware to 
application software, for example Cross-site 
Request Forgery (Lin et al., 2009).

The five stages of security are presented in 
Figure 1: evaluation, prevention, detection, 
response and recovery. 

Fig 1.: The stages of security assurance

http://doi.org/10.54851/v4i1y202208



70 Romanian Cyber Security Journal / Vol. 4,  No.1, Spring 2022

Security aims to identify and assess security 
risks with objectives: 

•	 prevention of security breaches and 
incidents, in particular major accidents 
(Stajano, 2002);

•	 minimizing business interruptions 
caused by unwanted incidents;

•	 maintaining the integrity, functionality 
and availability of information to users;

•	 develops and maintains the necessary 
protection against theft, loss, damage or 
unauthorized alteration;

•	 developing and maintaining the necessary 
response capacity in emergency situations;

•	 the capacity required to continue 
operations in the event of major incidents;

•	 minimize the impact and restoration 
time in case of security incidents;

•	 efficient management of security risks;
•	 ensuring the continuity of the activity;
•	 compliance with the laws and regulations 

that are in force.

INCIDENT RESPONSE FUNDAMENTALS
A computer security incident is any real or 

suspected adverse event related to the security 
of your system or computer networks (Choi, 
2020). One of the strong dimensions of security 
is resilience, which allows us to identify, detect, 
prevent and react to the technological or 
process failure with the purpose to avoid or 
minimize the damage originating from service 
failure (Nogueira et al., 2009).

A security incident can be defined as the 
result of a network or host activity that 
threatens the security of an existing computer 
system. Each organization will need to define 
what a computer security incident represents 
for their site and its structure.

Examples of incidents include the following 
activities:

•	 Attempts to gain unauthorized access to 
a system or to data from this system (Shulman & 
Waidner, 2014);

•	 Unwanted disruption or refusal of service 
(Hacks, Katsikeas, Ling et al., 2020);

•	 Unauthorized using of the system to 
process some data changes to system hardware, 

or software features without the knowledge of the 
owner of this system (Morikawa & Yamaoka, 2011);

•	 When a security incident is reported to 
an organization’s customer site, the organization 
must handle the incident responsibly (Noel et 
al., 2009).

Signs of an incident can fall into one of two 
categories:

•	 Precursors;
•	 Indicators.
A precursor is considered to be a sign that an 

incident regarding the system may occur in the 
future.

An indicator is considered to be a sign that 
an incident has occurred or may occur on the 
system at this time.

Most possible attacks that can be realized 
do not have identifiable or detectable signs or 
precursors from a target perspective. If some 
precursors are detected in time, the organization 
may have the opportunity to organize and to 
prevent the incident by changing its security 
position to save an attack target (Paja, Dalpiaz, 
& Giorgini, 2015).

At the very least, the organization could 
monitor more closely the activity involving the 
target (Ferrillo, 2015).

Fig 2.: Handling Incidents
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Incident handling includes three functions: 
•	 incident reporting;
•	 incident analysis;
•	 incident response.
The incident reporting feature allows a CERT to 

serve as a central point of contact for reporting 
local issues. 

This allows all incident reports and activity to 
be collected at the location where the information 
can be reviewed and correlated within the parent 
organization or constituency.

This information can then be used to determine 
intruder activity trends and patterns and to 
recommend appropriate prevention strategies for 
the entire constituency.

The other part of the incident analysis involves a 
detailed analysis of the incident report or activity 
to determine the purpose, priority and threat of 
the incident, as well as research into possible 
response and mitigation strategies.

A CERT may send recommendations for recovery, 
retention, and prevention to constituents or 
systems and network administrators on sites that 
then perform the response steps themselves.

A CERT can also perform these steps on the 
affected systems.

The response may also involve the exchange 
of information and lessons learned with 
other response teams and other appropriate 
organizations and sites.

PRINCIPLES OF CYBERSECURITY 
MANAGEMENT

Cybersecurity is a management issue. 
Principles of the cybersecurity management are 
presented in Figure 3 and in (The Six Principles 
of Cyber Security, n.d.).

A. Security Beyond Firewall
•	 It is important to be achieved a scanning 

network trac on various OSI layers to assure the 
network security. 

•	 Some tools are able to look and analyze 
the suspicious patterns of trac to identify and 
protect the system against some kind of actions.

B. Advanced Access Management
•	 An advanced management solution 

should be implemented and the systems should 
be accessed through it. 

•	 In our days, a simple combination of 
username and a password is no secure enough.

C. Enhanced Application Security
•	 All used systems should be secured with 

an antivirus solution. 
•	 Enhanced application security consists 

of two additional measures: 
	 -	 security driven release 

management – the applications should be 
updated for security reasons;

	 -	 pattern behavior recognition 
in the application that permit continue 
authentication by using the user behavior.

 
D. Trusted Attack Simulation
•	 Is very important to have a team of 

ethical hackers that identify the vulnerabilities 
of the system.

•	 Trusted Attack Simulation, simulates 
attacks from outside and inside the system, and 
gives a report that identifies potential security 
holes in the system.

E. Data Encryption
•	 Any data can be stolen, both when it 

is in transit to the system, or directly from the 
servers and database storage, where the data 
is at rest. 

•	 The data encryption principle addresses 
the objective to provide a mechanism for two 
entities or people to communicate between 
them without any other third party being able 
to understand their messages.

F. Compliance Business Framework
•	 Is very important for any company to 

develop its Compliance Business Framework 
(CBM) for security if it uses data from internal 
sources, a cloud, or any third-party provider, 
needs. 

•	 These compliances are linked to other 
compliances policies such as ISO9001, ISO27001 
or other. 
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Fig 3.: Principles of cybersecurity management

ITEMS OF CYBERSECURITY 
MANAGEMENT 

The management are required to steadily drive 
cybersecurity measures by giving directions on 
the ten important items. These ten items are 
presented below. For each one we have the 
definition, The scenario if nothing is done and 
some actions recommended:

A. 	 Recognize a cybersecurity risk and 
develop company-wide measures

Definition: Recognize cybersecurity risk as 
one important element among a variety of 
management risks and develop a company-
wide policy (security policy).

Scenario if nothing is done: Without 
cybersecurity policy developed and announced 
by management, each security measures 
implemented will be inconsistent with the 
corporate strategy.

Recommended actions: Develop a security 
policy taking cybersecurity risks into 
consideration. The security policy should be 
posted somewhere that is easily accessible to 
employees. By publicly announcing the security 
policy, the company will be able to show its 
security posture to stakeholders and society 
and increase trust from them.

B.	 Build a management system for 
cybersecurity risk

Definition: Establish a structure for cybersecurity 
risk management.

Scenario if nothing is done: Without a 

structure for cybersecurity risk management, 
it is impossible for an entire company to 
identify cybersecurity risks. There is a risk 
of inconsistency between the cybersecurity 
risk management policy and the overall risk 
management policy.

Recommended actions: Establish a 
cybersecurity management structure and 
define its scope of responsibility. Participate 
in a corporate risk management committee 
in the organization. The cybersecurity risk 
management structure should cover plan/ 
design phase as well as later phases.

C.	 Secure resources (budget, workforce 
etc.) for cybersecurity measures

Definition: Secure the budget to implement 
measures for cybersecurity risks and provide 
training for cybersecurity personnel.

Scenario if nothing is done: It would be difficult 
to implement cybersecurity measures; it is 
impossible to retain talented human resources 
within an organization.

Recommended actions: Secure the budget 
necessary for necessary cybersecurity 
measures. Secure a budget for training of 
employees and personnel (Social Engineering). 
Consider using security training provided by 
external organizations.

D.	 Identify cybersecurity risks and develop 
plans to address them.

Definition: Develop a strategic plan for 
cybersecurity risks from the threat of cyber-attacks.
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Scenario if nothing is done: Such measures 
will only increase tasks for the employees 
if the organization doesn’t have proper risk 
management measures. Any unacceptable 
remaining risk might cause unexpected loss.

Recommended actions: Identify cybersecurity 
risks related to the information that should be 
protected; Implementation of risk reduction 
measures; Implementation of risk transfer 
measures; Consider cybersecurity measures 
from planning stage of a software product.

E.	 Establish systems to effectively address 
cybersecurity risks

Definition: The system should implement 
the protection measures in order to address 
cybersecurity risks.

Scenario if nothing is done: Damage may spread 
when a cyber-attack occurs. It is impossible to 
grasp the overview of the cyberattack when this 
one occurs.

Recommended actions: Implement multi-
layer defense; Segregate network segments 
as necessary by switches or firewalls; Perform 
a vulnerability diagnosis to detect system 
vulnerabilities and fix them; Train employees to 
report if they receive a suspicious email.

F.	 Implement a PDCA cycle for cybersecurity 
measures

Definition: PDCA – Plan, Do, Check, Act. The 
measures that should be implemented have 
to respect this cycle. Disclose the status of 
measures to enhance the trust of stakeholders.

Scenario if nothing is done: If this cycle is not 
respected there is risk that a plan might not be 
surely executed. Failure in these efforts might 
lead to the inability to cope with changes in the 
cybersecurity environment.

Recommended actions: Develop a PDCA 
cycle in order to respond continuously to 
cybersecurity risks. Modify the policy as needed 
when a new cybersecurity risk is identified. 
Detect and resolve any issues regarding the 
current system and cybersecurity measures.

G.	 Develop a cybersecurity incident 
response team and relevant procedures

Definition: It is important to be established a 
CSIRT in the organization to identify the scope of 
impact and damages of a cybersecurity attack.

Scenario if nothing is done: There will be 
communication difficulties with internal and 
external stakeholders. There is risk of damage 
spreading to customers and business partners 
and consequently the possibility of being liable for 
their damage. There will possibly be legal penalty.

Recommended actions: Conserve evidence 
such as various logs and devices infected with 
malware after being victimized by a cyber-attack. 
Execute drills in preparation for cyber-attacks 
including developing measures to prevent 
similar incidents. Prepare a list of emergency 
contacts. Report to management the status of 
damage and impact to other companies due to 
the incidents.

H.	 Develop a recovery team and relevant 
procedures in preparation for damage due to 
cyber incidents

Definition: Create a recovery procedure 
manual and develop a structure for recovery.

Scenario if nothing is done: Without practical 
procedures, personnel may not be able to act 
appropriately in unforeseen situations.

Recommended actions: Give employees 
directions to do recovery tasks in cooperation 
with relevant organizations for prompt recovery 
in case of a cyber-attack. Align the recovery goal 
with an organizational plan.

I.	 Understand cybersecurity status and 
measures in the entire supply chain including 
business partners and outsourcing companies

Definition: A complete cycle of cybersecurity 
measures should cover more companies or 
business partners.

Scenario if nothing is done: If there are 
vulnerable points in some companies from the 
group, the company might be attacked via those 
weak partners, and possibly, the company could 
cause collateral damage to other companies.

Recommended actions: A contract should be 
made after clearly understanding measures 
deployed in the partner. Reports on the status of 
cybersecurity measures (including audits) from 
the all partners should be shared to all partners.

J.	 Gather, utilize, and provide cyber-threat 
information through information sharing activities

Definition: In order for the whole society 
to have capability against latest cyber-
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attacks, participate in information sharing 
activities on cyber-attacks. Additionally, 
develop environments to effectively utilize the 
information obtained.

Scenario if nothing is done: If information on 
a specific cyber-attack is not shared among 
companies, each company needs to fight against 
the same cyber-attack individually and it will 
increase cybersecurity cost in each company.

Recommended actions: It is needed to protect 
the whole society, not company by company, 
from cyber-attacks through mutual information 
shared among organizations. The employees 
should report any information on malware 
and unauthorized access to the organization 
management team based on the regulations.

CONCLUSIONS 
The challenges to the field of incident 

prevention are increasing continuously because 
of constant evolving of attacks as they are 
getting more sophisticated. 

The software engineers respond to such 
incidences in most cases once they are 
discovered. Meng et al. (2018) proposed 
developing Security-first Architecture using 
Active Security Processors. Such Active Security 
Processors have unidirectionally access to all 
resources of computation processors and can 
detect malevolent activities in the system. In 
the recent times, certain security incidents, 

for example, PRISM (Gellman & Poitras, 2013), 
WannaCry (Ehrenfeld, 2017), Meltdown (Lipp et 
al. 2018) and Spectre (Kocher et al., 2018) have 
brought the security weakness to the limelight. 
Not only the software, but also the hardware is 
unsafe (Liu et al., 2015). The growth in the field 
of ubiquitous computing (Weiser, 1993), Wireless 
Sensor Networks (Estrin, 1999), Internet of 
Things (Ashton, 2009), Wearables (Mann, 1997) 
and Cyber-Physical Systems (Rajkumar et al., 
2010) have produced new kind of challenges. In 
this paper we have proposed certain measures 
for effective cybersecurity management, like, 
recognize a cybersecurity risk and develop 
company-wide measures; build a management 
system for cybersecurity risk; secure resources 
(budget, workforce etc.) for cybersecurity 
measures; identify cybersecurity risks and 
develop plans to address them; establish 
systems to effectively address cybersecurity 
risks; implement a PDCA cycle for cybersecurity 
measures; develop a cybersecurity incident 
response team and relevant procedures; 
develop a recovery team and relevant 
procedures in preparation for damage due 
to cyber incidents; understand cybersecurity 
status and measures in the entire supply chain 
including business partners and outsourcing 
companies; and gather, utilize, and provide 
cyber-threat information through information 
sharing activities.
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