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Abstract

The internet of medical things has been developed to facilitate remote monitoring of the patients as well as the elderly.
Unfortunately, the communication between the remote patients and the medical doctors is the open wireless channels.
Therefore, the data transmitted can be eavesdropped, intercepted, replayed or modified. This poses serious challenges
to patient privacy as well as endangering patient life. To curb this, numerous schemes have been put forward by various
researchers over the recent past. In this paper, we provide an extensive review of these schemes in an effort to identify
any gaps. Consequently, we show that the current security and privacy preservation schemes have many challenges that
render the communication process insecure or inefficient. As such, we offer some suggestions for the requirements of
an ideal security technique that will not only be efficient but also provably secure.
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1. Introduction

The Internet of Things (IoT) involves the interconnection of smart devices to boost the exchange of information among
these devices [1]. In most cases, the interconnection of these smart devices is used to provide remote monitoring of the
environment where these devices are deployed. As such, they have found applications in areas such as healthcare [2],
military, smart homes, smart power grid systems [3], fire monitoring and traffic management among others. In the
healthcare system, loT offer real-time healthcare monitoring of the patients where the sensors are implanted in the
body or placed in the vicinity of the patient. In so doing, it becomes possible to monitor parameters such as body
temperature, heart rate, and blood pressure and insulin levels. Therefore, IoT presents a more convenient and efficient
way for remotely accessing medical services for the patients. It also facilitates remote health monitoring of the patients
by the doctors, physicians and nurses over the Internet as shown in Fig.1
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Figure 1 Typical [oMT Communication

As shown in Fig.1, the communication between the remote patient and the doctor takes place over the public internet.
Here, the attackers located between the patient and the doctor can intercept all the exchanged data. In addition, attacks
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such as eavesdropping, packet replays, impersonation, man-in-the-middle, de-synchronization, dictionary and offline
password guessing are possible.

As explained in [4] Tele-care Medical Information System (TMIS) plays a critical role for people with disabilities or
diseases that may render physical hospital attendance for routine checkups extremely difficult. As such, TMIS saves not
only time but also the associated costs. The main elements in any loT-healthcare systems include the patients (users),
the wireless communication channel, the medical server as well as the medical staff. In this environment, the medical
server facilitates remote access of the medical services by all registered patients over some mobile network or internet
[5], [6]. As pointed out in [7], Internet of Medical Things (IoMT) is a collection of all the medical devices and its
applications that are linked to healthcare IT systems through a well-established computer network. In the past few
years, electronic health has emerged as the most important service model that has attracted the attention of most
researchers worldwide. The healthcare revolution called “smart health” has greatly made it possible for medical staff to
monitor and diagnose patients remotely for physical and emotional ailments. It is also possible for medical staff to
perform some certain kinds of surgery. [IoMT has been used as an effective tool for patient care during the COVID-19
pandemic.

The devices utilized in [oMT ranges from sensors [8] which are connected close to the patient’s body with aid of a
network referred to as wireless body area network (WBAN). These sensors are used for real time healthcare monitoring
of patients as well as providing support. The sensors are portable and very small in size to facilitate intercommunication
between patient, actuators and health care personnel. The sensors exist in various forms: wearable sensors which are
worn by patients; as well as implanted sensors which are inserted in the patient body to deal with disease such as blood
oxygen saturator which affects elderly people. These sensors provide enormous services to patients and also elderly
people who need care while at home. The sensors collect vital information and send them to the hospital through some
wirelessly channels [9].

Different types of WBANSs sensors can perceive and collectimportant environmental and physiological information from
the human body. Thereafter, this information is immediately forwarded to the remote control centers using personal
terminals, where they are analyzed and deployed to address various patient requirements. In case of an emergency such
as heart failure, the sensors implanted in body will send information to hospital and doctor or nurse will respond to this
emergency without hesitation. Other applications of internet of medical things include monitoring of elder people and
also disabled people at home who don’t need to be hospitalized. In addition, they can be utilized for the monitoring of
the initial stage of disease before detailed diagnosis by responsible doctors.

Although IoMT offers cost reduction and efficiency [10], security and privacy are considered key concerns in these
systems due to communication over the insecure wireless channels. Since these networks convey data that deals with
human life, it is paramount that confidentiality be upheld [11]. This implies that an intruder should not be permitted to
listen to transmission line and access the information being transmitted. This still remains a challenge since information
exchanged over the open communication channels can be eavesdropped by an adversary [12]. In addition, the
communication is vulnerable to many attacks such as cloning, replaying, and traceability. Replay attacks are particularly
serious, where a valid data transmitted can be maliciously or fraudulently delayed or repeated .This attack can cause a
delay in response, hence endangering life of a patient. For instance, a doctor can repeat an instruction to the actuator to
administer excess insulin, leading to adverse effect or even death to patient [13]. Key compromise and impersonation
attacks are also extremely dangerous attacks in WBAN. For instance, an adversary after successful tapping thorough the
transmission can impersonate a doctor and provide wrong guidelines which can compromise the life of a patient.

To address these threats, there is need to uphold data confidentiality, integrity and authentication. Unfortunately, [oMT
uses various concepts of technology such as Internet of Service (10S) [14] and cyber-physical systems (CPSs), which are
exposed to attackers. Due to enormous data processing in IoMT, conventional data security and authentication
mechanisms of cloud computing are no longer suitable for data security in IoMT edge paradigm. As such, achieving
perfect security in loMT platform is a big challenge. The major contributions of this paper include the following:

. An extensive review of the current security techniques for the internet of medical things is provided.

. Elaborate discussion on some of the pertinent challenges of the conventional security schemes that impede
their applicability is offered.

. Based on the identified shortcomings, probable research gaps are identified. Thereafter, feasible solutions

are provided.
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The rest of this article is structured as follows: Section 2 presents related work while Section 3 discusses the key
findings. On the other hand, requirements for the proposed scheme are described in Section 4 while future research
directions are explained in Section 5. Towards the end of this paper, Section 6 gives the conclusions of this paper.

2. Related Work

A myriad of privacy and security enhancement techniques have been presented by many researchers. In [15], a secure
and mutual RFID-based tag authentication scheme is introduced to offer protection in the medical environment. This
scheme is shown to be resilient against many attacks such as packet replays, de-synchronization, forgery and
traceability. Unfortunately, this scheme lacks of mutual authentication and is venerable to stolen reader attacks [16].
To address these attacks, the authors in [13] have introduced a lightweight and secure two-factor authentication scheme
for wireless body area networks in health-care IoT. This protocol is shown to offer perfect forward secrecy and
resistance to the key compromise, impersonation and session-specific temporary information attack. However, packet
replay attacks are never addressed in this technique. This is a serious attack since an adversary can make several
requests commanding actuators to repeat the task of pumping drugs to patients, leading to overdose. To address this
issue, the scheme developed in [17] can be deployed. In addition, the scheme in [18] that is based on Elliptic Curve
Cryptography (ECC) can also be utilized. This is due to its resilience against attacks such as packet replays, Denial of
Service (DoS), impersonation, spoofing, Man-in-the-Middle (MitM), tracking, cloning, de-synchronization and location
tracking. Unfortunately, this scheme cannot protect against tag identity leakage attacks [19].

In terms of efficiency, the smart card and password-based protocol developed in [20] is demonstrated to be lightweight
and hence applicable to 10T sensors. Although this scheme preserves confidentiality, it is vulnerable to smart card loss
and offline password guessing attacks. Similarly, an efficient ECC based scheme is presented in [21] while another ultra-
lightweight authentication method is developed in [2]. The authors in [21] show that their protocol is resistant against
MitM, packet replays, impersonation, forgery and privileged insider attacks. However, the provable security [22]
component of this protocol is missing. On the other hand, the scheme in [2] is shown to be robust against many security
attacks and also offers information privacy. Its formal security analysis is executed using BAN logic and Scyther tool,
hence addresses the issues in [21].

To address security challenges in [15], an identity-based authentication protocol is presented in [16]. This scheme not
only offers mutual authentication but also resilience against stolen reader, de-synchronization and packet replay
attacks. However, this protocol is still susceptible to traceability attacks and has integrity problems [23]. As explained
in [24], Radio Frequency Identification (RFID) presents one of the most viable technologies that can be deployed unique
identification of communicating entities. For instance, this technology can be applied in health care systems for medicine
and location tracking of patients [25]. Here, the communication between the tag and reader is executed over wireless
channel. Unfortunately, the use of RFID raises severe security and privacy concerns due to the transmission of identities
in plaintext [26]. To address this issue, the two-factor user verification protocol is developed in [27] using smart cards
and passwords. The author claims that this scheme is immune to stolen verifier and impersonation attacks. However, it
cannot withstand node imitation attacks. This issue is addressed by the RFID based authentication protocol in [28]
where authentication is carried out using hash-based cryptography. Nevertheless, this protocol cannot withstand
forgery and MitM attacks [29], [30].

Based on El-Gamal cryptosystem, a privacy preservation protocol is developed in [31] for TMIS systems, while an ECC
based scheme is introduced in [32]. It is shown that the protocol in [31] withstands de-synchronization, location
tracking, packet replays, impersonation and DoS attacks. On its part, the technique in [32] effectively addresses the
security challenges in [33]. Nevertheless, the protocol in [32] is not immune against DoS§, location tracking and cloning
attacks [34], [35]. These challenges are addressed by the joint verification schemes presented in [36], [37] and [38].
Unfortunately, the protocols in [37] and [38] are still susceptible to tag impersonation, tracking and reader
impersonation attacks [39]. To prevent non-repudiation attacks, authors in [40] have introduced a blockchain based
technique for message verification in an IoT environment. However, blockchain technology has high computation and
storage overheads [41].

To offer one-to-many authentication in Wireless Body Area Networks (WBANs), a lightweight multilayer scheme is
developed in [42]. This protocol is demonstrated to be secure and robust when adding or deleting group members. In
addition, it is shown to incur fewer overheads when generating the group key and authentication among group
members. Similarly, the hop-by-hop verification protocol in [43] is lightweight and also preserves user confidentiality.
Unfortunately, the scheme in [42] can be compromised if one or more group members turn out to be malicious [44]. In
addition, this scheme has high computation complexities due to ECC point multiplication operations. This can make the
sensors implanted in the patient body not to last as expected [45], [46]. However, the scheme developed in [47] is truly
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lightweight and hence can help preserve sensor battery power. To offer forward key secrecy, authors in [48] have
developed an identity-based scheme for message verification in health-care environment. Unfortunately, this protocol
is susceptible to key compromise attacks that will facilitate adversarial tag secret recovery [49], [50], [51]. In addition,
identity-based protocols have key escrow issues [52]. Another secure scheme based on ECC is presented in [53] that is
shown to be robust against many attack vectors. However, this scheme is cannot withstand tag and server
impersonation attacks and hence privacy is not assured. In addition, it fails to provide both backward and forward key
secrecy [54]-[56]. On the other hand, single-use signature based scheme has been developed in [57] while a joint
verification scheme has been presented in [58] based on symmetric and biometric [59] encoding techniques. To offer
sufficient security protection, authors in [60] and [61] have developed bilinear pairing based authentication protocols.
Although the scheme in [60] offers anonymity and forward key secrecy, it is vulnerable to impersonation attacks. In
addition, the bilinear pairing operations incur high computation overheads [62]. Similarly, bilinear pairing based
schemes presented in [63], [64] and [65] have high storage and computation complexities.

To mitigate security issues, cooperation techniques are presented in [66]. Unfortunately, performance and reliability
factors are not optimal in this protocol. In addition, the protocol faced issues with failure in main master nodes that can
lead to barrier in flow of information among nodes. There is therefore need to incorporate proactive protocol that will
ensure there is cooperation between parameters. Moreover, there is need for the selection of secondary coordinator
algorithm when main master nodes fails or overloaded. The protocol developed in [67] does not require any master
nodes and can therefore alleviate the issues with the protocol developed in [66]. Similarly, an Elliptic curve Diffie-
Hellman based key exchange protocol in [68] can address the issues in [66]. Unfortunately, the scheme presented in
[68] has scalability problems [69]. In addition, it is vulnerable to de-synchronization attacks [70]. The joint verification
scheme in [71] as well as the authentication protocol in [72] can addressthe challenges in [68] in addition to upholding
information privacy. Based on the Public Key Infrastructure (PKI), a digital certificates based scheme is presented in
[73]. However, PKI based schemes have high computation and communication overheads [74]. The mutual
authentication protocols in [75] and [76] can address the challenges in [73] due to their lightweight nature.

To boost user confidentiality as well as backward and forward key privacy, verification procedures are presented in
[77] and [78]. Unfortunately, the protocol in [77] is vulnerable to forwarding untraceability problem [79]. On the other
hand, an efficient and lightweight key agreement and authentication is developed in [80]. This algorithm addresses
security challenges such as compromise, packet replays and sensor node impersonation attacks. It also provided
forward and backward key secrecy. However, the computational complexity of this approach is too high and hence it
incurs high energy consumption. To address this challenge, a lightweight access control authentication protocol is
introduced in [81]. This protocol utilizes ECC and Physically Unclonable Function (PUF) to establish a secure
authentication between tag and server. However, PUF-based schemes have stability issues [82]. Group-based
authentication protocols in [83] and [84] can potentially solve stability issues in [81] in addition to offering backward
and forward key privacy. Moreover, asymmetric key protocol is negotiated among the communicating entities that is
used to offer user confidentiality. However, these protocols incur high computation and communication complexities
due to the deployment of asymmetric key cryptography [85]. This challenge can be solved by the lightweight schemes
developed in [86] and [90]. Unfortunately, the protocol in [86] is vulnerable to active tracking attack [87]-[89]. In [90],
the tag generates random nonces for key updating operation to ensure strong forward untraceability. However, this
scheme incurs very high computation overheads. On their part, the authors in [91] present a two way loT verification
technique based on RSA and Trusted Platform Module (TPM).

3. Results

A myriad of security, privacy as well as performance challenges have been identified in virtually all the current security
techniques for [oMT. Some of these challenges include DoS, MitM, packet replays, instability, key escrow, lack of mutual
authentication, stolen smart card attacks, identity leakage, offline password guessing, traceability, node imitation,
forgery, cloning, tag impersonation, key compromise, lack of both backward and forward key secrecy, de-
synchronization, as well as high computation, communication and storage overheads. Table 1 below presents a
summary of these schemes and their challenges.

Itis evident from Table1 that most of the current schemes have many security, privacy and performance challenges that
impede their deployment in IoMT. Based on the discussions above, it is also clear that majority of the current [oMT
schemes deploy ECC [92]. In addition, some of them also utilize the Rivest-Shamir-Adleman (RSA) algorithm to execute
authentication. Unfortunately, cryptographic algorithms such as RSA and signature algorithms such as SHA-1 are
computationally complicated [93]. This is due to their high memory and power requirements during the real-time
securing of healthcare data. Therefore, the design of these algorithms renders them impractical in the real-time
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healthcare applications where the sensors are resource constrained. Table2 presents the taxonomy of the challenges of
the conventional security technologies that are frequently deployed in IoMT.

Table 1 Summary of Challenges of Current IoMT Schemes

Scheme

Challenges

Srivastava et al. [15]

lacks of mutual authentication and is venerable to stolen reader attacks

Fotouhi etal. [13]

Packet replay attacks are never addressed

Jinetal. [18]

Cannot protect against tag identity leakage attacks

Kumar et al. [20]

Vulnerable to smart card loss and offline password guessing attacks

Noori etal. [21]

Provable security is missing

Lietal. [16]

Susceptible to traceability attacks and has integrity problems

Das [27]

Cannot withstand node imitation attacks

Yang et al. [28]

Vulnerable to forgery and MitM attacks

Shen etal. [32]

Susceptible to DoS, location tracking and cloning attacks

Fanetal. [37],
Benssalah et al. [38]

Susceptible to tag impersonation, tracking and reader impersonation attacks

Chen etal. [39]

Incurs high computation and storage overheads

Jian et al. [42]

Insecure when some group members are malicious; incurs high computation
complexities

Liao and Hsiao [48]

Susceptible to key compromise attacks; has key escrow issues

Chou [53]

Vulnerable to tag and server impersonation attacks; cannot offer backward and
forward key secrecy

Jiang et al. [60]

Susceptible to impersonation attacks; incur high computation overheads

Janetal. [36],
Shao et al. [63],
He et al. [64],
Zhao et al. [65]

Incur high computation overheads

Haider, et al. [66]

Performance and reliability factors are not optimal

Alamr et al. [68]

Has scalability problems; vulnerable to de-synchronization attacks

Karthikeyan et al. [73]

Has high computation and communication overheads

Farash etal. [77]

Vulnerable to forwarding untraceability problem

Rehman [80]

Has high computational complexity

Xiao et al. [81]

Has stability issues

Lai et al. [83],
Lai et al. [84]

Have high computation and communication complexities

He et al. [86]

Vulnerable to active tracking attack

Zhou et al. [90]

Incurs very high computation overheads

Durairaj et al. [92],
Kothmayr et al. [91]

Are computationally complicated
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Table 2 Challenges of Current Security Technologies

Security technology

Challenges

Public key cryptography

High computation complexities

Blockchain

Extensive storage and computation overheads

Bilinear pairings

High computation complexities

RSA

Computationally complicated

PUF

Instability

ECC point multiplication

High processing costs

One-way hashing

Collision attacks

Trusted authority based

Single point of failure

Identity-based

Key escrow

Passwords Offline password guessing, dictionary, brute force
Smartcards Smartcard loss attacks
RFID Confidentiality breaches

As shown in Table 2, most of the legacy technologies for securing [oMT communications have security and performance
challenges. Therefore, a need arises for novel security technologies that will provide sufficient levels of security and
privacy at optimal performance levels.

4. Requirements for the Proposed Scheme

IoT devices are exponentially maturing, especially with the development of new cellular network technologies such as
5G and 6G networks. The ultra-low communication latencies coupled with high capacities have facilitated the
deployment of these technologies as the backbone of most of the [oMT communications. This has in turn made patient
life better, easier, and more comfortable. As the service providers rush to fill the ever increasing demands for [oMT
devices, security and privacy issues are normally after-thoughts. There is therefore need to incorporate security at every
level during the development of smart health devices. The revolution of sensing devices as well as networking
components call for more innovative solutions to achieve high levels of security and privacy. Fig.2 gives the network
architecture of the proposed secure communication in an [loMT environment. As shown in Fig.2, the link between the
patient and the doctor is the cellular technologies such as 5G, Beyond 5G (B5G) or 6G. To safe on battery power, most
of the processing is offloaded to the cloud. It is also evident that the public channel between the patient and the doctor
is sufficiently protected by some agreed upon session keys. In this communication environment, the following security
requirements are necessary.

. Measure patient data exchanged between the doctor and the patient must be enciphered to protect their
confidentiality and integrity.

b
I

Patient 5G/BSG/6G Doctor

Figure 2 Proposed Secure [oMT Communication Architecture
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o At the receiver end, all messages must be authenticated and when necessary, the source should be
associated with this message.

. All diagnostic information in storage should not be lost or accessed by an adversary.

. The processing at the terminals should be quick enough so as to facilitate real-time response. This will also
go a long way in preventing denial of service attacks.

. The power consumption on the sensors should be kept at minimum so as to conserve their battery power.

Based on these security and performance requirements, the following future research directions are formulated.

5. Future Research directions

Many security, privacy and performance challenges have been noted in the current [oMT communication environment.
Although many schemes have been presented to address these issues, the attainment of perfect security at optimum
performance remains a mirage. In this regard, the following technologies are thought to be essential towards the
attainment of enhanced performance, security and privacy in IloMT applications.

5.1. Artificial Intelligent (AI)

Artificial intelligence deployment in [oMT will be critical for attack prediction and detection. In this way, any changes in
the encryption key or the key size as well as the changes in the deployed encryption algorithm or scheme can be
detected. This will facilitate the initialization of the necessary corrective measures for increased security and privacy
preservation. Another possible area for Al deployment is network optimization [94]-[96]. For instance, the demand for
short response times in real-time services is the most challenging aspect in IoMT. Here, machine learning algorithms
can be applied for handoff optimization as well as target cell selection to minimize handover latencies [97]-[106]. In this
way, the quality of service (QoS) of the offered remote access services will be enhanced. It is also possible to deploy Al
technologies to prevent zero-day attacks as well as the identification of anomalous patent behavior using user or patient
profiles.

5.2. Cloud Computing

In [oMT communication scenario, there are numerous data shared across the network participants. In this environment,
cloud services are required for data storage and analytics. For instance, cloud computing services with high processing
capabilities can be utilized to offload computationally intensive Al, machine learning, and deep learning processing from
the sensor devices. This high power analytics can then provide quick predictions of critical cases of all threats and
attacks. Although cloud computing provides scalability and wide deployments of [oMT systems, it imposes new security
and privacy challenges. These challenges are reflected in data storage, transmission and processing in the cloud. There
is therefore a need for more robust security protocols to protect the healthcare data residing in the cloud.

5.3. B5G and 6G Networks

The beyond 5G (B5G) and the Sixth Generation (6G) networks are the backbone of future loMT deployments. Using
these cellular technologies, high levels of performance and security can be attained. For instance, fast response times,
high data rates up to 10 Gbps with low latency, high flexibility, high scalability, connectivity to heterogeneous devices,
a wide range of supported applications as well as enhanced QoS are some of the goals pursued by these technologies
[107]-[109]. However, attacks such as de-synchronization still presents some challenges in these networks. There is
therefore need to come up with innovative schemes and protocols for eliminating these attacks.

6. Conclusion

Most of the challenges in IoMT revolve around privacy, performance, security, data integrity and authentication of
critical healthcare data. Although these issues have attracted a lot of attention from the industry as well as academia,
many gaps are still evident. These gaps are reflected in the observed privacy and security holes, as well as performance
constraints. For instance, current technologies such as bilinear pairings, public key infrastructure, RSA, blockchain and
elliptic curve point multiplication have been observed to have extremely high computation or communication
overheads. On the other hand, identity-based schemes have been noted to have key escrow problems while trusted
authority protocols presents some single point of failure. Output instability has been noted to be a key challenge in
physically unclonable function based techniques, while password-based protocols are susceptible to dictionary, offline
password guessing and brute forcing attacks. In summary, the attainment of perfect security at optimal performance
still presents some challenges. To address some of these security and performance shortcomings, a scheme based on
lightweight cryptographic operations is proposed. For performance enhancement, the proposed scheme uses 5G, B5G
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or 6G as the backbone. Future work lies in the actualization of this scheme so that its security features can be analyzed
against conventional loMT attack vectors.
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