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ABSTRACT

Authentication plays a crucial role in information security by
which several mechanisms are widely used to protect
services from attacks. Graphical password is the most
popular mechanism and frequently assert the advantage that
they are significantly more secure. However, most graphical
passwords are susceptible to shoulder surfing attack. To
overcome this problem, this study proposed a hotspot
guessing attack resistant graphical password authentication
scheme based on the modified PassMatrix method. The
modification involves replacing the single discretized image
of the PassMatrix method into several independent images
and applying a random grid traversal method. The proposed
Jumbled PassSteps was evaluated in terms of its usability.
Experimental results showed that the users were able to
remember their graphical passwords successfully as the
memorability percentage reached 100.00% and 90.90% in
the first and second session respectively. Further, users
achieved an average registration time of 29.96 seconds and
carried out two log-in attempts with an average time of 46.03
seconds and 63.43 seconds.
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1. INTRODUCTION

A secured user authentication system is vital nowadays in
light of the increasing amount of sensitive information
available. A technique which is based on graphical password
authentication is now getting huge attentions from various
business organizations. This password authentication scheme
offers a good trade-off between security [1], [2] and
password memorability. In fact, studies have revealed that
graphical passwords are a better choice to text-based
passwords from the memorability and usability perspective

[3]-[7].

Graphical password authentication schemes utilize pictures
as passwords rather than complex set of characters.
Researchers have identified that pictures are more easily
remembered than recalling alphanumeric characters for the
reason that pictures permits for a greater depth of cognitive
processing [8]-[12]. Moreover, pictures basically possess
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more features than what individual letters and numbers have,
thus facilitating retrieval as well. This type of authentication
scheme is widely used in some applications such as in social
media, online commerce, and banking.

In spite of the fact that graphical schemes offer a more
memorable passwords, these should also meet other usability
needs such as the time taken in the registration and
authentication for widespread adoption. Users have to choose
an image from a collection of images when registering and
the users have to scan many images to pick several pass
images for authentication purposes. These processes must be
quick to be considered as efficient graphical password
authentication scheme.

There have been various studies on the usability assessment
of user authentication systems using a graphical password.
Reference [13] compared the memorability of an
alphanumeric password to four graphical passcodes. All of
the graphical schemes found to be more memorable than the
alphanumeric scheme. Same result was found by [14] in
which most participants verbally remembered the password.
Hence, the performance of the graphical schemes in terms of
memorability is satisfactory compared to alphanumeric
scheme, for which no participant was able to enter his or her
password correctly or verbally remember it three weeks later.

The study of [15] implemented a PassMatrix prototype on
Android and carried out real user experiments to evaluate its
usability. The usability perspective was measured by the
amount of time users spent in each PassMatrix phase:
registration and authentication. From the experimental result,
the proposed system showed better resistance to shoulder
surfing attacks while maintaining usability. A usability was
also investigated in terms of memorability and efficiency
(i.e. registration and authentication time) of multiple image
passwords in PHAS [16]. The results demonstrated that the
memorability of multiple passwords in PHAS is better than
in existing Graphical authentication systems (GASS).
Although the registration time took longer, authentication
time for successful attempts is either equivalent to or less
than the time reported for previous GASs.



A usable Graphical Password Authentication Scheme was
proposed [17]. ChoCD, a hybrid graphical scheme, combined
the method of “Click-based”, “Choise-based”, and “Draw-
based”. It was found that ChoCD is easy to use and provides
higher level of memorability. In addition, [18] improved
password memorability while not inconveniencing the users.
The findings demonstrate that authenticating passwords three
times can definitely increase password memorability.

Although the previous studies have achieved high user
performance in terms of usability, there are nevertheless
several issues which may affect the usability. The limitations
of usability include issues such as passwords being too hard
to remember after a period of time, taking more time to log
in on the registered account, and the complex of
authentication method for users without proper education
and practice.

2. OBJECTIVES OF THE STUDY

Since the development and security evaluation of Jumbled
PassSteps scheme were done in our previous study [10], this
paper aims to measure its usability in terms of;

a.  Memorability,
b. Registration Speed, and
¢. Authentication Speed

3. PROPOSED JUMBLED PASSSTEPS

In this work, we proposed Jumbled PassSteps which is also
known as a hostpot guessing attack resistant graphical
password authentication scheme based on the modified
PassMatrix method. This intends to address PassMatrix’s
vulnerability to hotspot guessing attacks. The modification
involves replacement of the discretized pass-images with
several independent pass-images and application of a random
grid traversal method.

3.1. Replacing Single Discretized Image into Several
Independent Images

Figure 1 shows the proposed Jumbled PassSteps’ registration
process. At this phase, the user creates an account containing
a username and a password. Several independent images in a
5x5 grid are used instead of a single image. From this set of
images, the user will choose images as pass-images. Then,
the image discretization step from the existing PassMatrix
method is removed to avoid hotspot guessing attack. A
random number ranging from 1 to the total number of
columns in the grid will be presented to the user. This will be
assigned as the original number of steps which will be
utilized when performing the grid traversal during
authentication phase. Thereafter, the username, chosen pass-
images, decoy images, and the random number will be stored
in the database. This completes the registration phase.
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Figure 1: Process of Registration Phase in Jumbled PassSteps
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Figure 2: Process of Authentication Phase in Jumbled PassSteps



3.2. Applying Random Grid Traversal Technique

The authentication phase of the proposed Jumbled PassSteps
shown in Figure 2 starts with entering the username was
created in the registration phase. A new indicator comprising
of two random numbers and directions of steps are conveyed
to the user through audio feedback. These numbers will be
subtracted to the randomly generated number of steps during
the registration phase, whereas the other will serve as the
random direction of the traversal. For example, if the audio
output is “4 UP, 2 LEFT”, then the first random number to
be subtracted is 4 and the direction of the wvertical grid
traversal is upward; the second number to be subtracted is 2
and the direction of the horizontal grid traversal goes to the
left.

To compute the number of steps to be performed in the
traversal, the equations below are used:

For vertical grid traversal:

@

For horizontal grid traversal:
S, =P—x 2
where,
P - a original number of steps previously saved in the
registration phase

y - arandom number produced for vertical traversal

X - a random number produced for horizontal traversal

S, - a number of steps used in performing vertical grid
traversal

S, - a number of steps used in performing horizontal grid
traversal

Absolute value will be considered to use once the difference
is a negative number. For example, if the original number is
3, and the random number for vertical traversal is 4, then the
number of steps to be used in performing vertical grid
traversal is 1.

The user must locate his or her pass-image in the 5X5 grid
after the number of steps is obtained. The location of the
pass-image will serve as the starting point of the traversal.
Meanwhile, the location of the decoy pass-image on the grid
will be computed using the following equation:

decoyLoc = (decoyCol,decoyRow) 3)
After visually locating the decoy pass-image, the user is
required to click on it. The challenge round is considered
complete until the user has gone through three rounds. Then,
a verification will be done whether the decoy pass-images
for each round are similar to the images clicked by the user.
If all the decoy images matched with the clicked images,
then the authentication or login process is successful,
otherwise the user will again be required to repeat the whole
process.
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Figure 3: Framework of the Proposed Jumbled PassSteps

3.3. Framework of the Proposed Jumbled PassSteps
Figure 3 shows the framework of the proposed Jumbled
PassSteps. Each module is discussed as follows:

a. Random Images Grid Generator - This module generates
a 5X5 grid of random images taken from a list of jpeg
files.

b. Registration Module - This module stores the username,
pass-images, decoy images, and the random number of
steps to the user database.

c. One-Time Grid Traversal Indicator Module - This
module produces a random number to be subtracted from
the random number of steps and a random direction for
grid traversal (e.g. up, down, left, right). Headphones are
used to acquire the audio output of this module. The
random number and direction generated are used to locate
the decoy pass-image.

d. Grid Shuffling Module - A 5X5 grid consisting of one
pass-image and 24 decoy images are the output of this
module. The locations of images are random positions in
every new call to this module.

e. Pass-Image Verification Module - This module computes
for the decoy pass-image basing from the user’s pass-
image, previously saved random number of steps, and
from the output of the one-time grid traversal module.
Then, it compares the image that the user clicked from
the result of its grid traversal computation. If the two
images match, then the user is authenticated.

The Jumbled PassSteps is made up of two phases. First, the
registration phase asked the user to create a unique username
and to pick-up a single pass-image from the image grid
yielded by the random images grid generator. All remaining
images are automatically saved as decoys. The process is
repeated twice in order to produce three pass-images. Then, a
random number is presented to the user that served as the
original number of steps when performing the grid traversal.
The user must memorize the three pass-images and the
original number of steps produced in this phase. The
registration module then saved the username, pass-images,
decoy images, and the random number of steps to the
database.



During authentication phase, the user must listen to the
output of the one-time grid traversal indicator module which
is the random number to be subtracted to the previously
saved original number of steps, and the other is the random
direction

Username Registration N

Pleze enler vssmanme

Figure 4: Screenshots of Jumbled PassSteps

of the traversal. The user then subtracted the random number
heard from the original number of steps saved during the
registration process. Next, the user must locate his or her
pass-image from the output of the grid shuffling module. The
location of the pass-image served as the starting point of the
traversal. After the traversal, the final image became the
decoy. The process is done within three authentication
rounds. Finally, the pass-image verification module also
computed for the decoy images. If the decoy images clicked
by the user are the same as the decoy images computed by
the verifier module, then the user is authenticated. It can be
gleaned in Figure 4 the sample screenshots of registration
and authentication in Jumbled PassSteps.

4. RESULTS AND DISCUSSION

The Jumbled PassSteps prototype was developed as a stand-
alone application using Visual Basic 6.0 and MySQL 5.0.51.
The prototype application was hosted on a laptop with a 15.6
inch screen display set at a resolution of 1366 x 768 pixels,
Intel(R) Core(TM) i5 CPU with 4GB RAM, and running
Windows 7 64-bit operating system. In addition, a
compatible earphone or headset was used to capture the
audio signal of the login indicator of the proposed prototype.

Further, a dataset of 2,394 images of ID pictures of students
and employees of the Don Mariano Marcos Memorial State
University - South La Union Campus was manually acquired
to serve as candidate pass-images and decoy images in the
simulation phase. In every authentication phase, 24 decoy
images and one pass-image were randomly chosen from the
dataset. Figure 5 shows sample 1D pictures in the dataset.

We assessed the users’ experience on Jumbled PassSteps,
which includes the successful login rate if they know their
passwords or memorability rate and the total time consumed
for both registration and authentication. In doing this, there
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were 30 randomly selected students of the Don Mariano
Marcos Memorial State University, College of Computer
Science participated in the experiments. These participants
are unfamiliar with graphical password authentication
schemes. Before conducting tests and evaluations,
participants were oriented on how to use the simulated
Jumbled PassMatrix authentication scheme.

To measure the memorability rate of Jumbled PassSteps,
each participant will try to log into his or her account five
times. A successful attempt implies that a user passed the
authentication with a correct graphical password. Whereas a
failure attempt is marked if all five tries failed. The
memorability rate was obtained using the equation below:

SuccessfulAttempts
TotalAttempts

Memorability Rate =

(4)

Table 1 shows the average memorability percentage of the
participants in the two login sessions. Three pass-images
were carefully picked out by each participant as his or her
password. The experimental result shows that all participants
managed to log into their accounts successfully in the first
session (100%). This signifies that their passwords are
authenticated within five tries. However, a drop by 9.10%
was recorded in the second session (90.90%) which was
conducted after two weeks of delay. This drop was caused by
three participants who had trouble recalling the pass-images
they had previously set in the registration phase. Viewed in
its totality, the memorability of the proposed Jumbled
PassSteps was impressive because the graphical pass codes
were easily remembered, despite being system-assigned,
likely due to the picture superiority effect.

Figure 5: Sample ID Pictures of Student and Faculty Members
Stored in the Database



Table 1: Memorability of Log-in in Two Sessions

Log-in Session Memorability Percentage

First Session 100.00%

Second Session 90.90%

Table 2: Elapsed Time Consumed During Registration and
Authentication Phase

Activities Average Time (s)
Registration 29.96
Log-in First Session 46.03
Log-in Second Session 63.43

Further, Table 2 gives the average elapsed time that
participants consumed in both registration and authentication
phases. The registration took 29.96 seconds on average. This
entails that participants did not consume much time in
selecting pass-images which they think are meaningful to
them. In addition, being computer literate and the fact that
only three pass-images are considered, became factors that
influenced in spending shorter time in registration. While the
results of the existing studies [5], [15] affirmed that 134 and
106 seconds are acceptable to users in practice, this study
concludes that the average registration time of 29.96 seconds
are also acceptable in general.

Relative to authentication phase, it is noteworthy to mention
that participants took 46.03 seconds to log into Jumbled
PassSteps in the first session after they registered an account.
The result is lower than the average login time (63.43
seconds) recorded in the second session. The increase of
login time was because the participants needed to recall their
passwords after two weeks. Findings from interviews
showed that familiarity plays the main role in helping the
participants to recognize their graphical passwords. Some
participants stated that they did not even try to remember
their passwords because they selected the most familiar
pictures to them as their graphical passwords. In addition, the
interviews also manifest that the simplicity of the picture
could aid the participants in the authentication phase. It
removes the conflict that may happen if each pass-image
contains more than one object. On the whole, the time spent
in the login process is acceptable to the participants to make
their passwords less vulnerable to hotspot guessing attack.
The acceptability of the said result is based on the study of
[15] where average login time in the first session (31.11
seconds) and second session (37.11 seconds) are acceptable
to the participants.

5. CONCLUSION AND FUTURE WORK

In this paper, we evaluated the usability of the proposed
hotspot guessing attack resistant graphical password
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authentication scheme based on the modified PassMatrix
method, named Jumbled PassSteps. The modification
involves replacement of the discretized pass-images with
several independent pass-images and application of a random
grid traversal method. Jumbled PassSteps is designed to
resist security threats without sacrificing ease of use.

Based on the usability evaluations, results show that majority
of the participants can log into their accounts successfully
using their graphical passwords. Schemes with graphical
password authentication enhanced the memorability. In
addition, the time spent in registration and authentication of
Jumbled PassSteps are acceptable to the participants. Hence,
the proposed mechanism of authentication is usable in terms
of memorability, and registration and authentication speed.

Some avenues for future work include enlarging the sample
of participants and conducting more experiments for an
extended period of time. Other aspects worth considering
include finding the effects of a particular image utilized
successfully as graphical passwords and investigating the
effectiveness of the current design on different platforms.
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