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1 Introduction

Secret sharing is a scheme to share a secret among multiple participants so that only
qualified sets of participants can reconstruct the secret, while forbidden sets have
no information about the secret [1]. A piece of information received by a participant
is called a share. A set of participants that is neither qualified nor forbidden is said
to be intermediate. The access structure of a secret sharing scheme is the set of
qualified sets, that of intermediate sets and that of forbidden sets.

It is well-known that the size of classical shares cannot be smaller than that of
the classical secret in a perfect secret sharing scheme, where perfect means that
there is no intermediate set, while ramp or non-perfect means that there exist
intermediate sets [2, 3, 4]. An advantage of ramp schemes is that the size of secrets
can be arbitrarily large for a fixed size of shares.

Ordinary ramp schemes have the following security risk: Suppose that classical
secret is m = (my,...,mz), and an intermediate set has ¢ (> 1) symbols of
information about m. Then that intermediate set sometimes knows m; explicitly
for some i. This insecurity was mentioned in [5, 4]. Iwamoto and Yamamoto [6]
explicitly constructed such an example.

In order to address this security risk, Yamamoto [4] introduced the notion of
strong security into ramp schemes: A secret sharing scheme with secret m =
(mi,...,myp) is said to be strongly secure if any (L — £) symbols in m is always
statistically independent of shares in an intermediate set that has £ symbols of
information about m, for £ =1,...,L — 1.
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The first ramp secret sharing scheme was proposed by McEliece and Sarwate
[5]. It was based on the Reed-Solomon codes [7], and can support up to ¢ — L
participants, where ¢ is the size of shares and L is the number of symbols in the
secret. Much later the McEliece-Sarwate scheme was proved to be strongly secure
[8]. Yamashita and Ogata [9] also proposed a strongly secure ramp secret sharing
scheme that can support g — 1 participants with L = 2. Martinez-Pefias [10] studied
the communication efficiency and the strong security simultaneously.

Often we can increase the size of shares to support more participants. However,
if we cannot increase the size of secrets, the storage space of shares are wasted
more. Thus, it is desirable to have another scheme that can support more partic-
ipants.

The purpose of this short paper is to provide another construction of strongly
secure ramp secret sharing schemes with more participants. After reviewing
relevant definitions of secret sharing in Section 2, we will propose our new ramp
secret sharing and will prove its strong security in Section 3.

2 Preliminaries

Let F, be the finite field with ¢ elements. In this paper we assume that each share
belongs to F,,.

Definition 1 /2, 4] A (k, L, n)-threshold ramp secret sharing scheme distributes
a secret in F; to n participants. Each share is one symbol in ¥, k or more
participants can reconstruct the secret, while k — L or less participants have no
information about the secret. By “no information” we mean the statistical inde-
pendence between the secret and a set of shares.

Definition 2 /4] Assume that the probability distribution of secrets is uniform. A
(k, L, n)-threshold ramp secret sharing scheme is said to be strongly secure, if any
L — ¢ symbols in the secret and any set of k— L+ { shares are statistically
independent of each other for £ = 1,...,L — 1.

Iwamoto and Yamamoto [6] generalized Definition 2, and the generalized defini-
tion was mentioned in the introduction. The McEliece-Sarwate secret sharing [5] is
a strongly secure (k, L, n)-threshold scheme.

3 Proposed construction and its strong security

3.1 Proposed construction

Letn < g and ay, ..., a, be distinct elements in F,. We assume that a, ..., are
nonzero. We will construct a strongly secure (k, L, n)-threshold scheme, with n < ¢
and

k> 2L. (1)
Define an [n, k] Reed-Solomon (RS) code as
RS(n, k) = {(f(a1), ..., f(an) : f(x) € Fylx],deg f(x) < k}.

Hereafter we assume that secrets are uniformly distributed in Fé. For a given secret

L-1

m=(my,...,my) € Fé, find g;(x) = apx® + - - 4+ a;_;x*~" and such that gi(a;) =
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m j/af‘L for all j=1,...,L. Such gi(x) always exists because computation of

g1(x) is just the inverse mapping of the encoding of RS(L, L) for the codeword

(my/af=t, ... mp/of7). Let g2(x) = x*~Lg;(x). Observe that g(a;) = m;.
Randomly choose by, ..., b, € F, and let

g3(x) = g@(x) + bo+bix+---+ bk—L—lxk_L_l.

The dealer sends g3(a;) as a share to the j-th participant, for j =1,...,n.

Let x|, x» € F;’ be two vectors of 7 shares, and assume that X; corresponds to a
secret m; € Fé for i =1,2. A secret sharing scheme is said to be linear if the
linearly combined share vector B1X] + 82X, corresponds to the linearly combined
secret Bym) + Pany. It is known that any linear secret sharing scheme can be
expressed by a nested pair of linear codes C; € C; C F;’ withdimC; —dimC, = L
[11, 12, 13, 14, 15]. In our proposed scheme we have C, = RS(n,k— L) and
Ci1 = RS(n, k).

The coset distance of C; D C; is defined as [13]

d(Cy, Gy) = min{wt(xX) | X € C) \ (1},

where wt(x) is the Hamming weight of x. It was shown [11, 12, 13, 14] that any
n+1—d(C,,C,) shares can reconstruct the secret and that any d(Cy, CIL) -1
shares are statistically independent of the secret, where Cy- is the dual code of Cj.
Since d(RS(n,k),RS(n,k— L)) =n—k+1 and d(RS(n,k— L), RS(n,k)*) =
k — L+ 1, we know that the proposed ramp scheme is a (k, L, n)-threshold scheme.

3.2 Strong security

Our remaining task is to examine the strong security of the proposed scheme. This
subsection is devoted to a proof of its strong security. Without loss of generality we
can consider the statistical independence between my,...,m;_, and a set of
k — L + ¢ shares.

In our proposed scheme, by, ..., b;_;_; serve as dummy randomness hiding 7.
When we consider the secrecy of my, ..., m;_y, the rest my_g¢y1,...,my of the secret
m also serves as dummy randomness hiding m, ..., m;_,.

For g(x) = box? + - -+ + by 1 X171 define g(x) = bp_ppox¥ L+ -+ +
beo1x*! such that F(ay) = — Y/~ biad for j=1,...,L—£. Such a (x) is
uniquely determined because it is the inverse of encoding of the [L — ¢,L — €]
generalized Reed-Solomon code. Define a linear code

D = {(g(a1) + g(a), . .., 8(a) + g(ay)) : degg(x) < k—L+€—1}.
When we view my,...,m;_; as the secret and the rest m;_;y1,...,m; as dummy
randomness, the secret sharing scheme can be described by the nested pair of linear
codes D C Cy, where C; = RS(n, k) as defined before.
For a subset SC FZ and Ac{l,...,n}, we mean Py(S)=

{(x)ieq : (x1,...,x,) € S}.
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Lemma 3
0 ifO0<|A|<k-L+¢,
dim P4(RS(n,k)) —dimPy(D)= 3 |A| —k—-L+¢ if k—L+L<|A| <k (2)
L—-1¢ if k<|A| <n.

Proof: Since the minimum Hamming distance of RS(#n, k) is n — k + 1, we have
[7]
) . |[4] if 0 <|4| Lk,

dim P4(RS(n, k)) = {k k<4l <n 3)
The codeword in D is the sum of a codeword in RS(n, k — L + £) and the codeword
defined by g(x). The latter can be seen as a codeword in a generalized Reed-
Solomon code of length » and dimension L — £. So, the Hamming weight of a
codeword defined by g(x) is >n+1—L+ €. There exists a codeword in
RS(n, k — L + £) of Hamming weight n — k+ L — £ + 1. Since we have assumed
k>2L in (1) and ¢ > 1, we always have n—k+L—f¢+1<n+1—-L+¢.
Under this condition, the minimum weight codeword in RS(#n, k — L + £) cannot
be canceled by a codeword defined by g(x). Therefore, the minimum Hamming
distance of D is n — k+ L — £ + 1, which implies [7]

. 4] if0<|4|<k-L+¢,
dim P4 (D) = { ) 4
k—L+¢ ifk—L+L<L |4l <n.
Combining Egs. (3) and (4) gives the claim of this lemma. O
The mutual information between mi,...,m;_, and the shares in 4 is [15,
Eq. (16)]
dim P4(Cy) — P4(D). S)

By Lemma 3, 4| < k— L + ¢ implies that (5) is zero, which proves the strong
security of the proposed ramp secret sharing scheme.
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