u] =,

Buxonyemvca adanmauis i 3acmocyeanis memooy ouinio-
BANHA 8EPXHBLOI Medci UMOGIPHOCMI 080UUKIO6UX Oudeper-
uianie 0na 6a0K06020 cumempuunozo wudpy Kanuna, swuii
nputinamuii ¢ 2015 poui ¢ saxocmi ykpaincvko20 cmanoapmy
JICTY 7624:2014. Bioomi memoou a6o 00360a510mv ompumanu
MiNbKU HAOTUNCEHE 3HAUEHHS 0aH020 napamempa 0as 4b020
wudpy, abo ne moxcymv Gymu 3acmMocosani 6 A6HOMY 6UAA0L
uepes cmpyxkmypHi 0cooaUB0CMI Yb020 Wuppy. Bukopucmarnns
HAOAUIHCEH020 3HAUENHA UMOGIPHOCME 080UUKN06UX Judeper-
uianie dae wie GiLUY NOXUOKY NPU OUTHIOBAHHI UMOBIPHOCME
Jugpepenuianie 3 8eqUKOI0 KIIbKICMIO UUKTLE, A MAKONC NPpU
OUIHIOBAHHI CMILIKOCMI ATlOpUMMY WUPPYEAHHA 00 THUUX
suois Juepenuianviux amax.

Ochoeni emanu memooy, wo 6UKOPUCMOBYEMBC, HACMYN-
Hi: GUBHAMEHHA MIHIMAILHOL KIIbKOCMI axmuenux S-010kie;
eusnauenns euda oOuepenuitinoi xapaxmepucmuxu, w0
MAE MAKCUMATIVHY UMOBIPHICMb; 6UHAYEHHS KIIbKOCH ma
iimogiprocmeti 000amKo6ux oudepenyilinux xapaxmepucmux.

B x00i docaidsxicens adanmosanuii memoo 003601u6 3HAY -
HO YMOYHUMU GEPXHIO MedCYy UMOBIpHOCMI 2-UuUKI08UX
oupepenuianie ons wmudppy «Kanunas. I[a mexnca cmanosu-
na ~2-47,3, 3amicmo 2—40 npu eéuxopucmanti memooy 0as
exnadenux SPN wugpis (Nested SPN Cipher).

Ymounene 3nauenns eepxnvoi medsxci umosiprnocmi 2-
UuKaI06UX Ouepenuianic 00360aUNO YMOUHUMU 1 ZPAHUY-
He 3nauenns umosipnocmi 4 yuxnosux oudpepenuianis. /lns
Kanunu-128 (posmip 6a0xy 128 6imis) snauenis ymouneno 6
214,6 pasis, oaa Kaaunu-256 — ¢ 229,2 pasie, Kaaunu-512 —
6 258,4 pasis.

OcHosHoto nepeeazoto adanmoganozo ons wudpy Kanuna
Memoody cmana MoMCauUgicno iCIMOMHO20 YMOUHEHHS 8EPXHLOT
Medxnci Umosiprocmi 2-uuxno6ozo oudepenyiana. Hedonixom
aoanmogamoz0 Memooy € NPULIHMI 0ONYU,eHHsL, Maxi K, Hanpu-
K10, BUKOPUCMAHHS 00HIET NIOCMAHO6KU 3AMICHb HOMUPLOX
8 opuzinanvrnomy aneopummi. Pesynvmamom uvoeo npunyuien-
HsL MOJICe Cmamu me, W0 6 peaibHOMY AJl2OPUMMI UMOBIPHOCME
2-yuxnosux oupepenyianie 6yoymv we menuumu

Knmouosi croea: onoxoei wmudpu, xpunmoepadiuna cmii-
xicmo, Rijndael, AES, Rijndael-noodiénuii wugp, iimosipnicmo
oupepenuiana, oudepenuiiina xapaxmepucmuxa, madauys
pisnocmeut, Kanuna, /[CTY 7624:2014
u| o
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differentials for the BSC Kalyna, which was adopted as the

Ukrainian standard DSTU 7624:2014 in 2015.

The acuteness of the problem of information security is

becoming increasingly significant and global. Cryptograph-

ic algorithms that meet modern requirements are an integral
part of solving this problem. Block Symmetric Ciphers
(BSCs), which are one of the most common types of cryp-
tographic algorithms, should provide high speed and resis-
tance to known cryptanalytic attacks in accordance with
modern requirements.

It is generally accepted that the differentials and their
probabilities must be considered for analyzing the resistance
of the BSC to differential attacks. Confirmation of this fact
can be found in the works [1—3], in which the probabilities
of differentials for the most common modern cipher AES
are studied. The actual direction of research is the develop-
ment of an approach to the estimation of the probabilities of

2. Literature review and problem statement

The maximum probability of the differential is the main
indicator, which reflects the resistance of the BSC to the
differential cryptanalysis. It should be noted that most of
the estimates received even for the most common cipher AES
(Rijndael) for today are approximate. Thus, detailed and
accurate estimates are obtained only for 2-round AES differ-
entials in [4]. In [5], the well-known estimates for that time
for 4-round differentials AES were substantially elaborated.

In 2015, the new BSC Kalyna was adopted in Ukraine
as the standard DSTU 7624:2014. The algorithm is Rijn-
dael-like, and the specification is given in [6, 7]. Certain dif-
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ferences of this algorithm from AES make the methods [4, 5]
inapplicable for this algorithm. These differences include,
firstly, the use of nonlinear substitutions of a random type
with controlled cryptographic parameters. Secondly, the
use of an enlarged fixed matrix, which is multiplied by each
column of a block within a linear transformation, which is an
analogue of the MixColumn transformation in AES.

The use of the approach proposed in [2] and developed
in [8] will also be problematic as a result of an increased
fixed matrix, which is multiplied by each column of a block
within the linear transform of the Kalyna cipher.

In [9], a method for evaluating the maximum probability
of two-round differentials for Rijndael-like ciphers was pro-
posed. This method, unlike the similar method previously
known from [4], does not depend on the type of used non-
linear substitutions. However, in [9], the application of this
method was demonstrated only for ciphers with algebraically
constructed substitutions.

The study of the issue of estimating the maximum prob-
ability of differentials of BSCs including the Rijndael-like
ciphers was presented in [10, 11]. The approach proposed in
these works commonly uses the analysis of reduced cipher
models (block size up to 16 bits) or the consideration of a
small part of the block (up to 16 bits) and subsequent inter-
pretation of the result for a full-length encryption algorithm.
In [10], two-round differentials of some modern ciphers,
including AES (Rijndael-128), are analyzed using this ap-
proach. The main disadvantage of the considered approaches
are inaccurate, highly approximate results that are very
different from the known ones.

In [12], the example of the consideration of reduced mod-
els with a 16-bit block of Rijndael-like ciphers demonstrated
the validity of the estimates obtained by the method of [9]
for ciphers with arbitrary substitutions. However, this meth-
od has never been applied for the new Ukrainian standard
DSTU 7624:2014.

The upper bound of the probability of two-round differ-
entials for this cipher can be obtained on the basis of the ma-
terials of the works [3, 13] and known maximum probability
of passing the non-zero difference through the substitution,
which is 2°°. The resulting approximate upper border value
will be (2’5 ) =27 Using of such an approximate value will
give an even greater error in estimating the probabilities
of differentials with a large number of rounds, as well as in
assessing the resistance of the encryption algorithm to other
types of differential attacks. Thus, the main problem issue
of this work is to obtain a more precise value of the upper
bound of the probability of two-round differentials for the
Ukrainian standard of encryption DSTU 7624:2014.

3. The aim and objectives of the study

The aim of this work is to obtain a more precise value of
the upper bound of the probability of two-round differentials
for the Ukrainian standard of encryption DSTU 7624: 2014.

To achieve this aim, it is necessary to accomplish the
following objectives:

—to adapt the method proposed in [9] for the new
Ukrainian standard DSTU 7624: 2014;

—to estimate the upper bound of the probability of
2-round differentials for this cipher;

— to make a comparative analysis of the known and ob-
tained values of the probability of a 2-round differential and

the upper bounds of the probabilities of differentials with a
large number of rounds.

4. Rijndael-like cipher Kalyna (DSTU 7624:2014)

A convenient way to represent a data block of the Rijn-
dael-like cipher is a matrix in which each cell is a byte. Each
round of Rijndael-like ciphers consists of four procedures:
ByteSub (BS); ShiftRow (SR); MixColumn (MC); Ad-
dRoundKey.

During the ByteSub procedure, a nonlinear substitution
for each block byte is made in accordance with a fixed 256-
byte table.

The ShiftRow procedure performs the exchange (reposi-
tioning) of bytes between columns of the information block
by cyclic shifting of the rows to different numbers of bytes.

The MixColumn procedure converts each column a(x)
into the word b(x) by the following rule: b(a(x))=c(x)®a(x),
where c(x) is a fixed polynomial; ® denotes an operation
of multiplying polynomials with coefficients from GF (28)
according to the selected module. This transformation is
usually represented in the form of multiplying the vector a
by the matrix c.

The AddRoundKey procedure performs a bitwise modu-
lo 2addition of the data block and the fragment of an extend-
ed key of the corresponding size.

During the decryption, the inverse procedures are per-
formed in reverse order.

There is a possibility to change the order of some of the
transformations. For example, this is the case for the se-
quence of BS and SR. It’s clear that it does not matter: first
perform the BS substitution, and then rearrange the bytes,
or vice versa. Because of the linearity of the transformation,
MC can be changed in places with the AddKey transforma-
tion, but in this case you need to make an addition with a
subkey for which the MC transformation is pre-executed.

There is an alternative representation of round trans-
formations when the ByteSub, MixColumns, AddKey, and
ByteSub operations are combined into 32-bit super boxes
(highlighted in color in Table 1).

Each of these super boxes works with one column of a data
block. 4 such 32-bit super boxes with the addition of some
linear transformations before and after are equivalent to two-
round encryption (Table 1).

Two levels of super boxes, which run between SR, MC,
AddKey and SR, are called mega box in [5]. One such 128-bit
mega box, with the addition of some linear transformations
before and after is equivalent to 4-round encryption (high-
lighted in color in Table 1).

The new BSC Kalyna was adopted as the Ukrainian
standard DSTU 7624:2014 in 2015. This is a Rijndael-like al-
gorithm, which has a number of changes compared with AES:

1) using of non-linear random substitutions with con-
trolled cryptographic parameters;

2) using of an enlarged fixed matrix (8x8 bytes matrix size),
which is multiplied by each column of the block (each column
has the size of 8 bytes or 64 bits) within the linear transforma-
tion — the analogue of the MixColumn transformation in AES;

3) using of a new key expansion scheme that does not al-
low restoring the value of the source secret key from the value
of one of the subkeys;

4) using of adding operations with different modules in
AddKey transformations.



Table 1

An alternative representation of a sequence of
transformations, a super box, a mega box

Original sequence| Alternative sequence | 4 rounds | 4 rounds
of transforma- |of transformations for| using super | using mega
tions for 4 rounds 4 rounds boxes boxes
AddKey0 AddKey0 AddKey0 | AddKey0
BS1 SR1 SR1 SR1
SR1 BS1
MC1 MC1 L supan
q boxes 32 to
AddKey1 AddKey1 39 bits
BS2 BS2
SR2 SR2 SR2
MC2 MC2 MC2 | mMegabox
128 to 128
AddKey?2 AddKey?2 AddKey?2 bits
BS3 SR3 SR3
SR3 BS3
MC3 MC3 e
i boxes 32 to
AddKey3 AddKey3 39 bits
BS4 BS4
SR4 SR4 SR4 SR4
MC4 MC4 MC4 MC4
AddKey4 AddKey4 AddKey4 | AddKey4

The specification of this encryption algorithm is given
in [6, 7]. The number of rounds depends on the size of the
key and it is 10, 14 and 18 rounds for keys of 128, 256 and
512 bits, respectively. The size of the cipher’s block is not
less than the size of the key. Cipher variants with a block
size of 128, 256, and 512 bits will be hereinafter denoted as
Kalyna 128, Kalyna 192 and Kalyna 256, and blocks of these
algorithms contain 2, 4, and 8 64-bit columns, respectively.

5. The main ideas of the approach used to determine the
upper bound of probabilities for 2-round differentials

It is known that there is a possibility to perform an exact
estimation of the upper bound of the probability of differen-
tials for modern block ciphers only for a small number of

rounds. For the Rijndael cipher, this number of rounds 14
is 2, and the corresponding method was proposed in [4]. AZ
For the Rijndael cipher, the results obtained in [9] sg

coincide with the results of [4]. At the same time, the
. . e . Al
estimation of the probabilities of two-round differen- 95
tials uses the analysis of the properties of the differ- ,
ences tables of the cipher’s S-boxes, which makes it 4p
possible to use this method for ciphers with arbitrary 55
substitutions, which is the case for the Kalyna cipher. 2g
Numerous computational experiments in the study of 9
reduced-size super boxes from 4 to 32 bits with the c3
S-box size from 2 to 8 bits are described in [9]. Exper- FO
iments on the search for 2-round differentials for such 15
super boxes have shown that the differential having the gF
C

maximum probability always contains a differential
characteristic (DC), which also has a maximum prob-
ability. Using this fact, the proposed method contains
the following basic steps:

1) determination of the minimum number of active
S-boxes in the 2-round DC;

2) determination of the form of DC having the maximum
probability;

3) determination of the number and probabilities of ad-
ditional DCs;

4) determination of the maximum probability of a 2-round
differential as a sum of the results from step 2 and 3.

The input data for this method are the fixed matrix which
is used in the multiplication during the MC transformation
and the S-boxes with their difference tables.

The presented above steps of the method are quite clear if
we assume that the probability of a differential is the sum of
the probabilities of all the DCs which belong to this differen-
tial. The most problematic in practice is the implementation of
stage 3. The next section will demonstrate how the proposed
approach can be implemented in the case of the encryption
transformations of the Kalyna algorithm.

6. Probabilities of two-round differentials for the Kalyna
cipher

6. 1. Super boxes of the Kalyna cipher

The Super box consists of the ByteSub, MixColumns,
AddKey, and ByteSub operations and works with one col-
umn of the data block. The Super box of Kalyna works with
a 64-bit block and it is impossible to research such a super
box in a “power” way.

4 different substitutions are used as 8-to-8-bit S-boxes.
The substitutions are formed randomly with the control of
the following parameters: the maximum value in the differ-
ence table (for all substitutions this value is equal to 8), the
maximum value in the table of linear approximations (for
all substitutions this value is 26), the degree of nonlinearity
(for all substitutions this value is 7). The difference tables
of the S-boxes are important in the differential probability
estimation. The number of maximum values, “8”, in the
difference tables for these 4 substitutions is 15,9, 7 and 9.
Obviously, the substitution with 15 maximum values in
the difference table will allow us to construct a two-round
differential that will have the maximum probability. There-
fore, further we will consider the worst case, when only one
such substitution is used in the BS transformation of the
cipher (Fig. 1).
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Fig. 1. Substitution SO of the cipher Kalyna (in hexadecimal format)

It is expected that this version in comparison with the
original will have higher probabilities of the differentials and,
accordingly, lower level of security.

The number of cells in the substitution difference
table, excluding the first row and the first column, is



255%255=65,025. Table 2 shows the statistical information
about the difference table for the selected substitution.
Table 2

Statistical information for the difference table of
the 8-to-8-bit substitution

Values Number of values in the difference table
“8” 15
“6” 246
“4” 3,423
“2 24,996
“0” 36,345

Table 2 demonstrates that 56 % of the difference table’s
values are “0”, and 44 % are non-zero values.

Denote the fixed matrix that is used in the MixColumns
(MC) by M

= U1l = 00 O N R e
N N~ = 1= 00 O
N = = U1 = 00 O N
_ = U1 = 00 O N

U1 =~ 00 OO N -, e
= 00 O N R = =Gl
O DN AP, -, O
DN A = = 1=

Thus, the main transformations of the Kalyna’s super box
are presented.

6. 2. Search for maximum probability DC

The computational experiments performed for reduced
models and presented in [9, 12] confirmed the following
regularities. First, to find DC, which has the maximum
probability, you should look for the path of difference trans-
formation with the minimum total number of active substi-
tutions. For Kalyna, this value is 9. Second, the maximum
must be the number of duplicate values of the difference at
the inputs of both levels of substitutions. During the analysis
of the matrix multiplication operation, such a path of differ-
ence transformation was determined for the Kalyna cipher.
Expression (1) shows the procedure of multiplication of the
column by the matrix M.

0
5x
3x

X
XM = ) €y
ex
9x
4x

4x

SO O O O O O R R

The input column contains the same non-zero values of
the difference x in the first two bytes and the zero difference
in the remaining bytes.

The specified path of the difference contains the min-
imum total number of active substitutions — 2+7=9, with

3 difference value x and 2 difference value 4x at the inputs of
both levels of substitutions.

Taking into account the data from Table 2, there are
15 variants of the value of the difference x at the output
of the first level of permutations, for which a transition
of difference may occur with a probability of 8/256. The
probability that for the value of the difference 4x also there
will be a transition with a probability of 8/256 is 15/255.
Then the expected number of cases where two first-level
difference transitions and two out of seven transitions of the
second-level difference of the substitutions will have a prob-
ability of 8/256, will be

15 225
255 255
The expected number of cases where even at least one

another transition of the second-level difference will have a
probability of 8/256 will be even lower. However, as can be
seen from Table 2, there are many transitions with a proba-
bility of 6/256 in the difference table. Therefore, for the re-
maining 5 values of the difference in the input of the second
level of permutations (5x, 3x, x, ex, 9x) with a probability
close to 1,there will be transitions with probability 6/256.
Then the final probability of such a basic DC will be

8 ) (6 ) 2432
256) \256) 2%

The second stage of the method is completed.

6. 3. Number and probabilities of additional DCs

Now the number and probabilities of additional DC
should be estimated.

Taking into account Table 2, there are =254-0,44 =112
possible additional variants of the difference at the output of
substitutions of level 1. It is important that the values at the
output of these two substitutions should be the same, since
otherwise there will not be zero difference in the first byte of
the output of MC difference.

In accordance with expression (1), at the input of level 2
of the substitutions there will be 6 different non-zero values
of the difference. The probability that for each of these six
separate active substitutions there will be a transition to the
output value determined by basic DC is 0.44. Then the prob-
ability that for all 6 cases the necessary transitions of the
difference will be possible will be (0,44)"; and the expected
number of additional DCs will be 112~(0,44)6 =0,8. Thus,
most likely that there will be only one additional DC. Ac-
cording to the data from Table 2, most transitions will have
a probability of 2/256 in this additional DC. Even if half of
these transitions will have a probability of 4/256, then, com-
pared with the probability of the basic DC, the probability of
additional DCs will be insignificant:

(4)“ (2) 2
256) \256) 2%

The upper bound of the probability of a 2-round differen-
tial is the result of summing the values obtained in subsec-
tions 6.2 and 6.3:

243.2° 2

~ 2—47,3

264 + 264




7. Discussion of the results obtained using known and
new methods

The upper bound values of the probabilities of differentials
can be obtained for SPN-ciphers using the theorem from [13].

Theorem ([13]). If n S-boxes are used in the SPN-
cipher, and the linear transformations provide the number of
branches equal to n—t, then the probability of a differential
covering 2 and more rounds will be bounded above by the
value of p"*!, where p is the maximum probability of a non-
zero difference transition through the S-box.

For the ciphers that use nested SPN structures, the the-
orem is proved in [3]. According to this theorem, the value
of the differential probability is bounded above by the value

])("11*(’71"’1))‘("2*02‘*‘1))y (2)

where ny is the number of S-boxes in each super box, 7, is the
number of super boxes in the block, n{—t; and ny—t, are the
branch number provided by the lower and upper levels of the
diffusion transformations, respectively.

For the Rijndael-128 cipher, according to these theorems,
the upper bound of the probability of a 2-round differential
is (2‘6) =27 and the upper bound of the probability of the
4-round differential — (2’2“) =27 The methods proposed
in [4, 9] allow getting a more accurate estimation for the

upper bound of the probability of a 2-round differential:
%z 2783 Then the corresponding upper bound of the
probability of the 4-round differential will be (2’28'3 )4 =212

Using the value obtained in Section 6 for a 2-round
differential and the presented above theorem from [13], the
upper bounds of the probabilities of differentials for variants
of the Kalyna cipher with the size of block 128, 192 and
256 bits can be substantially elaborated (Table 3).

The upper bounds of the probabilities of the 2- and
4-round differentials for the Kalyna cipher presented in Ta-
ble 3, obtained using the method proposed in section 6, are
the most accurate of the known.

The studies presented in this paper are a continuation of
the studies presented in [4, 9, 12].

The main advantage of the method adapted for the Kaly-
na cipher is the possibility to get a more accurate value for
the upper bound of the probability of a 2-round differential
(the first column of Table 3). The disadvantage of the adapt-
ed method is the assumptions that were made, such as, for
example, the use of one substitution instead of four in the
original algorithm. The result of this assumption can be that
the real probability of 2-round differentials could be even
smaller than the obtained value.

Table 3

The upper bounds of the probabilities of differentials for
the Kalyna cipher

Eval- 9-round 4-round 4-round 4-round
uation differential differential, | differential, differential,
options Kalyna-128 | Kalyna-256 | Kalyna-512
Using (2) (2-5 )8 —_ 90 (2-40 )2 —_ 98 (2-/.0 )4 — 9160 (2-40 )8 — 950
Proposed
method 9473 (2-47,3 )2 — 9796 (2-47.3 )4 _ 91892 (2-47,3 )8 _ 93184

8. Conclusions

1. The adaptation and application of the previously
proposed method of [9, 12] for the Rijndael-like Kalyna ci-
pher, which in 2015 was adopted as the Ukrainian standard
DSTU 7624: 2014, were made.

2. The application of the adapted method has made it
possible to get a more precise value of the upper bound of the
probability of 2-round differentials for the Kalyna cipher.
This upper bound is =27, instead of 27 with using (2).

3. The more precise value of the upper bound of the prob-
ability of 2-round differentials made it possible to get a more
precise boundary value of the probability of 4-round differ-
entials. For Kalyna-128, the value is specified 2'*° times,
for Kalyna-256 — 2% times, for Kalyna-512 — 2% times.
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3anpononosano modenv Oemexmopa 00’ckmie i
Kpumepiil epexmusnocmi nasuanns mooeui. Moodew
Micmumvb 7 nepwux MoO0YyJie 320pmK060i Mepedici
Squeezenet, 0sa 320pmicosi pisnomacumadni wapu, ma
ingpopmauiino-excmpemanvnuil  kaacugixamop. Ax
Kpumepii epexmuenocmi nasuanns mooesi demexmopa
PO32NA0AEMBCA MYILMUNTIKAMUBHA 320PMKA UACHIUN-
HUX Kpumepiie, w0 6paxoeye edexmusHicms 6UAGIIEH-
Ha 00°exmie Ha 300padicenti ma mounicmo Kaacudixa-
yitinozo ananizy. Illpu yvomy dodamiose suxopucmanns
anzopummy OpmMoOHANLHOZ0 Y32004CEHO20 KOOYGAHHA
npu o6uucaenni 6UCOKOPIGHESUX 03HAK 003601€ 30i1b-
wumu mounicmo mooeni na 4 %.

Po3spobneno aneopumm nasuanns oemexmopa o0’ex-
mie 3a YMoé Manozo 06Cs2Y POIMiMEHUX HABUATLHUX
3paskie ma 00MeNCeHUX O0GUUCTIOBANLHUX PecypCis,
docmynnux na dopmy manozabapuminozo 6e3niommozo
anapamy. Cymo anzopummy nonsizae 6 adanmauii éepx-
Hix wapie modeni 00 0oMenHoi 06aacmi BUKOPUCTANHHS
HA 0CHOBI AJI20PUMMIB 3POCMAIN1020 PO3PIOIHCEHO KOOYI0-
%020 HeUPOHH020 2a3y ma cumyasauii éionany. Hasuanns
eepxHix wiapie 0e3 euumenss 0036013€ ePexmueHo 6UKo-
pucmamu neposmiveni oani 3 domennoi obéaacmi ma
susHavumu neodxiony xinvkicmo netiponis. Iloxazano, wo
3a 6i0cymmnocnti MoOHKOi HACMPOUKYU 320PMKOBUX WAPiE
3abesnewyemocs 69 % usseHux 06’ exmis na 300pasicen-
Hax mecmoeoi eubipxu Inria Aerial Image. Ilpu uvomy
NICJI1 MOHKOT HACMPOUKU HA OCHOBL AJI2OPUMMY CUMYJLS-
uii eionany 3abesneuyemvcsa 95 % eussaenux 06 €kmie Ha
Mecmoeux 300PpaNceHHAX.

Toxazano, wo suxopucmanns nonepeonbozo Hasuam-
Hs 0e3 euumens 00360J19€ NIOGUUUMU Y3A2ATLHIONUY
30amuicmv SUPTUATILHUX NPAGUTL MA NPUCKOPUMU Tme-
Pauitinuii npouec 3HAX00HCEHHS 2J100AIbH020 MAKCUMY-
My npu HaeuanHi 3 yuumenem Ha 6ubipui odMmedxnceno-
20 o0csizy. Ilpu yvbomy ycynenns edpexmy nepenasuanns
30UCHIOEMBCA WIAXOM ONMUMATLHOZO 6UOOPY 3HAYMEHHS
einepnapamempy, w0 Xapaxmepusye Cmyninb NOKpumms
8Xi0HUX Oanux Heliponamu Mepexnci

Kniouosi crnosa: sapocmarouuii neponnuii 2as, demex-
mop 06’ckmie, inopmauiinuii Kpumepil, aneopumm
cumynsayis eionany

u] =,

1. Introduction

Unmanned aviation is widely used in the tasks of in-
spection of technological and residential facilities, protec-
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tion and reconnaissance activities, as well as in the sphere
of transportation of small size loads. One of the ways to
increase the functional efficiency of the unmanned aerial
vehicle (UAV) is to introduce technologies of artificial in-
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