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ABSTRACT Grant-free multiple access is a critical mechanism introduced in 5G new radio (NR) to support
ultra-reliable low-latency communication (URLLC) services. Pilot authentication (PA) is a key security
mechanism to guarantee reliable performance of grant-free URLLC. However, PA can be easily paralyzed
by pilot-aware attack since pilot signals are usually publicly known, and unprotected. To solve this, we
develop the concatenated graph coding (CGC) theory by which time-frequency resources on bandwidth
part (BWP) can be encoded flexibly to protect PA securely. Particularly, we use bipartite graph, and
multigraph theory to model PA on BWP as transmission, and retrieval of pilot (TRP). Each transmitter
in the uplink needs transmit a unique random pilot sequence as subcarrier activation pattern (SAP) on
BWP. After observing SAPs from multiple transmitters, the receiver decodes a pilot sequence of interest,
and tests its authenticity. The retrievability of authentic pilots is defined, and formulated analytically. We
also derive the analytical closed-form expression of system failure probability, and accessibility in the
regime of large-scale antenna arrays, and short data packets. Interestingly, we find that four trade-offs exist:
retrievability-latency, retrievability-accessibility, reliability-latency, and reliability-accessibility. Simulation
results show the security advantage of our proposed theory in grant-free URLLC system.

INDEX TERMS Physical-layer authentication, grant-free URLLC, pilot authentication, pilot-aware attack,

security.

L. INTRODUCTION

5G networks are expected to support mission-critical appli-
cations demanding ultra-reliable and low-latency communi-
cations (URLLC), like industrial automation, remote control,
health monitoring and tactile Internet [1], [2]. This vision
requires end-to-end (E2E) transmission with ultra-low latency
(e.g., ranging from 1 ms to few milliseconds), as well as ultra-
high reliability (e.g., 99.999%) [3]. To fulfill that, 5G new
radio (NR) introduced grant-free multiple access (GFMA)
technology such that transmission without grant avoids the
regular handshake delay e.g. sending the scheduling request
(SR) and waiting for UL scheduling grant (SG) allocation [4],
[5]. In an uplink scenario of grant-free URLLC, user equip-
ment (UE) can transmit data in a pre-configured bandwidth

part (BWP) that comprises of time, frequency and pilots, and
data transmission is performed without the request/grant pro-
cedure. The next generation NodeB (gNB) in GFMA mode
needs to detect active UEs using pilots, perform pilot-based
channel estimation for those UEs, and decode their data based
on estimated channels. Due to the lack of SR and SG, all of
these functionalities couple with each other and needs to be
accomplished in one-shot access [6]. The pilots or reference
symbols become the very important messages that connect
them well [7].

If we examine the information security in 5G NR, message
authentication in grant-free URLLC plays a critical role since
it guarantees the integrity, authenticity, and non-repudiation
of messages that flow over the air [8], [9]. However, not
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every messages generated or required in current 5G have
been protected by reliable message authentication whereas
those messages become increasingly important [4], [10], [11].
Signaling radio bearer 0 (SRBO0) and pilot sequences are the
most typical ones. In 5G NR protocol, SRBO is a very crit-
ical medium distributed between Layer 3 (L3) and Layer 2
(L2) to inform Layer 1 (L1) the control information from
L3 [12]. SRBO carries the pilot-related signaling, such as,
the time/frequency location information of pilot sequences on
bandwidth part (BWP). However, 5G NR protocol does not
confer cryptographic protection on SRBO, which leaves pilot-
related information at L1 completely exposed to the public. At
L1, pilot sequences are usually stored as a form of database
which is deterministic and publicly-known to all parties [13].
In grant-free URLLC, pilot sequence of interest is uniquely
selected by one certain UE and then inserted on the BWP
physical resources for distinguishing among different UEs and
estimating the channel occupied by itself [6]. Non-repeating
pilot sequences guarantee the desirable user activity detection
(UAD) and channel estimation. With these in preparation,
data demodulation can work normally. Therefore in current
5G NR, gNB and UEs have a very clear agreement on the
allocation of pilot sequences for each UE and this agreement
is also publicly known. Obviously, this setup is a very easy and
fragile message authentication mechanism since the authenti-
cation performance is guaranteed by assuming that everyone
would obey the agreement.

By virtue of those vulnerabilities, pilot-aware attacker can
blindly decode the disclosed information, e.g., SRBO and
pilots, and paralyze the agreement in the form of jamming,
spoofing and nulling those pilots [14], [15]. This refers to the
concept of pilot authentication (PA) which aims to achieve
the transmission and retrieval of pilot (TRP) reliably against
those attack behaviors. TRP is a complete process from de-
tecting disturbance to authentic maintenance, for example,
how to detect any alteration to pilot authenticities and how
to protect and further maintain high authenticities. Without
precise and secure TRP makes UAD and channel estimation
hard to work normally in grant-free URLLC. The challenge
in this area embraces how to design and secure TRP under the
circumstance of pilot aware attack to accommodate grant-free
URLLC services.

A. RELATED WORKS

Protecting PA by encrypting SRBO or directly pilots under
cryptographic framework would cause significant signaling
overheads that cannot be endured by grant-free URLLC.
Physical layer authentication (PLS) using L1 information is a
good choice since it could remove the time-consuming func-
tionalities of security protection for SRBO and merely focus
on inherent security advantages at L1 to bring lightweight
overheads and desirable security performance [11]. Authors
in [16] have analyzed the advantages of using physical layer
information to protect URLLC. Previously, lots of research
of PLS in [17], [18] have been done by employing channel
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state information (CSI) which is usually estimated using pi-
lots. When pilot signals are attacked, those schemes can be
destroyed and safeguarding pilots using PLS is an available
choice. There are two PLS based research routes to pro-
tect pilots, including deterministic-pilot based approach and
random-pilot based approach. The former is limited to how
to detect pilot-aware attack by exploiting the physical layer
information, such as auxiliary training or data sequences [19],
[20] and some prior known channel information [21]-[23]
whereas the latter aims to avoid it by pilot randomization [15],
[24], [25]. The importance of pilot randomization on time-
frequency resources to avoid pilot aware attack on pilot sub-
carriers have been stressed in orthogonal frequency-division
multiplexing (OFDM) systems [26]. With pilot randomiza-
tion, a random pilot sequence x is transmitted from a UE
to gNB through a subcarrier channel 4 and the gNB would
observe a signal with the form of y = hx + gz + w where
g and z respectively denote the subcarrier channel occupied
by attacker and the interfering signal. w represents the noise
variable. As we see, since x is random, z should be also ran-
dom or just zero for attacker. This eliminates the possibilities
of spoofing (z = x) [27], nulling (z = —h/gx) [28] and jam-
ming [28]. However, the gNB cannot recognize x due to the
randomness of channels and signals. The challenge for PA be-
comes a process of designing TRP under pilot randomization.

Recent studies in [29]-[31] have shown the possibilities of
transmitting extra messages using subcarrier activation pat-
terns (SAPs), parallel with the normal data transmission on
subcarrier channels. Authors in [32] also concluded that the
technique of encoding SAPs to carry information in parallel
with data transmission can improve the system reliability with
less power and complexity, making it a very suitable candidate
for 5G URLLC service. This technique was also studied in
grant-free URLLC systems in [16]. Those schemes provide
a road access to TRP using SAPs. In this vision, UEs can
transmit a set of non-repeating pilot sequences as various
types of SAPs for pilot transmission. Then in order to retrieve
pilots, next generation NodeB (gNB) decodes a pilot sequence
of interest according to the observed SAPs and tests whether
or not it is a right member of the stored set. However, applying
SAPs to TRP directly cannot maintain resilience against the
disturbance on subcarriers. When the attacker launches jam-
ming attacks on several subcarriers, the retrieval of SAPs as
pilots would be like a random phenomenon and thus no use
for gNB.

To solve this, authors in [33] proposed a coding based TRP
framework by exploiting pilot randomization and subcarrier-
block discriminating coding (SBDC) mechanism. In [15], the
authors considered a practical one-ring scattering scenario and
proposed an independence-checking coding (ICC) theory to
secure TRP under pilot aware attack. When pilot aware attack
happens, TRP under those schemes highly rely on the coding
diversity and spatial fading correlation difference between
UE and the attacker. By relaxing the dependence, authors
in [25] proposed a scheme of hierarchical 2-D feature cod-
ing (H2DF) coding to encode SAPs to realize TRP reliably.
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Those schemes help answer the question of how to design
TRP between UEs and gNB under pilot randomization and
pilot-aware attack. Under this background, TRP is equivalent
to a three-step process, including pilot conveying, separation
and identification. For pilot conveying, OFDM subcarriers are
selectively activated to create various SAP candidates which
are encoded such that those SAPs can carry pilot information
in the form of codewords. Those codewords should be op-
timized such that those codewords, though overlapped with
each other and/or even disturbed by Ava, can be separated and
identified with high reliability, thus decoded into the original
pilots.

However, all of those schemes are expected to work well
in grant-based OFDM systems. Our previous conference pa-
per theoretically examined the possibility of applying H2DF
coding to achieve TRP in grant-free URLLC system [34].
However, the research ignored practical physical resource lim-
itations on BWP under 5G NR protocol. Redesigning TRP on
BWP is a rather different thing for grant free URLLC. Due
to the limited capability of radio frequency (RF) chains at
UE, the size of operational bandwidth are limited [35], [36],
usually at most 100 MHz channel bandwidth for Frequency
Range 1 (FRI1) and 400 MHz channel bandwidth for Fre-
quency Range 2 (FR2) in 5G. Considering subcarrier spacing
of 60 kHz and 240 kHz respectively, at most 512 pilot subcar-
riers are supported across the full channel bandwidth given
a 5G pilot configuration. This is because one regular pilot
subcarrier exists every three subcarriers within channel co-
herence bandwidth to capture the expected frequency-domain
variations of the channel to be resolved [13]. With this con-
straint, the probability of wrongly identifying authentic pilots
under H2DF coding can achieve at most (1 + K) (512+/2K)
where K denotes the number of access users. It means that the
overall reliability of grant-free URLLC is at the level of 1073
in any case as the lower bound of reliability is determined
by PA [37]. Besides this, the excessive consumption on one-
dimensional resources (i.e., the full occupation of bandwidth)
severely limits the flexibility of BWP operations and increases
the burden of RF chains of UEs. When bandwidth is reduced,
the reliability becomes much lower as well.

B. MOTIVATIONS AND CONTRIBUTIONS
As we can see, on one hand, current PA schemes rely on
a SAP-encoded methodology for which “multidimensional
resources, parallelism and coding” become their keywords.
On the other hand, the allowable resources might be limited
and cannot provide a suitable basis for the method. This make
us to rethink: whether or not it is possible to encode grant-free
time-frequency physical resources to protect pilot authentica-
tion of multiple UEs operating flexibly in BWP with very high
reliability and low latency. We can show the answer is yes and
propose a concatenated graph coding (CGC) theory together
with comprehensive performance evaluation of it. The details

of our contributions are shown as follows:
® CGC Theory: We formulate a basic and unified frame-
work of CGC theory to describe coding operations on
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time-frequency physical resources. In this theory, pilot
signals could be modeled as binary codes on bipartite
graph, an abstract representation of time-frequency sub-
carriers. The transmission of pilots from multiple UEs is
modeled as the superposition process of multiple binary
codes on bipartite graphs. The result constitutes an undi-
rected, completely labeled bipartite (UCLB) multigraph
at gNB. We formulate the process of bipartite graph
query of gNB on multiple bipartite graphs based on the
UCLB multigraph and show how TRP can be modeled
as the process of bipartite graph query to realize PA on
BWP in grant-free URLLC.

® CGC on BWP: We provide a closed-form analytical solu-
tion for CGC on BWP and define the retrievability of au-
thentic pilots during TRP. This requires an optimization
of the code matrix of CGC with the aim of keeping CGC
with high coding diversity. The introduction of CGC on
BWP makes possible the redesign of UAD on code do-
main and therefore we propose a novel UAD algorithm
whereby identification of attack modes and UAD can be
realized both. With TRP and UAD done, we can thus
provide an entire process from attack detection to anti-
attack countermeasures while keeping pilots authentic in
CGC based grant-free URLLC system.

e Performance Evaluation and Trade-offs: In order to
characterize the reliability performance of CGC based
grant-free URLLC systems, we derive a novel expres-
sion of system failure probability under short packet
transmission in the regime of large-scale antenna ar-
rays and a matched filter receiver. We also define the
a-accessibility of this system as the ratio of the num-
ber of active legitimate UEs that could maintain the
failure probability less than « to the total number of
OFDM symbols consumed during this period. Finally,
we prove and characterize four types of trade-offs, in-
cluding retrievability-latency, retrievability-accessibility,
reliability-latency and reliability-accessibility trade-offs.
Those results prove the possibility of CGC based grant-
free URLLC system.

Organization: In Section II, we introduce the basic system
model. The theory of CGC is described in Section III. In
Section IV, we show how to make CGC operate on BWP.
Performance evaluation and trade-offs of CGC based grant-
free URLLC is provided in Section V. Numerical results are
presented in Section VI and finally we conclude our work in
Section VII.

Notations: We use boldface capital letters A for matrices,
boldface small letters a for vectors, and small letters a for
scalars. A denotes the conjugate transpose of matrix A. |.A|
is the cardinality of the set A.

1. SYSTEM MODEL

A. BWP FOR GRANT-FREE URLLC

BWP has been introduced for SG-NR to provide a means of
operating UEs with desirable bandwidth that matches with
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FIGURE 1. lllustration of different types of BWPs in 5G NR.
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FIGURE 2. lllustration of a hybrid attack on GFMA with random piots.

their RF chain ability [36]. As shown in Fig. 1, a BWP is a
contiguous set of physical resource elements (REs) for a given
numerology within channel bandwidth. Each BWP defined for
a numerology can have three different parameters, including
subcarrier spacing, symbol duration and cyclic prefix (CP)
length. BWP has many types, depending on the specific sce-
narios. There is an initial active BWP for a UE during the ini-
tial access under radio resource control (RRC)-idle state until
the UE is explicitly configured with active BWPs during or
after RRC connection establishment. UEs are expected to re-
ceive and transmit only within the frequency range (FR) con-
figured for the active BWPs with the associated numerologies.

Fig. 1 shows a basic configuration of various BWPs re-
quired from RRC-idle state to RRC-connected state. In RRC-
idle state, the initial access occurs after synchronization sig-
nal block (SSB) and occupies two types of BWPs, i.e.,
CORESET#0 serving as an initial DL BWP, and an initial
UL active BWP. The configuration information of SSB and
those BWPs on the whole channel bandwidth can be decoded
in SRBO in high layer. Those information include but not
limited to the location and size of SSB and BWPs. In RRC-
connected state, grant-free URLLC occurs and occupies the
grant-free physical resource pool within the first active BWP.
The configuration of the grant-free physical resource pool is
done within the initial access.

B. SYSTEM DESCRIPTION

As shown in Fig. 2, an uplink single-input multiple-output
(SIMO)-OFDM based GFMA system works within a grant-
free physical resource pool. The system includes a Nt-antenna
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FIGURE 3. A general description of a complete process of grant-free
URLLC under a hybrid attack.

¢NB named Alice, and G single-antenna legitimate UEs (LUs)
indexed by the set G with |G| = G. LUs consist of G — K
non-active LUs (NLUs) and K active LUs (ALUs) indexed
by set IC with |KC| = K. Upon uplink access, each of ALUs
transmits random pilots and data of interest. Alice needs to
identify the random pilots from ALUs and this refers to the
process of TRP. The model of random pilots and TRP can
be respectively seen in Subsection II-C and Subsection II-D.
At Alice, TRP and UAD are jointly design to identify ALUs
and pilots. Then Alice can estimate multiuser channels based
on the identified ALUs and pilots. With these, Alice finally
decoded the multiuser data. The relationship among them can
be seen in Fig. 3. TRP and UAD work on time-frequency re-
source grid (TFRG)#1 defined by the set Wg with |Wg| = Ng.
Channel estimation operates on TFRG#2 defined by W with
|W| = Ng. Data transmission works on TFRG#3 defined by
the set Wp with |Wp| = Np. A single-antenna pilot-aware
attacker Ava would like to launch a hybrid attack on the above
TRP process. In RRC-connected state, Ava can synchronize
with ALU precisely since SRBO gets no protection in 5G
NR and the synchronization information over the air can be
decoded by Ava within initial access. The specific model of
attack modes can be seen in Subsection II-E.

Each of subcarrier channels from ALUs and Ava to
Alice experience the frequency-selective Rayleigh fading.
Frequency-domain subcarrier spacing is configured as Af.
Let Ty denote one OFDM symbol time. A f and T both follow
the choices in 5G NR numerologies [7]. The total latency T
during uplink access satisfies:

Teon = T = (mg +mp) X Ty + Texera (D

where Texira denotes the time for operations other than channel
estimation and data transmission. Teon = 1 x 107 3.

In the following subsections, we will detail the models of
random pilots, TRP, channel estimation and data transmission.

C. RANDOM PILOT SIGNAL MODEL

We denote xi’m[k] and x\[k] respectively as the pilot
values for the m-th ALU and Ava at the i-th subcar-
rier and k-th symbol time. Pilots across subcarriers and
OFDM symbols obey the following principle, i.e., xf‘,m [k] =
xLmlk] = /PLme/Pn Vii€ Vg U W, m € G, dpme A A
satisfies {¢ : ¢ =2mmw C,0 <m <C — 1,C = | Al}. xp mlk]
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can be superimposed onto a dedicated pilot sequence having
been optimized under a non-security oriented scenario. The
new pilot sequence is then utilized for channel estimation. At
this point, ¢ ,, is an additional phase difference for security
consideration. We do not impose constraints on the values
of signals inserted by Ava, that is, xg[k] = \/p_AejV’kﬂ', i€ Vg
where ¢y ; is the random pilot phase of Ava and ps denotes
the jamming power.

D. MODEL OF TRP

1) MULTI-DIMENSIONAL TIME-FREQUENCY CODING

In order to support flexible BWP under limited RF bandwidth,
the system performs multi-dimensional time-frequency cod-
ing on BWP. As shown in Fig. 4, A OFDM symbols and
one pilot subcarrier constitute a basic resource block. The
optimization of A is shown in following sections. In fre-
quency domain, the system, doing as NR protocol specifies,
keeps one regular pilot subcarrier every three subcarriers and
encode other pilot subcarriers within coherence bandwidth.
The spacing configuration is related to the expected coherence
bandwidth of the channel, which is in turn related to the
channel delay spread and allows the expected frequency-
domain variations of the channel to be resolved [13].

2) BASIC PROCEDURES OF TRP

The first thing of TRP is to identify the specific pilot infor-
mation to be authenticated. The commonly-used is a set of
discrete pilot phase candidates, each of which is mapped by
default into a unique quantized sample, chosen from the set
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FIGURE 5. lllustration of TRP in the form of encoded SAPs under the
hybrid attack.

A. There should be a total of C pilot phase candidates mapped
as C elements which can be mapped into C unique codewords.
Those codewords constitute a codebook, denoted by a matrix
B. Then, the set A is divided into G subsets of same size C G.
Each subset is allocated to a unique LU and corresponds to a
unique matrix Bi<;<x with B = [B; - - - Bk ]. The parameter
of C will be optimized later. For pilot transmission, each of
ALUgs, i.e., the m-th ALU, chooses randomly from its own
subset one preferred pilot phase as ¢y , which is then ex-
pressed as a binary codeword denoted by b; ,,, m € K. For
each ALU, the value of j can be any column index of B;
and represents the random choice. The specific principle of
generating SAPs via codeword is that if the i-th digit of the
preferred codeword is equal to 1, the pilot signal is inserted
on the i-th resource block and otherwise this resource block
will be idle.

As shown in Fig. 5, when pilot transmission proceeds from
K ALUs, their pilot phases would be independently expressed
in the form of SAPs. Multiple SAPs from multiple ALUs,
after undergoing wireless channels, suffer from the superposi-
tion interference from each other and the attacker. This super-
position is observed by Alice and then decoded as codeword
by. This rely on the signal energy detection technique. Authors
in [38] have provided a function y (Py) 2 f(Nt, K, Py) for de-
termining on one subcarrier the number of antennas required
to achieve a probability Py of false alarm detection. Alice
could always flexibly configure y(&¢*) to make &* approach
zero [25] and precisely detect the number of signals on the
J-th subcarrier as N;. Then the binary digit corresponding to
the j-th pilot subcarrier is “1” when N; > 1 and otherwise
when N; = 0, the binary digit is equal to 0. In this way, by can
be formulated and further decoded with tolerance of errors as
b; ., m € K. This can be seen as a process of pilot retrieval.
The above constitutes a complete process of TRP.

197



XU ET AL.: CONCATENATED GRAPH CODING ON BANDWIDTH PART FOR SECURE PILOT AUTHENTICATION IN GRANT-FREE URLLC

E. ATTACK MODEL
Due to the randomness of pilots and SAPs, Ava launches a
hybrid attack on SAPs, including wide-band pilot jamming
(WB-PJ), partial-band pilot jamming (PB-PJ) and silence
cheating (SC) attack [14], [25]. In WB-PJ attack, Ava activates
the whole available subcarriers. In PB-PJ attack, Ava arbi-
trarily activates part of the subcarriers and Ava in SC attack
keeps silence to misguide Alice since Alice cannot recognize
the non-existence of attacks.

With this attack model, the attack on SAPs observed by
Alice can be modeled using the following equations:

bj,]\/“'\/bj,l(:bs,K,bS,K\/C:bl (2)

where ¢ denotes the attack behaviors on each subcarrier and
can be an arbitrary binary codeword with each element in
the set {0, 1}. \/ denotes the digit-by-digit Boolean sum
operation.

F. RECEIVING SIGNAL MODEL FOR CHANNEL ESTIMATION
As shown in Fig. 4, the pilot tone insertion patten of ALUs and
Ava for channel estimation both follow block type. Random
pilots are inserted on subcarriers for channel estimation. Con-
sider the basic OFDM procedure. Pilot tone vectors of ALUs
and Ava over Ng subcarriers are respectively stacked as Ng

by 1 vector xr ,[k] = [x{m[k]]je\p and xp[k] = [xA[k]]jeI,
We assume orthogonal pilots with xy me =0, Vm # n. The

length of cyclic prefix is assumed to be larger than the max-
imum number L of channel taps. The parallel streams, i.e.,
XL.mlk] and xa[k] are modulated with inverse fast Fourier
transform (IFFT). Then the time-domain Ng by 1 vector y'[k],
derived by Alice after removing the cyclic prefix at the i-th
receiving antenna, can be written as:

K
> HL, FHx k] + HE JFxA[K] + VK] (3)

m=1

y'lkl =

Here, Hi
ALU, with the first column given by [hL m 1><(NE—L) 1T
HC’ A IS a Ng x Ng circulant matrix with the first column

G is the Ng x N circulant matrices of the m-th

given by [h"T 0,, (Ne—L) 1T and h"A is assumed to be inde-
pendent with hL m> Ym € K. h"L,m and hk respectively denote
the channel 1mpulse response (CIR) vectors from the m-th

ALU and Ava to the i-th receiving antenna of Alice. h’ Y 18
assumed to be independent with hL wYmekK.Fe CNexNe

denotes the discrete Fourier transform (DFT) matrix. v/[k] ~

CNO, azlﬁE) denotes the noise vector on time domain at

the i-th antenna of Alice within the k-th symbol time. o is

the average noise power of Alice. Taking FFT, Alice finally
derives the frequency-domain Ng by 1 signal vector at the i-th
receiving antenna as:

K
Y (k1= Frhi x;[k]+T [k] )
j=1
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where Fp = ‘/NEF(:’ 1:L). F(;,1:L) denotes the first L
columns of F. I'[k] satisfies:

I' [k] = Diag {xa [k]} FLh}, + W' [k] 5)

where wi[k] = Fvi[k]. Stacking y'[k] within TFRG#2 with
mg = K, we can rewrite signals in Eq. (4) as:

K
=> Frhi x_;+T (6)
j=1

where the Ng x mg matrix Y’ satisfies Y’ = [y'[k]] and
I' satisfies I' = [I'[k]]. The 1 x mg vector xp, satisfies
XL, m = [xL mlk]]. Especially, within TFRG#2 we define
XL.mlk + 1] — xL m[k] = ¢ where ¢ is publicly known. This
configuration does not break down the randomness of pilots.

Assume that after TRP, each of random pilots of interest,
i.e., m-th one, can be known by Alice. Given a least square
(LS) estimation of h{ , , contaminated by hi, with a noise bias,
can be given by:

hi,l + (FL)+IZ‘(XL,1)Jr itm =1
=~ hi ,+ (FL)TF(xLo)"  ifm =2
L2 .
B = : . (N
hi,K + (FL)+Ii(XL,K)+ ifm=K

where (-)T is the Moore-Penrose pseudoinverse.

G. RECEIVING SIGNAL MODEL FOR DATA TRANSMISSION
Without loss of generality, we assume: 1) The strategy of
reusing REs for data transmission is, but not limited to,
OFDM, by which K ALUs share the same subcarriers at
the same OFDM symbols within TFRG#3; 2) All the ALUs
operate at the same rate R calculated as R = m, 3)
The matched filter is employed on each subcarrier over Nt
antennas;

The receiving signal model of Alice at each subcarrier, for
example, the j-th one, is given as follows:

K
> gimdim Kl +wi[kl.je¥p (8

m=1

yjlkl =

where di ,[k] denotes the symbol transmitted by the m-th
ALU at the k-th OFDM symbol. There exist ]E[|dL,m[k]|2] =
v. Wjlk] = [w; ;[k]li<i<n, denotes the noise vector at the
J-th subcarrier and k-th OFDM symbol, and satisfies w;[k] ~
CN(O, IND)- gim = [gj,mﬂi]ISiSNT’ m € IC denotes the j-th
subcarrier channel vector stacked by the m-th ALU across Nt
antennas, and satisfies:

T
gjm = I:FL’J'hIIA,m e FL,jthm:I ,mekK )

where Fy ; denotes the j-th row of Fr. We denote g; gjm as
the stacked vector whose elements are derived from h’
Eq. (7) and satisfies:

~ o~ T
gjm = [FL,jh‘L,m FL,jthm] ,mek  (10)
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FIGURE 6. lllustration of a bipartite graph with vertices related to physical
resources and edges reflecting the coding principle.

Based on ’g\j,m, Alice generates the matched filter, i.e., NLT’g\i{m
on Eq. (8) to decode the symbol of m-th ALU.

Ill. CGC THEORY

In this section, we focus on the process of TRP and aim to pro-
pose a method of encoding multi-dimensional time-frequency
resources on TFRG#1, also named CGC theory. To this end,
we back to Fig. 4 and Fig. 5.

A. BASIC CONCEPTS

Coding on joint time-frequency domain generates a code on a
bipartite graph which can be shown in Fig. 6. Without loss of
generality, we consider ma A OFDM symbols and Ng subcar-
riers. It means Ng resource blocks are occupied and the size
of each one is equal to A = mg ma. Given an instantaneous
population of a total of mg OFDM symbols and Ng subcarriers
coded by digit 1, the graph representation for the 7-th ALU and
the binary graph coding can be defined.

Definition 1: A bipartite legitimate graph, G, =
(B,S,&),teC,C={l1,2,...,C}, consists of a set B of mn
burst nodes (one for A OFDM symbols with mg = ma A),
a set S of Ng slice nodes (one for each subcarrier), and a
set & of edges. The vertex set V; of the j-th ALU satisfies
Vi =BUS. An edge ¢ j; = (i, j)iec, i € B, j € S connects
a burst node i € B to a slice node j € S if and only if
the j-th subcarrier has been activated within the i-th A
OFDM symbols. This graph coding generates a codeword
Ci; =lcijili<j<ng, 1 <i < ma which corresponds to the
i-th burst node of the ¢-th ALU. The element ¢; j, of the
codeword satisfies:

1 8,',]"[ 75 ]

. (11)
0 Otherwise

Ci,jor =

An example of graph coding is shown in Fig. 6.

Definition 2: A bipartite attack graph is described by Gy =
(B, S, Ep), consisting of the same set B of ma burst nodes
and the same set S of Ng slice nodes as the ALUs, and also
a random set £ satisfying (i, j) € Ea,i € B, j € S. There
exists (Jyee &k S €.
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FIGURE 7. lllustration of an UCLB multigraph with its edges superimposed
by various bipartite legitimate graphs.

Now, let’s define the basic operations among different bi-
partite graphs.

Definition 3: The superposition of arbitrary m bipartite
graphs G, = \/1§j§m G; has the veriex set V,, = \/1§j§m Vi
and the edge set & containing all the edges of G;, V1 < j <
m. Note that the identities of edges of G;, V1 < j < m are
preserved by assigning m different labels to these edges.

Definition 4: The superposition of arbitrary ¢ bipartite
graphs G; gives an UCLB multigraph, where ¢ edges labelled
by their two points and by the number of their respective lay-
ers, may join the same pair vertices. Let M ¢ = (B, S, Ec.c)
denote an UCLB multigraph with vertices i € B, j € S and
edges (i, j); € Ex ¢ for arbitrary IC, I € C ALUs. Every sub-
set; ;, =1{(, ) -+ (G J)}NEkc #Dis called a connec-
tion behween i and j. My c = \/,cx xce Gr holds true.

An example of UCLB multigraph can be shown in Fig. 7. A
hybrid attack behavior can be described using an UCLB multi-
graph which is a superposition of a random bipartite attack
graph with multiple bipartite legitimate graphs. Obviously, the
structure of UCLB multigraph records all types of behaviors
from ALUs and the attacker.

With the aim of defending against attack, each of ALUs has
various strategies of resource utilization and thus stores a set
of possible bipartite legitimate graphs. We now define the set
as follows:

Definition 5: A set of bipartite legitimate graphs of the

t-th ALU is defined by g,(B’S’ng> in which all graphs oc-
cupy same vertexes and their edges constitute the set SIT
under parameter (B, S,t). & i denotes the k-th edge set
of the bipartite legitimate graph for the z-th ALU, satis-
fying & = UieB,jeSSi,j,t,k where ¢; j;; connects the i-
th burst node with the j-th slice node. There exists & =

(B,S.6)

(B.S‘gtT)‘ &« where |G; | means the number of

1=k=IG,
available codewords each of which uniquely corresponds to
one bipartite legitimate graph. A K-bipartite graph set is de-
(B.5.£]) (B.5.£¢)
ﬁnedby(gl 1~~-ng k).

199



XU ET AL.: CONCATENATED GRAPH CODING ON BANDWIDTH PART FOR SECURE PILOT AUTHENTICATION IN GRANT-FREE URLLC

Provided Q(B SED , we define the codeword corresponding
to the i-th burst node for the k-th graph of ¢-th ALU as

- 1<i<ma1<k<|gP5) Th
cllk [ l/tk]1<]<NE’ l ma, 1 = = |gt |' €
codeword element Cilitk satisfies:

I &k #9

. (12)
0 Otherwise

Cijrk =
With these, the concatenated graph code for the k-th graph
of ¢-th ALU can be denoted by a Ngma x 1 codeword ¢;
satisfying
T ]T

N 1k (13)

—= - T T
¢k =PiiCrx,Cp = [cl,t.k Cork

where P, ; is an arbitrary permutation matrix with the dimen-
sion of Ngma X Ngma.

Now let us introduce the concept of bipartite graph query.
When a hybrid attack happens, it can be modeled as a su-
perposition of UCLB multigraph G with Ga. After observing
the superposition, Alice launches a query ( Qy, ...,Qk, Oa)

on (g<8 S.& ) ., g;f’s’g;) ) and return a ranking of bipartite
graph functlon f [(Q1,...,Qk, Qa), G] satisfying:

f[(Ql,... 1 U Quos=g

1<i<K
Fig. 8 (a) shows the process of a bipartite graph query.

.9k, 9a )’ Q] - 0 Otherwise

(14)

B. MODELING PA AS BIPARTITE GRAPH QUERY

Though with above basic concepts, the relationship between
PA and CSC theory is not clear. In this subsection, we would
give an explanation of this.

The core of PA lies in TRP which includes pilot transmis-
sion and retrieval. As shown between Fig. 8 (a) and Fig. 8
(b), we can model pilot transmission as a superposition of
bipartite graphs by formulating a one-to-one mapping among
codewords, graphs and pilot phases. In details, the set of
discrete pilot phases for the 7-th ALU is encoded as the code

matrix B; = [¢; «] 5T - Then we have:

1=<k=IG, I

B, =P, 0B, B, = [Et,k] I1<t=<K (15

TY|»
lgkg‘g,(g‘s‘gf )

where © denotes Hadamard product. P; satisfies

P, — |:Pz,1 pt’ . :| (16)

And we also have:
B=POB,B=[B, - B¢] (17)

where there exists
P=[P - Pg] (18)
For matrix B;, we define its j-th Ngma x 1 column vec-
torasbj; = [b; jsl1<i<hgmp. 1 < J < |Q§B’S’£’T)|- To keep the
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FIGURE 8. lllustration of modeling PA using CSC theory. (a) A bipartite
graph query on multiple bipartite graphs; (b) PA Process.

distinguishability of codewords, B; is exclusively allocated
to the 7-th ALU. Therefore, each of pilot phases corre-
sponds to one unique codeword in the code matrix. There

exist a total of |Q(B SE )| pilot phases of the #-th ALU with

> G |Q(B SE )| C. When pilot transmission proceeds from
K ALUs, their pilot phases would be expressed in the form of
independent encoded SAPs which are programmed by code-
words b ;,t € K. Multiple SAPs from multiple ALUs, after
undergoing wireless channels, suffer from the superposition
interference from each other. This superposition is observed,
separated and identified at Alice. Then pilot retrieval is per-
formed to recover original pilots securely and can be modeled
as a bipartite graph query.

With this connection between PA and CGC theory, we can
find a way to characterize the performance of PA.

Definition 6: The retrievability of pilot information during
TRP for PA is denoted by R, s 1), satisfying:

Q1,...,9k,94),G
Ressn = 3 fl(2 k> Qa). 0]
Q,'egi(B'S‘g"T),QAegA <1<],—£K g(BS£ ) ) 1Gal

19)
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FIGURE 9. Two examples of CGC schemes. The left one satisfies P1, P2,
and P3 while the right one does not.

C. GRAPH STRUCTURE REQUIRED FOR TRP

Examining Eq. (19), we hope to find a suitable parameter set
(Bg, S¢, te) such that for arbitrary 1 <t < ¢, there exists B C
Bg and S € S; to guarantee R, s, 1) =&. § = 1 means a
perfect pilot retrieval. This requires that the graph structure
should satisfy the following principles:

P.1 Every superposition of K + 1 different bipartite legiti-
mate graphs is distinct from every other sum of K + 1
or fewer bipartite legitimate graphs, that is, My, ¢ =
My, ¢, holds true iff K1 = K.

Every superposition of K 4 1 different bipartite legit-
imate graphs can be decomposed by no bipartite legit-
imate graphs other than those used to form the sum,
that is, there exists Ko € C such that when My ¢ =
Uzex, Gr» there must exist K = K.

P.3 A nested structure of graph code holds true, that is,
for arbitrary C; C C, there must exists M¢, c¢ satisfying
both P.1 and P.2. This can support the dynamic access
of ALUs of different numbers.

A superposition of codes on bipartite legitimate graphs
with the code on an arbitrary bipartite attack graph can
be retrieved, that is, Mic.c U Ga — {G1, ..., G}

P.1 holds true for UCLB multigraphs since otherwise when
K1 # Ky the degree of each vertex in My, ¢ and My, ¢ will
not match with each other. Obviously, P.2 cannot hold true
for all possibilities of parameters of (B, S, t) whereas there
exists a parameter (B, S, fp) such that P.2 holds true. P.3
cannot hold true for all possibilities of parameters of (B, S, t)
whereas there exists parameter (31, Sy, f1) such that P.3 holds
true. Those examples can be seen in Fig. 9. A fact is that it is
impossible to satisfy P.4 for arbitrary parameter (B, S, 1) and
& =1 cannot hold true. Due to the uncertainty of attack, the
pilot retrieval would inevitably operate with errors.

P2

P4
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FIGURE 10. lllustration of bipartite graphs, each of which corresponds to a
binary superiposed codeword.

IV. CGC ON BANDWIDTH PART

In this section, we first provide a solution of code design under
CGC theory and then optimize the code matrix to make it
available on BWPs.

A. A SOLUTION

CGC theory provides a unified framework of encoding time-
frequency resources to achieve TRP under hybrid attack. In
this framework, the graph structure can contribute to various
coding methods each of which brings different level of toler-
ance against errors of pilot retrieval. The key lies in how to
design the matrix B. This prompts us to focus on Ngma x 1
vector ¢;  according to Eq. (13), Eq. (15) and Eq. (17).

In order to design this vector, let’s examine the properties
of P.1, P.2 and P.3 in code domain. A coding principle can be
derived.

Proposition 1: 1) Every superposition of up to K + 1 dif-
ferent codewords in B is distinct from every other sum of
K + 1 or fewer codewords in B. 2) Every superposition of
up to different codewords in B can be decomposed by no
codewords other than those used to form the sum.

Proof: Since each bipartite legitimate graph corresponds to
a unique codeword, the nested structure determines that up to
K + 1 different codewords should satisty P.1 and P.2. |

The first principle guarantees the superposition of code-
words can be uniquely decipherable while the second one
makes those codewords uniquely identified. In order to sat-
isfy above two principles, we adopt the binary superimposed
code [39]. Employing on bipartite graphs the binary superim-
posed code degenerates the UCLB multigraph into a bipartite
graph due to the remove of labels. To further satisfy the prop-
erty of P4, we update the binary superimposed code as H2DF
codeword which combines signal features into superimposed
code to make it defend against hybrid attack with desirable
error tolerance. The cost for this are extra resource blocks
occupied. For example, A should be equal to K + 2 to support
precise SAP encoding. An example of H2DF code on bipartite
graphs can be seen in Fig. 10. The set of edges and vertexes
required are defined as By and Sy.
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Proposition 2: A CGC codeword can be derived by:
(20)
- Pk ] @1)

where

P — |:Pz,l Pt"g[(s,s-e?) ],1§tsK (22)

where B is a H2DF code and P, i is an arbitrary permutation
matrix with the dimension of Ngma x Ngma. Therefore, a
parameter set (B, Sg, 1z ) exists such that the following con-
dition can be satisfied:

k
NEmE ] (23)
[14+Kk—D](K+2)

BEZBH,SS =SH,I§=|:

[LEKEDIGD 1L g 9 3 and

where E=1-— \/ N
Nemg 2 K(k— D[l +K(k - 1DI(K+2),K(k—1) > 3.
Proof: In H2DF coding, a resource block is with the size
of A =K + 2 and only one resource block is employed in
time domain, that is, ma = 1. In this case, the probability
1+K (k—D1*
: er(N(E)kK)] k=23
with N > K(k — 1)[1 + K(k — 1)]. In our scheme, the use
of CGC can relax the constraint. Since CGC bring code-
words in multiple OFDM symbols together, the length of
each H2DF codeword increases in practice. Or equivalently,
the number of available subcarriers increases from Ng to
Ngmg (K + 2) despite occupying the same BWP as H2DF
coding. At this point, CGC makes H2DF coding suitable for
grant-free URLLC. Then the probability of pilot identification

is equal to P = \/[1AUcbicen b b & =23 with Nemg >

K(k— D[l +K(k —1D]I(K +2),K(k—1) > 3. The retriev-
ability is then equal to 1 — P. |

of pilot identification is equal to P =

B. CGC ON BWP: THE OPTIMIZATION OF P
Fig. 11 shows how CGC on BWP can help reduce the burdens
on bandwidths and support flexible operations on grant-free
physical resource pools. However, CGC codebook B is rather
different with H2DF codebook B due to the permutation ma-
trix P. The design of P determines the performance of CGC.
Let us focus on each matrix P; ;. The choices of P; ; under
different k for different # are independent with each other. In
other words, the value of Py, , is independent with P;, ;, for
arbitrary t; # t» and ky # k.

However, extra constraints must be imposed on P. Oth-
erwise, the coding diversity would be very limited. Let us
consider a very simple H2DF code based on superimposed
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FIGURE 11. lllustration of CGC on BWP.

code shown as follows:

00 0O0O0OO0OT1T11
000111000
1 1100 0O0O0O0
001 001001
01 001O0O0T1FPO0 (24)
1 001 00100
0101 0O0O0O01
001 01 O01O0O0
11 0000 1 01 0]

For this code matrix, when performing left multiplication
by permutation matrix on each column, we can that the i-th
column satisfying i = 2, 3,4, 6, 7, 8 can be transformed into
a codeword by find six different permutation matrices. This
can be shown in Fig. 12. The cardinality of the CGC code
can be significantly reduced. Therefore, we have the following
proposition.

Proposition 3: For a CGC code employed on BWP, the
following condition should be satisfied:

P =Py, V1 #0, Yk # ko (25)

We define the set P as the set of all possible permutation
matrices, then there exists:

T
PePVikl<t<K1<k<|g®%)| (e
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FIGURE 12. lllustration of the effect of improper P on code.

The value of permutation matrix P is not constrained except
that P; ; should keep identical with each other under different
values of ¢, k.

C. CGC BASED UAD

Despite the fact that we have provided a solution to achieve
TRP securely, applying CGC in grant-free URLLC needs also
to make clear how UAD, channel estimation and data trans-
mission work together. Since the model of channel estimation
and data transmission have been introduced in Subsection II-F
and Subsection II-G, we now merely focus on the design of
UAD.

UAD refers to the detection of the total number of ALUs
and their identities. Due to the lack of grant which contains the
temporary cell radio network temporary identity (T-CRNTI)
used to identify ALUs, identities of piots employed by ALUs
basically determine identities of ALUs in GFMA. Conven-
tionally, UAD is a blind detection process relying on multiple
deterministic and distinguishable pilots [6]. With those pilots
being randomized, UAD becomes rather different. Based on
Proposition 1, CGC creates many unique temporal identifiers,
e.g., unique codewords, for each ALU though only one is em-
ployed during uplink access. Those distinguishable identifiers
are different with those from other ALUs and their mutual
superposition are also distinguishable. This is the basic of
UAD.

To identify the total number of ALUs and their identities
by CSC on code domain, Alice detects the number of sig-
nals across subcarriers and compares the observed superpo-
sition codeword by with a reference codebook defined by a

Ne x (1) matrix C, k =2,3,...,G+ 1. Cy is the collec-

tion of Boolean sums of all vector codewords from the stacked
matrix [ By - -- B¢ ], taken exactly k at a time such that each
codeword in it is unique. N, denotes the total number of
columns of [By --- Bg]. The j-th column vector codeword
of Cy is denoted by dy ;. With these preparations, we propose
an algorithm of UAD in Algorithm 1.
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Algorithm 1: UAD Under Hybrid Attack.

Require: N; for j € Ng, C;, k=2,3,...,G+ 1, by
Ensure: Attack Mode; Number of ALUs; Codewords of

ALUs.
1:  if all the elements of by is equal to 1 then
2: Indicate WB-PJ attack mode. Encode
N; — 1, j € Vg as binary codeword by.
3: while ] < j <G+ 1do
4. Compare by with each column of matrix Cy.
» All possibilities has been stored and just
search Cy, for compassions. This is due to the
property in Proposition 1.
5: if by belongs to the jo-th column of Cy, then
6: Break
7: end if
8: end while
9: Indicate there exist ko ALUs and decompose
dy,, j, into ko codewords used by ALUs.
» Successful detection of WB-PJ attack mode and
number of ALUs and their codewords.
10:  else
11: while | <k <G+ 1do
12: Compare by with each column of matrix Cy.
13: if by belongs to the ji-th column of Cy, then
14: Break
15: end if
16: end while
17: Output dy, ;, which is decomposed into k;
codewords.
18: if Number of non-zero elements of all k;
codewords of ALUs is equal to Z]jvil N jk then
19: Indicate SC attack mode and k; ALUs. Those
ki codewords are true and authentic.
» Successful detection of SC attack mode and
number of ALUs and their codewords.
20: else
21: Find the set F satisfying j € F, N; = 1.
22: while j € Fdo
23: Make N; = 0. Encode the codeword as by
24 while 1 <k <G+ 1do
25: Compare by with each column of Cy,
26: if by belongs to the j>-th column of Cy,
then
27: Break.
28: end if
29: end while
30: end while
31: Indicate PB-PJ attack mode and k, ALUs.
Decompose dy,, j, into k; original codewords.
» Successful detection of WB-PJ attack mode and
number of ALUs and their codewords.
32: end if
33: endif
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V. PERFORMANCE EVALUATION AND TRADE-OFFS
In this section, we would evaluate the performance of grant-
free URLLC system in the respect of many metrics and further
check whether or not it is feasible in URLLC. After this, we
will analyze the performance trade-off in this system.

A. FAILURE PROBABILITY OF CGC BASED GRANT-FREE
URLLC

Though with the help of TRP, UAD and channel estimation,
data transmission also operates with a certain probability of
failure which lies in the inevitable decoding error of short
packets. In this subsection, we define the failure probability of
the overall CGC based GFMA system to characterize the reli-
ability performance. There has been well-known expressions
in literature [37] to calculate the decoding error probability
P, of transmissions over fading channels as a function of the
average received signal-to-noise-ratio (SNR) yp, the transmis-
sion rate R and matched filter receiver; that is,

C(y)—R )}
P, =1 _ 27
g [Q (w—(y—) Mo 7

2
=
where R = m, Ox) = fxoo JT?e 2dt and C(y) =

logy(1+ 7). V() =1- 15
taneous SNR on RE on which K, — 1 interfering signals co-
exist. Without loss of generality, we assume all the interfering
signals are Gaussian distributed and received at Alice with
the same average SNR yy. The distribution fx, (x) of y under

matched filter receiver can be calculated by:

with y defined as the instan-

o = 2y (NT) 7o T (Ke+ )
K (X) = —————%—7 ; ‘
Ny — Dyt =\ )T (K (x+ DEH
(28)
where I'(-) denotes the Gamma function. Py is calculated by:

P:/°°Q< C(y)—R
=) YV ) Oomp)

We assume at most one retransmission can be supported. The
first transmission is deemed successful if the intended ALU
or its pilot or equivalently estimated channel is correctly iden-
tified and its data is decoded successfully. In this case, the
failure probability of CGC based grant-free URLLC system
is 1 — &(1 — P;). When the intended ALU cannot be identi-
fied, or it is identified but its data can not be decoded, the
ALU will perform a retransmission over shared resources. The
probability of correctly decoding the retransmitted data can
be calculated by [1 — &(1 — P;)]é(1 — Py). Finally the failure
probability of CGC based grant-free URLLC system, denoted
by P,, is given by:

)fKC (ydy (29)

P.=[1—-¢&(—Pp)P

Now let’s examine the expressions of failure probability un-
der channel estimation errors. Receiving signal at ALice under
matched filtering receiver is expressed in Eq. (31). Without
loss of generality and take the mg-th ALU for example, we
have gj ,,, = gj,m, When no estimation error is assumed and

(30)
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otherwise 8j my = (1 — A)gjmg — A&jmg> 0 < A < 1. &j my ~
CMO0, Iy, ) is independent with g, and larger A means that
channel estimation gets worse.

Theorem 1: With precise channel estimated, the asymptotic
expression of received SINR as Nt — oo is given by:

N

2 perfect __ 2. TY0 32
Yasy Vasy Np— oo VOKC +1 ( )
and the result with estimation error is given by:

Vasy 2 ycrmor as. Nryo (1 —4)
asy asy NT%OO J/OKC + A'yo + 1 ’

0<ir<l (33)

The decoding error probability satisfies:

a.s. C (Vasy) —R
Nr=oe 14 (Vasy) (Npmp)

Py (34)

and the failure probability of CGC based grant-free URLLC
can be finally expressed as Eq. (35). The specific value of gy,
depends on the estimation assumption above.
Proof: Note that by the strong law of large numbers [40],
we have:
(L
2 as.
e X}: 81moil” 5= Elgsmo.
=

P=1 (36)

K Nt
1 a.s.
Nr Z Zgﬁ,mo,igi,m’i Voo E [?g”},mo,,-gj,m,i] =0

m=1,m#my i=1

37)
| o
a.s.
Mzk%wwm;;;E@mWMﬂ=06&
i=1

When g m, = &j.m, the received SINR for the i-th ALU can
be written as:

1 Zival |gj,m0,i|2

erfect Nt
et = —— . ; (39)
(Zm:l,m;émo Zi:] gj,mo,ig./vm«i) 1
N 2 Ntyo
Nt Z,-:Tl )gj,mo.i

According to Eq. (36), the numerator of Eq. (39) is almost

surely to be 1. According to Eq. (36), Eq. (37) and Eq.
2 .

(39), (Zﬁzlym;ﬁmo ZfVZTI ?g\';,mo,igj»m,i) Nr in Eq. (39) almost

surely approach to K.. With these, we can derive Eq. (32).

Under estimation errors, the received SINR for the i-th ALU

can be written as:

I N
error Nr Zi:—rl ?kjymo’,‘gj,mo,i
yasy = K Nt 2 (40)
(Zm:l,m;ﬁmo Zi:] :q\f;,mo,ig.ﬁmyi) 1

NT ~
Nt Zi:l gj.mo.igjv’”()'i

Nryo

where §j,mo,i =(1- )\.)gjymo’i — )‘gj,moyi’ 0< A <1 After
simplification using Eq. (36), Eq. (37), and Eq. (38), we
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can derive Eq. (33) based on Eq. (40). Now, we con-
sider the Eq. (29). Under the large number of anten-
nas, the input of Q function is irrelevant with y. There-

C(Vasy)_R o0 _
(\/V(Vasy) (Npmp) ) fO fKC(V)dV -

). By substituting the value of Py and the

fore, we have Py

C(Vusy)_R

Q( A/ V (Yasy) (Npmp)

value & of Proposition 2 into Eq. (30), we can derive the Eq.
(35). |

Nt—00

B. TRADE-OFFS IN CGC BASED GRANT-FREE URLLC

We first define the accessibility is the practice of CGC based
grant-free URLLC to keep low failure probability within
specified tolerances while being usable by as many ALUs as
possible.

Definition 7: We define the «-accessibility of CGC based
grant-free URLLC as the ratio of the number of multiplexed
ALUs that could maintain P, less than « to the number of
OFDM symbols for channel estimation and data decoding
during this period, that is,

K

- (mp +mg) Ty’ “h

P. <«

where « denotes the reliability constraint, usually equal to
1075

Now the system has four key metrics in hand, that is,
retrievability, failure probability of the system, accessibility
and latency. Previously, three metrics, including retrievability,
failure probability of the system and accessibility, have been
derived with closed-form analytical expressions. Based on
these metrics, we can see how time-frequency-user resources
should and could be controlled to make grant-free URLLC
work well. Note that we employ the failure probability of
the system to characterize the reliability performance. For
example, the lower the failure probability is, the higher the
reliability will be.

Note that Ngmg > K(k — 1)[1 + K(k — 1)](K + 2) is con-
figured and Mg is fixed for the consideration of low overheads
on RF chain switching. Based on Eq. (23), the accessibility
would increase with the increase of the number of ALUs while
the retrievability and reliability would decrease if the latency
is fixed. This is because more ALUs with attempt to access
¢NB would increase the decoding errors of random multiple
pilots and data under the uncertainty of attacker. This phe-
nomenon proves the existence of retrievability-accessibility
trade-off and reliability-accessibility trade-off.

TABLE 1 Simulation Parameters and Values

Values

OFDM with normal CP
A f =60kHz, 120kHz
< 100MHz, <400MHz

Simulation Parameters

Modulation
Subcarrier spacing
Bandwidth of BWP

Coherence bandwidth 3xXAf
OFDM symbol duration Ts = 17.86us, 8.93us
Number of OFDM symbols at each burst node A=K+2
Choices of ma 1,2,4,8
Number of subcarriers for TRP Ng =512
Number of subcarriers for channel estimation Ng =128
Pilot subcarrier arrangement for TRP CGC
Pilot subcarrier arrangement for channel estimation Block type
Channel estimator at gNB LS
Number of subcarriers for data transmission Np =4
Combing technique at gNB Matched filter receiver
Size of data packets R = 32 Bytes
SNR of receiving data at gNB v = 10dB
Time consumed by other processes Textra = 100 ps
Number of antennas at gNB Nt > 64
Channel fading model Rayleigh
Number of ALUs K <13
Number of channel taps L=6
Failure probability requirement P, <1075

Latency constraints Teon = 1ms

Let us revisit Eq. (23) to find retrievability-latency trade-
off. Given the fixed number of ALUs and fixed Ng, the retriev-
ability increases with the increase of time-domain resources.
When mg increases, more OFDM symbols can be provided
for channel estimation. This also increases the length of code-
word of CGC for channel authentication whereas the latency
consumed increases as well. Examining Eq. (35), we can find
a reliability-latency trade-off, a basic trade-off existing in tra-
ditional URLLC systems. But the difference here is that new
mathematical characteristic of this trade-off is formulated by
considering the reliability of PA, channel estimation and data
transmission.

VI. NUMERICAL RESULTS

In this section, we will evaluate the metrics of retrievability,
reliability, accessibility and latency under channel estimation
errors and show their mutual relationships. FR1 for Sub-
6 GHz and FR2 for millimeter wave in 5G NR are considered
respectively. It means that the system could be expected to
work on BWP of at most 100 MHz channel bandwidth for
FR1 and that of at most 400 MHz channel bandwidth for
FR2 [36]. Simulation parameters and values on grant free
physical resource pool can be seen in Table 1. Note that
one pilot every three consecutive subcarriers is inserted to

1 dp e [k] dim k] S & | &
]vglgmoyf' (k1= ,Iw\lzo Zg;;vmo,igjvmo’i + ,]”\170 Z Z?;,mo,igj’m’i + Nt Z?;-,mo,iwjvi (k] G
T T o T =Lm#tmg i=1 Tz

Fe

_ [1+K (k—D](K+2)7* 1
[ e R
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FIGURE 13. Failure probability of CGC based grant-free URLLC versus Ng.
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FIGURE 14. Reliability-accessibility trade-off curves.

acquire independent frequency-domain variations of the chan-
nels. Given the bandwidth constraints, the maximum num-
ber of pilot subcarriers for PA is limited to 512. Therefore,
at most 512 x 3 x 240 = 368.84 MHz channel bandwidth is
occupied for Af = 120kHz and at most 512 x 3 x 64 =
98.304 MHz channel bandwidth is required for A f = 60 kHz.
In time domain, A is configured to be K + 2 such that the
number of signals from at most K ALUs and one attacker
can be detected precisely at each subcarrier. Therefore, there
exists ma = mg (K + 2).

Fig. 13 presents the curves of the failure probability of CGC
based grant-free URLLC versus Ng under various number of
antenna groups with antenna interleaving. A f = 120 kHz and
T, = 8.92 x 10 are configured, supporting 64 antennas at
¢NB and 4 ALUs. Channel estimation error is configured to
be A = 0.2. Note that the value of mg (K 4+ 2) is selected
within a finite discrete set of integers, i.e.,{2, 4, 8}, and Ng
is configured to be 64, 128, 256, and 512 respectively. It
can be observed that our proposed CGC method, compared
with H2DF coding, can provide better reliability performance
given the same frequency-domain overheads. From another
perspective, our scheme brings much lower frequency-domain
overheads while keeping reliability higher than 99.999%.
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In Fig. 14, we simulate the reliability-accessibility trade-off
curves. « is configured to be 107 with Af = 120kHz and
T, = 8.92 x 10~ %. Channel estimation error is configured
to be A = 0.2 with Ny = 120 and Ng = 128. mg (K + 2) is
selected to be 4, 8 and mp is fixed to be 20, 30, 40 respec-
tively. Thus at most 18 ALUs under mp = 20, mg (K +2) =
4 can be supported due to the constraints of (mg + mp)7T; <
Teon — Textra- It can be obvserved that the failure probabil-
ity mainly lie within the interval of 107> ~ 107% under
mg (K +2) =4 while within the interval of 107~ 1077
under mg (K + 2) = 8. At each interval, there always exist
reliability-accessibility trade-off curves indicating that more
accessibility will bring less reliability. This is due to the
uncertainty of codeword selection from multiple ALUs and
attacker.

In order to evaluate the influence of increased num-
ber of ALUs on the retrievability of PA, we simulate the
retrievability-accessibility trade-off curves in Fig. 15. We
also provide the performance curve of retrievability versus
the occupied OFDM symbols during the period of PA in
Fig. 16. Af = 120kHz and Ty = 8.92 x 10~ s are configured
with Nt = 120 and Ng = 128. More specifically, in Fig. 15,
mg (K + 2) is selected to be 4 and 8, and mp is chosen to be
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FIGURE 17. Novel reliability-latency trade-off curves.

20, 30 and 40 respectively. Since the accessibility is related to
the threshold of reliability, the simulation configuration is sim-
ilar with that in Fig. 14. It can be observed that the retrievabil-
ity mainly lies within the interval of 0.9968 ~ 0.9993 under
mg (K + 2) = 4 and within the interval of 0.9996 ~ 0.9998
under mg (K +2) = 8. At each interval, there always ex-
ist retrievability-accessibility trade-off curves indicating that
more accessibility will bring less retrievability. In Fig. 16,
mg (K + 2) is respectively selected to be 1, 2, 4 and 8. We
only focus on the latency caused by PA and leave the remnant
OFDM symbols within 1ms for data transmission and other
processes. Since Ng is fixed, the increase of the number of
occupied OFDM symbols would be the only way to improve
the retrievability of PA. In this way, flexible latency control by
scheduling OFDM symbols could tune the redundancy among
different dimensions and make grant-free URLLC work well
even when Ng is constrained. The direct result is that the re-
trievability of PA would change with the number of occupied
OFDM symbols.

Fig. 17 depicts the reliability-latency trade-off curves.
Af =120kHz and T, = 8.92 x 107%s are configured with
Nt =120 and Ng = 128. K is configured from 5 to 7 and
mp is selected from 12 x T to 20 x T;. mg (K + 2) is chosen
to be 2, 4, and 8 respectively. It can be observed that the
transmission latency for data processing should not be lower
than a threshold if the reliability of 107 is expected to realize.
But increasing the occupied OFDM symbols too much would
also bring no further benefits. Compared with the choice of
increasing latency and that of decreasing the number of ALUs,
improving the number of occupied OFDM symbols to some
extent could be much better.

Fig. 18 presents the curve of failure probability of CGC
based grant-free URLLC versus channel estimation error
A under Ny = 120 and Ng = 128. mg (K +2) is config-
ured to be 1, 2, and 4. T, = 17.84 x 10 %s and 7, = 8.92 x
107 s are respectively considered with K as 3, 6, 12. In
this simulation, mp is determined by the equation mp =
(Teon — meTy — Texira) Ty. As we can see, P, increases with
the increase of A when A lies above a certain threshold. This
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FIGURE 18. Failure probability of CGC based grant-free URLLC versus A.

threshold changes with the variations of system parameters,
like K and mg (K + 2). With the increase of the number of
antennas, the fluctuation of thresholds comes to be less sen-
sitive to the variations of system parameters. Moreover, since
channel estimation errors can not be eliminated completely in
large spatial dimensions, more ALUs would introduce more
intra-user interference and disturbance caused by imprecise
channel estimation.

VIl. CONCLUSION

In this paper, we developed a CGC theory to encode multi-
dimensional time-frequency resources within BWP for PA in
grant-free URLLC systems. A unified and theoretical frame-
work modeling TRP was formulated to achieve secure PA in
current 5G NR protocol. The design created a CGC based
grant-free URLLC system operating with UAD, TRP, chan-
nel estimation and data transmission. Three main metrics,
including retrievability, reliability and accessibility, are for-
mulated respectively with analytical closed-form solutions to
characterize the overall system performance. On this basis,
we derived four performance trade-offs: retrievability-latency,
retrievability-accessibility, reliability-latency and reliability-
accessibility. With the help of those hints, we concluded that
the design of this system is feasible, with controllable perfor-
mance benefits.
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