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Abstract—As a distributed ledger technology, blockchain has
received significant attention in revolutionizing telecommunica-
tion and networking domains. Besides, network slicing is a key
enabling technology in 5G and a road map to the envisioned
6G, which expects to support multi-tenant and multi-operator
environments. In this context, the concept of Network Slice (NS)
broker has emerged as a promising business entity to facilitate
dynamic resource trading between network operators or resource
providers and multiple tenants. This work proposes a blockchain-
based NS brokering mechanism for multi-operator and multi-
tenant environments of the envisioned 6G networks. Our solution,
the so-called SFSBroker, utilizes the Stackelberg game based
approach to find the best matching NS offered by a Resource
Provider (RP) for a resource request created by a tenant. We
provide a detailed implementation of the SFSBroker mechanism,
which runs as a blockchain service in such a multi-operator
multi-tenant platform, focusing on possible future improvements.

Index Terms—Blockchain, Network Slicing, Game theory,
multi-operator, multi-tenant, 5G, 6G.

I. INTRODUCTION

The sixth-generation (6G) telecommunication infrastructure
is expected to facilitate more diversified consumer require-
ments arising from various emerging use cases. The fifth-
generation (5G) network slicing allows on-demand creation of
multiple End-to-End (E2E) logical networks over a common
physical (mobile network) infrastructure. Following the trends
observed in the 5G era, 6G is envisioned to intensively
use sophisticated and secure slicing for complex multi-tenant
multi-operator scenarios.

Efficient network sharing is one of the most vital require-
ments in future telecommunication in terms of consumer
service values and profitability of resource providers (RP)
including mobile network operators (MNO) [1]. Slicing allows
the realization of a multi-tenancy paradigm where multi-
ple network tenants can simultaneously access the shared
computing, storage, and networking resources offered by
an Infrastructure Provider (InP). Here, network tenants can
be an industry vertical, a Mobile Virtual Network Operator
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(MVNO), or an Over-The-Top (OTT) service provider. An NS
broker is an entity that facilitates the formation of new slices
based on consumers’ requirements. Slicing also allows InPs
to virtualize and trade their resources dynamically to network
tenants, thereby allowing better business models with optimal
slices that provide a lower price to the tenant and a higher
profit to the MNOs.

Since 6G mobile networks are seen to nurture more di-
versified applications and heterogeneous traffic scenarios, an
NS broker needs to be executed autonomously in a trust-less
environment comprising multiple market players’ macro- and
micro-level participation.

Resource allocation applications in different contexts, in-
cluding telecommunications, have been modeled using game
theory [2], [3]. The players of such game models consist of
tenants and MNOs who have well-established objectives in
terms of profit and usability. In contrast, network slicing in
multi-operator and multi-tenant scenarios require on-demand
federation of MNOs per request basis along with low latency
selection operation and high scalability to handle massive
consumer groups.

Distributed Ledger Technology (DLT) is a disruptive tech-
nological infrastructure with many potential synergies in the
telecommunications and networking industries [4]. The ratio-
nale behind a DLT is the distributive storage of the entire
database of records (i.e., digital ledger) at all the nodes in a
network. Thus, DLT aims to eliminate the use of a central-
ized server and brings in place a decentralized cryptographic
mechanism to record transactions in a secure and immutable
manner. As the most popular DLT, blockchain comprises
immutable and timestamped blocks containing validated trans-
actions and connected using hash-based chain and timestamps.

Consensus is an agreement procedure between the members
in the blockchain for appending a new block. Many consensus
protocols exist, and each has distinguishing features, including
fault tolerance, mining overheads, and block verification time,
which have to be considered in the application of 5G and
beyond 5G scenarios [5], [6]. The consensus protocol features
such as block mining time, and mining computational over-
heads directly affect the performance of the entire sequential
workflow of 5G and beyond networks.

An optimal NS, offered by RP(s) to a network tenant (i.e.,
the consumer), is defined as a slice that provides the best match
for the requested resources in terms of consumer price and RP
profit. Such an optimal slice aims to minimize the price to be
paid by the consumer (i.e., the requesting network tenant) and



maximize the profit gained by the supplier (i.e., MNO). We
formulated the optimal slice selection using the Stackelberg
game [7]. The entire slice selection process, including the
optimal slice selection algorithm, is encoded in smart contracts
to achieve decentralized, transparent, and immutable operation
of the slice selection.

Blockchain has immense potential to improve various tech-
nical aspects and use cases of current and next-generation
mobile networks such as enhanced security features, spectrum
sharing, decentralized network management, and security or-
chestration [8].

To tackle heterogeneous traffic scenarios, 6G networks may
need to build up the complex connectivity among the tenants
and highly diversified resource and service providers in a more
autonomous manner. A DLT-based NS broker will be helpful
to mediate the given two ends. Although the NS brokering
concept is a recently evolving topic [9], the pragmatic usage
of it along with blockchain technology is yet to be discovered.
To the best of our knowledge, there is no current work to
demonstrating a fully-functional blockchain-based NS broker-
ing mechanism for the multi-operator multi-tenant scenario
with practical implementation. Herein, we propose a game-
theoretic model to select the best match of tenants on one
side and the MNOS or RPs on the other side. This would
ensure both customer and service provider ends can reach their
optimal utilities. In this article, we develop a blockchain-based
Secure and Federated NS brokering (SFSBroker) mechanism
for multi-operator multi-tenant scenarios in the envisioned 6G
networks.

II. NETWORK SLICE BROKER
A. Overview
In 5G, NS brokering is introduced as a new business model
for dynamic network sharing wherein a logically centralized

entity named the slice broker governs the resource trading
between InPs at one end and multiple network tenants at the

other end [9]. Apart from facilitating on-demand resource allo-
cation, the slice broker performs admission control based on
traffic monitoring and forecasting and mobility management
based on a global network view. It configures Radio Access
Network (RAN) schedulers to support multi-tenancy use cases.
As defined in [9], 5G NS broker is co-located at Master
Operator-Network Manager (MO-NM), which monitors and
controls the shared RAN, and interacts with Sharing Operator-
Network Manager (SO-NM), which provides feedback.

B. Blockchain-based Network Slice Broker

Many research efforts have already been taken to inves-
tigate how to combine blockchain and 5G network slicing
technology [4]. However, only a few works are explicitly
focusing on developing an NS brokering framework using
blockchain [10]. Moreover, they are still not close enough to
the actual deployment phase in a multi-operator multi-tenant
platform, which is foreseen in the next-generation networks.
In [11], blockchain is introduced as an additional trust layer in
slice broker for trading and dynamic billing. The blockchain-
based slice brokering mechanism in [12] uses smart contracts
for enabling dynamic and autonomous slice management.

The blockchain-based distributed market in [13] uses a
novel double auctioning mechanism and trades NS as a com-
modity comprised of parameters such as RAN, computational
resources, and storage. The blockchain-based hierarchical ar-
chitecture in [14] enables InPs to allocate network resources
for slice brokers through smart contracts and re-distribute
resources among tenants in a secure, automated and scalable
manner. In [15], a slice provider receives a request to build
an end-to-end (E2E) slice, thus it publishes in the blockchain
a request for resources of each sub-slice composing the E2E
slice. The work in [16] proposes a DLT-based solution for
the federation of 5G network services including registration,
negotiation, and charging through smart contracts.
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Fig. 1: A use case scenario for SFSBroker that serves multiple tenants in different application domains.



Network slicing differs from NS brokering since network
slicing facilitates the custom logical network creation on top of
the shared infrastructure. In contrast, NS brokering facilitates
the selection strategy of the shared infrastructure based on
specific requirements such as the best price for the tenants
and maximum profit to the RPs.

The blockchain-based NS brokering frameworks aim to
ideally cater for the scalable and shorter time-to-market de-
ployment of NS in future networks. The smart contracts
running on top of blockchain decentralize and scale up the
entire capacity of NS brokering. Furthermore, smart contracts
accelerate the selection process by moving the automated
selection service from the cloud to the edge of IoT networks.

III. PROPOSED SFSBROKER MECHANISM
A. System Model

In the 6G era, it would be necessary to maintain inter-
operability between the massive number of business vertical
tenants from different domains. As illustrated in Figure 1,
we consider a holistic scenario where multiple tenants (i.e.,
different use cases) are accessing services from a common
resource pool.

RPs include virtualized resources, physical resources, and
infrastructure for communication and computation. These re-
sources are granted to the consumers in the form of NSs where
RAN, core network, computational infrastructure and storage
are potential candidates to be shared with the consumers as
per requirement.

SFSBroker acts as a global mediator between two ends
to facilitate the delivery of NSs to the tenants, which are
acquired from infrastructure providers. To provide a coherent
and real-time service, the brokering mechanism should have
a holistic knowledge about the demand and supply status of
consumers and service providers. SFSbroker handles tasks
such as receiving a slice request from tenants and dissemi-
nating it to RPs, selecting an optimal slice offer from a pool
of proposals from RPs, monitoring traffic and coordinating
with orchestration services. This mechanism should cater to
extensive service requests generated by the massive number
of tenants with assured security (i.e., assure authentication,
availability, privacy, trust, and access control).

B. Functional Architecture

The high-level system model is shown in Figure 1. Next,
we describe the architectural framework of the SFSBroker
mechanism and flow diagram in Figure 2.

1) Fog Nodes: The fog nodes represent the consumer end
of the proposed solution, which directly communicates with
the Internet of Things (IoT) tenants (deployed in different use
cases). In the multi-tenant scenario, each fog node is serving
one or multiple IoT tenant clusters in specific use cases.

2) Resource Provider(RP): In a multi-operator platform,
RPs are considered as the entities that provide networking and
computational resources or infrastructure to the consumers.
These RPs may include cloud computational infrastructure,
storage, network services, and mobile data connectivity. There
can be a versatile collection of service providers under this,

such as local (micro) network operators, MNOs, and cloud
service providers (CSP).

3) SFSBroker: The middle layer in Figure 2 represents
SFSBroker which acts as the mediator between fog nodes
and RPs and is deployed as a blockchain network running
as a service in the central cloud. The SFSBroker mainly
consists of three sub-modules, namely Prime Mover, Mediator,
and Global Slice Manager. Prime mover is responsible for
handling resource requests and creating the NS blueprint.
Mediator broadcasts NS blueprints to RPs and runs the slice
selection algorithm. The selection of best matching RP’s offer
(or formulate a new slice with multiple RPs) for a given NS
blueprint is performed by running an algorithm modelled using
the Stackelberg game [17]. Global Slice Manager coordinates
the final slice offer to IoT tenants via the fog node.

C. Flow of SFSBroker

SFSBroker is deployed as a decentralized entity using
consortium blockchain and follows a modular approach for
better scalability. As shown in Figure 2, there are 12 steps in
the flow of SFSBroker. An instance of the process is triggered
when a fog node receives a service request from IoT tenants.
In response (step 1), the fog node creates a resource request,
embeds it in a transaction, digitally signs it, and sends the
request (transaction in blockchain parlance) to SFSBroker.
Fog nodes initiate the request on behalf of the IoT tenants
as fog nodes are the gateways of IoT nodes to connect with
SESBroker.

This research proposes a Stackelberg game model-based
algorithm to select the optimal NS, based on the two input
types: IoT tenant requests and RP resource offers. The game
model-based selection algorithm has been encoded as a smart
contract. Such an implementation offers various advantages
such as the elimination of a single point of failure, the capa-
bility to move the selection service from the cloud to the edge,
and an immutable transaction ledger for better transparency of
operations.

The prime mover receives the request (step 2), verifies the
digital signature (to check the authenticity of the requesting
fog node) and stores the verified request in the blockchain.
Then (step 3), the prime mover creates a blueprint of a
NS based on the quantitative demand (for various predefined
categories of resources) in the received request and sends the
NS blueprint to the mediator module. The mediator module
simply broadcasts the NS blueprint requests to all the available
RPs (step 4). Broadcasting is accomplished by writing in the
blockchain so that all the authentic RPs can access the NS
blueprints. At the time of broadcasting, the mediator module
also starts a timer ¢t corresponding to each NS blueprint
request.

When RPs retrieve the NS blueprint request, they ana-
lyze it to check feasibility (step 5). Meaning that every RP
categorically compares the amount of resources demanded
with the available unoccupied resources. Then (step 6), the
interested RPs, who are willing to lease their resources (as
per the demand), create offers comprising price and other
specifications, embed in digitally signed transactions, and send
them to the SFSBroker mediator module.
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Fig. 2: The Workflow of SFSBroker Algorithm

Subsequently, the mediator module verifies all the incoming
offers and stores them on the blockchain upon reaching
consensus through the approval of offer values (step 7).
For a given NS blueprint request, the expiration of timer
t marks the end of the time window accepting offers from
RPs. Furthermore, it triggers the commencement of step 8
which starts the execution of a selection algorithm on the
offers received. With the outcome of the selection algorithm,
the mediator, as per the optimal offer, sends one or more
acknowledgement to the winning RP(s) by writing to their
blockchain address(es) upon reaching a consensus.

Once the winning RP receives information about its se-
lection to offer a complete or a part of an NS (step 9), it
(virtually) slices the resource(s) and informs the global slice
manager module of SFSBroker. Then, the global slice manager
coordinates with the slice manager of the winning RP(s),
acquires the constituent resources (step 10), creates the final
federated NS and hands it over to the fog node (step 11).
Finally, the fog node receives the federated NS (step 12).
Note that all communications between fog nodes, SFSBroker,
and RPs are recorded in immutable transactions and digitally
signed. Furthermore, using blockchain-based SFSBroker, op-
timal offers are selected in a decentralized manner that gives
trust to the stakeholders.

D. Slice Selection Algorithm

From consumer’s perspective, the lowest price is important
and from the RP’s perspective, maximized profit is important.

SFSBroker’s slice selection algorithm needs to consider
both the viewpoints of RPs and fog nodes (Figure 2). Both
RPs and fog nodes are constantly adjusting their strategies to
maximize their utilities. In the selection algorithm, we discuss
how one RP becoming an exclusive winner is merely a special
case where the winning RP can provide the best offer for all

the resource categories in the given NS. However, with the
proper adjustments, an output of the same selection algorithm
may create an optimal offer in which resources from multiple
providers form a federated NS. At most, the total number of
winning RPs can be as many as the total number of distinct
categories of resources.

We consider that a particular NS blueprint is created with
n number of resource (or network functions) categories. In
a resource request created by a certain fog node, u; denotes
the amount of resource demand for the i*" resource, where
i € {1,2,...,n}. There are m number of RPs such that O,
denotes the j** RP where je{1,2,...,m}. We consider that
RP (or operator) O; sets the pricing strategy {v; = [v;ii €
N :0 < vj; <]} as the unit price of i'" resource, where vj;
is the price offered and ¥ is the maximum price. Moreover, ¢
is taken as the common and constant cost resulting from the
general operation and maintenance cost.

As mentioned in Figure 2, the selection algorithm should
find the optimum expected utilities (reward) by each RP,
offered for a given NS blueprint. Herein, we consider one
NS blueprint formed based on a resource request created by a
miner node located in a fog node. Moreover, the expected
utility should be computed for a given resource category
requested by the miner node.

Therefore, the expected utility (reward) by O; resource
provider can be expressed as:

N N
Pj = Zuivji — Zcui (1)
i=1 i=1

In addition to that, we define a utility function P; expected
utility (reward) for R; resource category requested by the
miner node located at fog Node (based on the offer given
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As described above, after having all the offers from RPs,
the selection algorithm first computes the total service demand
of fog nodes and sets the offer prices to earn more profit
for RPs. On the other hand, the miner nodes located in
fog nodes, need to maximize the reward received for each
resource requirement. Therefore, observing the price strategies
of RPs, the selection algorithm will formulate the optimization
problem of miners using Eq. 1 and Eq. 2 as described in [7].

The mathematical model is formulated for two sides in
the Stackelberg game, taking the RPs as leaders and fog
nodes (miner nodes) as followers. The selection algorithm is
responsible for updating both RPs and the fog nodes about how
they are capable of constantly adjusting strategies to maximize
their utilities. The objective of the Stackelberg game is to
find the Nash equilibrium, where no player has the intention
to deviate from its strategy after considering its’ opponent’s
choice. As explained in [7], the utility functions are strictly
concave, and the Nash equilibrium exists. To find the NE, a
reinforcement learning algorithm is used as described in [7]. In
the first part of the selection, the algorithm should be run for
each resource request and compute the optimal values for the
operator price and required resource amount for each resource
category as shown in Table I. By referring to the values in
Table I, the NS is formed in such a way as to minimize the total
price and match the resource availability with the operators.

— Vji X Uj (2)

TABLE I: Table for optimal unit prices of operators and
optimal resource demand from each category

Optimal resource demand
Operator | Optimal unit price Ry Rao R3 R
* * * * *
01 V1 Ui Ui Ui3 Uin
* * * * *
Oz Vg Ua1 Ugo U3 Uan
* * * * *
Om Um Um1 Uim2 Um3 Umn

IV. EVALUATION

The proposed solution includes four main service compo-
nents: fog nodes, SFSBroker, 5G infrastructure and blockchain
service. The implementation setup developed to perform a
Proof of Concept (PoC) of the SFSBroker is illustrated in
Figure 3.

A. Infrastructure Placement of the Implementation Setup

As shown in Figure 3, fog nodes are taken as Raspberry
Pies, and the shareable RP infrastructure is simulated using
the Ubuntu 18.04 virtual machines deployed on a Lenovo
Thinkpad T480S on a Windows 10 (64-bit) host machine with
16GB RAM. A cloud instance with Intel(R) Xeon(R) CPU
2.33GHz and 16GB RAM used to deploy the Hyperledger
with public IP access.

IoT tenants, i.e., Fog nodes, are implemented using Rasp-
berry Pi 4 Model A devices with 5G dongles (i.e., Huawei

E3372). We used the 5G Test Network (SGTN) [18] to connect
different components in the testbed. The 5G test network is
an experimental 5G network deployed at the University of
Oulu and VTT Technical Research Centre of Finland, used
for 5G related experiments. SGTN supports 5G New Radio
(5GNR) connectivity, edge computing resources, and high-
speed connectivity for cloud resources. In our experiment, loT
tenets are connected to the SGTN, and we used the high-speed
Internet connection offered by 5GTN backhaul to connect
them with the cloud layer.

B. Simulation of NS Using Docker

We simulate NS instances using Docker containerization.
The NS blueprint is simulated using a pre-built docker image.
The instantiated NS is simulated using the running docker
container initialized with the different resource categories
requested by the fog nodes. The docker containers with
specified resources (such as memory and storage), which run
on the VMs as indicated in Figure 3, simulate the RP resource
utilization by NS. For the evaluation, we assume that the
corresponding services of each resource request are running
in different ports of the instantiated docker container and
each service is accessible to the consumers through the ports.
However, the simulation ensures that the selected slice has
been instantiated.

C. SFSBroker Deployment in the Implementation Setup

The implementation setup demonstrates a near realistic
transaction simulation (Figure 3) for the proposed architecture.

Blockchain is implemented using 5 node Hyperledger Fab-
ric [19] 1.4.4 instance with RAFT consensus configuration that
runs Java smart contracts.

SFSBroker: The components of SFSBroker (i.e., prime
mover, mediator, global slice manager in Figure 2) are im-
plemented as smart contracts.

Resource Providers: For simplicity of this initial prototype,
we consider all types of RPs and MNOs in a common
ground as identical entities capable of providing computational
or networking resources. Therefore, both RP and MNO are
terms used in the rest of the section. MNOs are represented
by the Virtual Machines (VMs) that have access to pre-
allocated computational resources. One slice is a subset of
VM'’s resources that will be available to the tenants.

Connectivity between fog nodes, blockchain, and RP s
is established using Message Queuing Telemetry Transport
(MQTT). Hyperledger software development kit integrates
with MQTT library to push the resource requests and offers
to the blockchain.

Implementation steps of SESBroker reflected in Figure 3:

e Step 1: Fog nodes place NS blueprint request (i.e.,
with 1...N resource categories) to SFSBroker service by
invoking APIL.

e Step 2: SFSBroker retrieves the NS blueprint from the
tenants and the smart contract checks parameters with
the blocked transaction committed in the request.
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Fig. 3: The SFSBroker Testbed Implementation Setup

o Step 3: SFSBroker publishes the NS request in the
blockchain. RPs receive a request and formulate individ-
ual offers.

o Step 4: RPs respond with offers. SESBroker receives the
responses within designated time window. The received
offers are committed as transactions to the blockchain.
The corresponding NS blueprint is queried from the
ledger, and parameters are validated with the ledger trans-
action. The smart contract runs the selection algorithm
described in Section III-D and selects the best RP offer.

o Step 5: SFSBroker formulates the slice and acknowledges
the RPs and the fog node about the optimal offer. The
selected RP instantiates the slice.

D. Performance Evaluation

1) E2E Slice Creation Latency with Variable Block Time:
This experiment demonstrates the multi-tenant scenario and
the evaluation of E2E slice creation latency (steps 1 to 10
in Figure 2). E2E latency is measured with variable block
generation time intervals as configured in Hyperledger. For a
particular configured block generation time, the fog node initi-
ates a set of concurrent transactions (i.e., on each test 1, 10, 25,
50). The E2E latency is recorded for each slice with 100 trials
for a given block time and concurrent transaction, where the
Confident Intervals (CIs) (i.e., 95%) are computed (Figure 4a).

The experiment results show that the reduction in the block
generation interval is not directly advantageous in terms of
latency. With a high number of concurrent transactions (i.e.,
25 and 50) and low block generation time (i.e., 500ms and 1 s),
we observe that the blocks are mined before the completion of

intermediary steps of transactions in the entire batch. In such
cases, transactions of each batch are dispersed among multiple
blocks. When the completion latency of the entire batch
has been calculated, the delay that occurred by dispersing
transactions within multiple blocks affects the completion time
of entire batch. For other cases, E2E slicing creation latency
increases with the block generation time.

2) Slice Selection Latency: This test focused on the latency
of the game theory-based selection algorithm for different
inputs. Here we added multiple RPs by increasing the number
of parameters N in the slice request. The experiment was
performed at a fixed block mining time of 1000 ms. One
transaction per trial is sent to the SFSBroker and 100 trials are
performed on each test for a specific RP and parameter setting.
Under this setup, the latency is measured for steps 8 and 9,
which are indicated in Figure 2. This includes selecting an
optimal offer for a tenant request, committing the transaction
to the ledger with the selected MNO offer, and approving the
transaction in the ledger. When the number of parameters(/V)
increases, the latency also increases.

According to the graphs in Figure 4b, the increasing number
of parameters (/N) and RPs directly impact the selection
latency of the algorithm. The algorithm can select the best
offer within 30 s, even with 2048 RPs and 512 parameters.

Since we need to evaluate the performance on different
scales of the inputs, we increased the number of RPs upto
2048 in the experiment. We considered RPs and MNOs at the
same ground and scaling upto 2048 RPs (Figure 4b) simulates
the scenarios when local 5G operators deliver the services as
RPs.
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Fig. 4: Performance evaluation results in the implementation and simulation

E. Comparison with Related Work

We compared the behavior of SFSBroker with NS-
BChain [14] algorithms using Matlab. The number of RPs
(M) is kept fixed and the number of parameters (/V) varies
in every experiment. Each experiment consists of 100 trials
and the RPs’ profits have been calculated on each trial. The
consumer resource requests, the costs to deliver the resource
request, and the profits were generated randomly in each trial.
We assumed that the final price offered to the consumer of
each slice request is the sum of randomly generated cost and
profit values in each trial.

The inputs to each algorithm contain the consumer resource
demand and the RPs’ resource offers. According to the results
obtained in Figure 4c, we observe that the RP profits are higher
for SFSBroker than for NSBChain. In SFSBroker, we consider
the profit factor of RPs and the lowest price in the selection
process rather than selecting the lowest offer. Therefore,
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