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Guest Editorial
Special Issue on Trust-Oriented Designs of
Internet of Things for Smart Cities

HE Internet of Things (IoT) offers new opportunities

for cities to make citizens live and work in more sus-
tainable, healthy, and safe places. Since IoT applications in
smart cities are characterized by different devices, networking
standards, and data management strategies, trust becomes a
fundamental issue in the [oT ecosystem. The explosion of IoT
devices, along with their decentralized deployment, constraint
resources, limited computational and cryptographic capabil-
ities, brings challenges to trust management in IoT. The
coexistence of multiple IoT domains also raises challenges,
for example, how to evaluate and maintain trust across domain
boundaries. This special issue aims at bringing the researchers
from both academia and industry together to disseminate their
recent advances related to the challenges and solutions in
building trustful IoT for smart cities.

The response to our above theme was overwhelming, with
68 articles submitted in the open Calls for Papers around the
world. During the review process, each article was assigned to
and reviewed by multiple experts in the relevant areas, with a
rigorous two-round review process. Thanks to the great sup-
port of the Editor-in-Chief of this journal, we were able to
accept 21 excellent articles covering various aspects of trust-
oriented designs of IoT for smart cities. In the following, let us
introduce these articles and highlight their main contributions.

The article titled “Vcash: A novel reputation framework for
identifying denial of traffic service in Internet of Connected
Vehicles” proposed Vcash, a reputation framework for identi-
fying the denial of traffic service, to resolve the trustworthiness
problem in the application level of the Internet of Connected
Vehicles.

The article titled “A decentralized and trusted edge com-
puting platform for Internet of Things” proposed a new edge
computing platform, decentralized and trusted platform for
edge computing (DeTEC), which provides a unified interface
to the users, resolves the user’s requests to the most appropri-
ate edge server through DNS, and returns the computational
results to the IoT user.

The article titled “Stochastic cost minimization mechanism
based on identifier network for IoT security” presented an
optimization framework of defense cost for the IoT security
and formulate it as a stochastic cost optimization problem by
considering the impacts of network address shuffling control,
network autoimmunity control, and defense cost.
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In the article “LiPSG: Lightweight privacy-preserving
Q-learning-based energy management for the IoT-enabled
smart grid,” the authors proposed a lightweight privacy-
preserving Q-learning framework (LiPSG) for the energy
management strategy making of the smart grid.

The article titled “Energy-efficient and privacy-preserving
data aggregation algorithm for wireless sensor networks”
proposed an energy-efficient and privacy-preserving data
aggregation algorithm (EPDA). They organized a sensor
network into a tree and connect the leaf nodes of the tree
to form many chains.

In the article “STIR: A smart and trustworthy IoT system
interconnecting legacy IR devices,” the authors presented a
trustworthy and cost-effective smart IR system that is able to
change an IR controllable device into a smart IoT device and
interconnect them for smart city/home applications.

The article titled “Reliable fog-based crowdsourcing: A
temporal—spatial task allocation approach” proposed the reli-
able fog-based temporal-spatial crowdsourcing for serving the
above tasks. The authors presented a temporal—spatial task
allocation scheme (TS-TA) in the fog layer, aiming to make
task results more reliable.

In “Lightweight tag-based PHY-layer authentication for IoT
devices in smart cities,” the authors provided a general and
lightweight PHY-layer authentication framework for the IoT
devices in smart cities, based on tag embedding and tag
verification.

The article titled “An IoT honeynet based on multiport hon-
eypots for capturing IoT attacks” implemented three kinds of
honeypots to capture malicious behaviors. On the basis of
the CVE-2017-17215 vulnerability, the authors implemented a
medium-high interaction honeypot that can simulate a specific
series of router UPnP services.

In “Blockchain-enabled decentralized trust management and
secure usage control of IoT big data,” the authors proposed
a permissioned-blockchain-based decentralized trust manage-
ment and secure usage control scheme of the IoT big data
(called BlockBDM), upon which all the data operations and
management, such as data gathering, invoking, transfer, stor-
age, and usage are processed over the blockchain smart
contract.

In the article “LVPDA: A lightweight and verifi-
able privacy-preserving data aggregation scheme for edge-
enabled IoT,” the authors proposed a lightweight and
verifiable privacy-preserving data aggregation scheme for
the edge-computing-enabled IoT system, where the Paillier
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homomorphic encryption method and an online/offline signa-
ture technique are combined to ensure the privacy preserving
and integrity verification during the data aggregation process.

The article titled “TCEMD: A trust cascading-based emer-
gency message dissemination model in VANETS” presented a
novel trust cascading-based emergency message dissemination
(TCEMD) model which incorporates the entity-oriented trust
values into data-oriented trust evaluation in an efficient manner.

In “Secure and trust-oriented edge storage for Internet of
Things,” the authors proposed a secure and trust-oriented edge
storage model, which would efficiently tackle the aforemen-
tioned two challenging issues in the IoT environment.

In “An index-based provenance compression scheme for
identifying malicious nodes in multihop IoT network,” the
authors proposed an index-based provenance compression
algorithm, which adopts the idea of common substring match-
ing, combined with a path identifier and a path index to
represent the path information in the data provenance, thereby
achieving the purpose of reducing the size of data provenance.

The article titled “A highly parallelized PIM-based accel-
erator for transaction-based blockchain in IOT environment”
presented Re-Tangle, a highly parallelized PIM-based acceler-
ator for the transaction-based blockchain. Re-Tangle is com-
posed of a random walking module, a transaction validation
module, and a PoW module, to improve the Tangle system
performance.

In “Trust-oriented IoT service placement for smart cities
in edge computing,” the authors proposed a trust-oriented IoT
service placement method, abbreviated as TSP, for smart cities
in edge computing. Technically, improving the strength Pareto
evolutionary algorithm (SPEA2) is leveraged to acquire the
balanced placement strategies for the tradeoffs among the
execution performance metrics with privacy preservation.

In “Trustful Internet of Surveillance Things based on deeply
represented visual co-saliency detection,” the authors enabled
the co-saliency detection in IoT, which detects the com-
mon and salient foreground regions in the group surveillance
images.

In the article “A blockchain-based trust management
with conditional privacy-preserving announcement scheme
for VANETS,” a blockchain-based trust management model,
combined with conditional privacy-preserving announcement
scheme (BTCPS), was proposed for VANETS.

The article titled “DeePGA: A privacy-preserving data
aggregation game in crowdsensing via deep reinforcement
learning” proposed a payment-privacy protection-level (PPL)
game, where each participant submits his sensing data with
a specified PPL while the platform chooses a corresponding
payment to the participant.

In“Towardincentivizing fog-based privacy-preserving mobile
crowdsensing in the Internet of Vehicles,” toreduce the risk of pri-
vacy leakage in the implementation of incentive mechanisms, the
authors proposed a fog computing-based crowdsensing architec-
ture specialized for vehicular crowdsensing and corresponding
privacy-preserving solutions for the processes of data reporting,
reward issuing, and trust management.

In the article “Blockchain-based dynamic provable data
possession for smart cities,” the authors described a
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blockchain-based PDP model to realize the decentralized out-
sourcing storage framework and then presented a concrete
construction of decentralized provable data possession by
using multireplica storage tricks.

To conclude, we would like to appreciate all the authors
for their support and excellent contributions. We also would
like to thank all the reviewers for their efforts in reviewing
the articles, and for their valuable comments and constructive
suggestions for improving the quality of the articles. Finally,
we appreciate Dr. Sherman Shen and Dr. Honggang Wang
for their help in the publication process. We hope that this
special issue can help both industry and academic research
communities to better understand the recent advancements and
potential research opportunities on the topic of “Trust-Oriented
Designs of IoT for Smart Cities.”
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