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Abstract—This work investigates the secrecy outage perfor-
mance of a dual-hop relaying network with an untrustworthy
energy-constrained relay. A destination-based jamming technique
is adopted in order to prevent the relay from decoding confiden-
tial messages from the source. Additionally, three time switching-
based wireless energy transfer (WET) strategies are investigated
for supplying power to relay, namely, i) from the source, ii) from
the destination, and iii) from both source and destination. For
these three strategies, we derive simple closed-form asymptotic
expressions for the secrecy outage probability at high signal-to-
noise ratio. Moreover, Monte Carlo simulations are carried out to
verify the theoretical results through different illustrative cases.
The effect of key system parameters on the secrecy performance
is investigated, including the time allocation factor between
the energy harvesting and information transmission phases, the
power allocation factor between source and destination for the
information transmission phase, and the relay’s relative position
between source and destination.

Index Terms—Destination-based jamming, physical layer se-
curity, secrecy outage probability, SWIPT, untrustworthy relay.

I. INTRODUCTION

In the context of the challenges in security of confidential

information transmitted over fifth-generation (5G) wireless

networks, an approach called physical layer security (PLS)

has emerged as a promising solution [1], [2]. PLS exploits

the physical properties of wireless channels, such as the

fading and interference phenomena, in order to achieve se-

cure transmissions. In this sense, cooperative scenarios with

untrustworthy relays have recently raised attention [3]–[5].

For instance, in [3], a cooperative scenario with multiple

untrustworthy AF relays was considered, for which a positive

secrecy rate was proven to be achieved, regardless of the

transmit power and channel conditions, as long as there exists

a considerable number of untrustworthy relays assisting the

communication between the source and destination. In [4],
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the secrecy performance of an AF relaying network with

an untrustworthy relay node was examined considering the

partial secrecy regime, where a destination-based jamming

(DBJ) technique is employed, in which the destination node is

responsible for sending a jamming signal to the untrustworthy

relay during the information transmission coming from the

source. In [5], to improve the secrecy performance of a dual-

hop untrustworthy relay system with direct link and multiple

antennas at the destination, a FD-DBJ scheme with optimal

antenna selection was proposed, for which an asymptotic

expression for the secrecy outage probability was derived.

On the other hand, in order to comply with 5G-and-beyond

(5GB) wireless network requirements, such as the support of a

massive number of connected devices, it is necessary to adopt

energy-efficient architectures [6]. In this sense, several works

have reported the benefits of using simultaneous wireless

information and power transfer (SWIPT) [7]–[12]. In [7], three

wireless energy transfer (WET) schemes for a trustworthy

relay system was analyzed, in which optimal transfer param-

eters were provided to maximize the information throughput.

Therein, by considering that the relay is a energy-constrained

device, WET schemes considered the energy supply to the

relay using RF signals from the source (S-WET), from the

destination (D-WET), and from both source and destination

(SD-WET). In [8], the secrecy outage probability of a PS-

based SWIPT strategy, considering a multiple untrustworthy

AF relay network, was analyzed. In that work, a jamming-

based scheme was proposed, whereby a cooperative jammer

and a destination both inject jamming signals in order to

protect the source’s confidential information. In [9], an op-

timization algorithm is proposed to maximize the achievable

secrecy rate of a three-node untrustworthy relay network

by using a PS-based SD-WET strategy. In [10], a tradeoff

between energy consumption and secrecy was investigated for

a multiple untrustworthy relay network using a source-based

jamming (SBJ) technique. In [11], the secrecy performance

of a dual-hop untrustworthy AF relaying network with multi-

ple destinations, which employs TS- and PS-based SWIPT

policies with SD-WET, was analyzed. In [12], the authors

investigate the secrecy performance of a TS-based SWIPT

strategy for a three-node untrustworthy relay network using

S-WET and DBJ. In this work, in addition to that strategy, we

analyze the secrecy performance for two other WET strategies:

D-WET and SD-WET. Also, we provide a comparison among

these three strategies through sample scenarios.
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II. SYSTEM MODEL

Consider a dual-hop relaying system consisting of one

source (S), one destination (D), and one untrustworthy AF

relay (R) which operates in half duplex mode. All terminals are

provided with a single antenna, and a time division multiple

access scheme is considered to share the wireless medium

among them. It is assumed that S reaches D only through

the relaying link S→R→D due to a strong attenuation or

blockage of the direct link S→D. All channels are consid-

ered to experience independent Rayleigh block fading and

additive white Gaussian noise with average power N0. Thus,

hi ∼CN (0,Ωi), i∈{SR,RD}, denote the channel coefficients

of the S→R and R→D links, respectively, where CN (a, b)
stands for complex circularly-symmetric Gaussian distribution

with mean a and variance b, and Ωi = E{|hi|
2} is the average

channel gain of the ith link, with E{·} denoting statistical

expectation. This way, the channel gains gi , |hi|
2 follows an

exponential distribution with mean Ωi, where i∈{SR,RD}.

The transmission process of a block of information is based

on a TS-SWIPT approach, which is carried out in a total time

interval T , consisting of EH and IT phases. In the first phase, R

harvests the energy coming from another node—S, D, or both

of them, depending on whether S-WET, D-WET, or SD-WET

is being considered, respectively—during a time interval of

αT , where α ∈ (0, 1) is the time allocation factor between

the EH and IT phases. In the second phase, S transmits

information to D with the help of R by using two equal time

subintervals of (1−α)T/2. In the first time subinterval, S sends

an information signal to R, whereas D sends a jamming signal

in order to preserve the information secrecy by hindering R.

In the second time subinterval, by using the energy harvested

during the first phase, R sends an amplified version of the

received composite signal to D, which is capable to cancel

the jamming signal at the reception, thereby being able to

recover the information signal coming from S. Additionally,

the transmit signal-to-noise ratios (SNRs) at S, R, and D are

denoted, respectively, by γS = PS/N0, γR = PR/N0, and

γD = PD/N0, where PS, PR, and PD are the corresponding

transmit powers. Moreover, during the EH and IT phases,

it is assumed that the transmit system power is constrained

to P ; accordingly, the transmit system SNR is defined as

γP = P/N0. Therefore, during the first subinterval for IT,

the transmit powers at S and D for the transmission of

the information and jamming signals are PS = δP and

PD = (1 − δ)P , respectively, where δ ∈ (0, 1) is a power

allocation factor. On the other hand, the transmit power at R

depends on the energy harvested according to the S-WET, D-

WET, or SD-WET strategies. According to each strategy, the

transmit power at R during the EH phase is given by

S −WET : PR = θPgSR (1)

D −WET : PR = θPgRD (2)

SD −WET : PR = θP [µgSR + (1− µ)gRD], (3)

where µ ∈ (0, 1) is the power allocation factor between S and

D, and θ is given as

θ =
2αη

1− α
, (4)

where η ∈ (0, 1) is the EH conversion efficiency factor.

III. SIGNAL MODEL

In the first subinterval for IT, the received signal at R is

given as

yR(t) =
√

PShSRsI(t) +
√

PDhRDsJ(t) + nR(t), (5)

where sI(t), sJ(t) and nR(t) are the information signal coming

from S, the jamming signal coming from D, and the noise

component at R, respectively.

In the second subinterval for IT, by considering the relay

operation under the AF protocol, the received signal at D

coming from R is expressed as

yD(t) =
√

PRhRDGyR(t) + nD(t), (6)

where nD(t) is the noise component at D, and G is the

amplification factor relative to AF relaying protocol. This latter

can be obtained by considering normalized unit-power signals,

as well as considering that E{|GyR(t)|2}=1. In doing so, we

have that

G =

√

1

PSgSR + PDgRD +N0

, (7)

Thus, by substituting (5) into (6) and considering that D is able

to effectively cancel the jamming signal, as this is perfectly

known by itself, the signal received at D results in

yD(t2) =
√

PRGhRD

[

√

PShSRsI(t1) + nR(t1)
]

+ nD(t2).
(8)

From (8), the end-to-end received SNR at the legitimate link

can be expressed as

Γℓ =
PSPRgSRgRDG

2

PRgRDG2N0+N0

=
γSγRgSRgRD

γRgRD+γSgSR+γDgRD+1
,

(9)

where we have replaced G by (7) and made some mathematical

manipulations. On the other hand, the received SNR at the

untrustworthy relay during the first IT subinterval can be

determined from (5) as

Γe =
PSgSR

PDgRD +N0

=
γSgSR

γDgRD + 1
. (10)

IV. SECRECY OUTAGE PROBABILITY

In this section, we derive closed-form analytical expressions

for the secrecy outage probability of the considered TS-based

SWIPT strategies. For this purpose, we first revisit the defi-

nition of secrecy capacity (Cs) as the maximum transmission

rate feasible for a secure communication, which is expressed

as the non-negative difference between the capacities of the

legitimate and eavesdropping channels, that is1

Cs = [Cℓ − Ce]
+
=

1

2
log2

(

1 + Γℓ

1 + Γe

)

, (11)

where [x]+ , max{0, x}. Consequently, the secrecy outage

probability is defined as the probability that the secrecy

capacity in (11) falls below a target secrecy rate R. Thus,

1The scalar factor 1

2
in (11) is due to the HD relaying mode.
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from (9) and (10), the secrecy outage probability is determined

as

Psout =Pr

(

1

2
log2

(

1 + Γℓ

1 + Γe

)

< R

)

=Pr

(

1 + γSγRgSRgRD

γRgRD+γSgSR+γDgRD+1

1 + γSgSR
γDgRD+1

< 22R
∆
= τ

)

.

(12)

Remark 1. Note from (1), (2), and (3) that the transmit SNR

γR in (12) is a random variable depending on the channel

gain of either the S→R link, the R→D link, or both of them,

as S-WET, D-WET, or SD-WET is considered, respectively.

Thus, an exact analysis of the secrecy outage probability

proved intricate. Aiming at achieving useful insights on the

system performance, we perform an asymptotic analysis for

the considered strategies, from which we provide simple

closed-form expressions of the secrecy outage probability in

the following propositions.

Proposition 1. A closed-form asymptotic analytical expression

for the secrecy outage probability of a dual-hop relaying

network with an energy-constrained, untrustworthy AF relay,

which is powered by RF signals coming from S using TS-based

SWIPT and subject to DBJ, is given by

Psout ≃

√

(1−δ)(τ−1)

δθγP

(

1

ΩSR

)

+

√

δτ

(1− δ)θγP

(

1

ΩRD

)

.

(13)

Proof. See Appendix A.

Proposition 2. A closed-form asymptotic analytical expression

for the secrecy outage probability of a dual-hop relaying

network with an energy-constrained, untrustworthy AF relay,

which is powered by RF signals coming from D using TS-based

SWIPT and subject to DBJ, is given by

Psout ≃
τ

δγPΩRD

+

(

δτΩSR

(1− δ)γP θ

)
1

3 Γ( 4
3
)

ΩRD

. (14)

Proof. See Appendix B.

Proposition 3. A closed-form asymptotic analytical expression

for the secrecy outage probability of a dual-hop relaying

network with an energy-constrained, untrustworthy AF relay,

which is powered by RF signals coming simultaneously from

both S and D using TS-based SWIPT and subject to DBJ, is

given by

Psout ≃
τ

δγPΩSR

+
τθµ+

√

τ2θ2µ2+4δ(1−δ)τθγPµ

2(1− δ)θγPµΩRD

(15)

Proof. See Appendix C.

V. NUMERICAL RESULTS AND DISCUSSIONS

In this section, we evaluate our new analytical expressions

for the secrecy outage probability of a relaying system with an

AF untrustworthy relay powered by different WET strategies

over illustrative scenarios. We also present Monte Carlo sim-

ulations to corroborate our analysis. For this purpose, we con-

sider a linear network topology, in which the distance between
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Fig. 1. Secrecy outage probability vs. transmit system SNR, for δ =

0.1, 0.5, 0.9, with α = 0.5 and µ = 0.5.

S and D is normalized to unity, and R is midway between those

nodes, so that dSD = 1, dSR = 0.5, and dRD = 0.5, where di,
i ∈ {SD, SR,RD}, is the distance between two given nodes.

In addition, we assume that Ωi = d−β
i , where β is the path-

loss exponent, that is, the average channel gain of the ith link

is given by the path loss. In our illustrative scenarios, we set

β = 4, the target secrecy rate to R = 1 bps/Hz, and the EH

conversion efficiency factor to η = 0.5.

Fig. 1 shows the secrecy outage probability as a function of

transmit system SNR γP , considering the S-WET, D-WET and

SD-WET strategies, for distinct values of the power allocation

factor δ between S and D. In this case, we set the power

allocation factor between the source and destination for the EH

phase to µ = 0.5. Note how our analytical expressions given

by (13) to (15) are tight to the simulation results at medium-

to-high SNR. By noticing D-WET and SD-WET strategies,

at the high-SNR regime, the system secrecy performance im-

proves as δ decreases, so that the jamming signal transmitted

during the first subinterval of the IT phase becomes stronger.

Moreover, we can observe that, at a high SNR regime and

δ ≤ 0.5, the SD-WET strategy outperforms both S-WET-

and D-WET-based counterparts. For all strategies, it is shown

that legitimate nodes cannot communicate in secrecy without

employing the DBJ technique.

Fig. 2 shows the secrecy outage probability versus the power

allocation factor δ between S and D, considering S-WET,

D-WET, and SD-WET strategies. In addition, we consider

different values of the time allocation factor α, and we set

the transmit system SNR to γP = 30 dB. For the SD-WET

strategy, we set the power allocation factor between S and D

for the EH phase to µ = 0.5. Overall, we can notice that

the system secrecy performance improves as α increases (i.e.,

as more time is allocated to the EH phase), irrespective of

the power allocation factor δ between S and D. For S-WET,

the secrecy performance for interval between 0.2 < δ < 0.8
remains roughly the same for a given value of α, which

indicates that the power allocation factor between S and D for
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Fig. 2. Secrecy outage probability vs. power allocation factor δ in the IT
phase, for α = 0.1, 0.5, 0.9, with µ = 0.5 and γP = 30 dB.
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Fig. 3. Secrecy outage probability vs. normalized distance between S and R,
dSR/dSD, for δ = 0.1, 0.5, 0.9, with α = 0.5, µ = 0.5, and γP = 30 dB.

the transmission of information and jamming signals barely

impacts the secrecy performance in this strategy. As to the D-

WET strategy, we note that the secrecy performance worsens

as δ increases—i.e., as more power is allocated to the source

for the information signal transmission and, consequently, less

power is allocated to the destination for the jamming signal

transmission during the first subinterval of the IT phase—

, irrespective of the value of α. In turn, we can notice

from SD-WET strategy, for 0.1 < δ < 0.7, the secrecy

performance clearly outperforms both the S-WET and D-WET

cases, whereas for δ > 0.7 this gain diminishes with respect

to its counterparts, with the secrecy performance becoming

similar to that of the S-WET strategy.

Fig. 3 illustrates the secrecy outage probability for S-

WET, D-WET and SD-WET strategies as a function of the

normalized distance between S and R dSR/dSD, for different

values of power allocation factor between S and D δ and

µ = 0.5. We can observe that the system secrecy performance

of SD-WET strategy is similar to that of the S-WET strategy

for the relay’s positions closer to the source, and similar to

that of the D-WET strategy for the relay’s positions closer to

the destination. This can be explained from (3) by the fact

that, depending on the relay’s position, the gain channel of

the first-hop or second-hop becomes stronger on average, so

that the transmit power at R approximates the case of the

S-WET or D-WET strategy, respectively. By comparing all

strategies, we notice that the best WET strategy in terms

of secrecy performance depends on the relay’s position, as

follows: S-WET for relay’s positions closer to the source; SD-

WET for relay’s positions at half the distance between source

and destination; and either D-WET or SD-WET for relay’s

positions closer to the destination.

VI. CONCLUSION

In this work, we investigated the secrecy outage perfor-

mance of a relaying network with an energy-constrained,

untrustworthy AF, in which a DBJ technique is used for

providing information secrecy. We considered three different

TS-based SWIPT strategies referred herein to as S-WET, D-

WET and SD-WET, which enable the relay to be power

supplied from the source, destination, or both of them, respec-

tively. For all these strategies, we derived useful closed-form

analytical expressions based on an asymptotic analysis, which

were validated by Monte Carlo simulations. By applying these

expressions to different illustrative scenarios, we assessed the

impact of key system parameters on the secrecy performance,

including the time allocation factor for the EH and IT phases,

the power allocation factor between the source and destination

for the transmission of information and jamming signals in the

IT phase, and the relay’s relative position between source and

destination. Overall, it was observed that, for all strategies, the

secrecy performance improves as the time allocation factor

for EH increases. Also, the SD-WET strategy showed to

outperform both S-WET and D-WET counterparts at medium

to high SNR, with the secrecy performance improving as the

jamming signal becomes stronger. As to the impact of the

relay’s relative position, the best secrecy performance was

attained by the S-WET strategy when the relay approaches

the source; by the SD-WET strategy when the relay is midway

between the source and destination; and by either the D-WET

or SD-WET strategy when the relay is close to the destination.

APPENDIX A

PROOF OF PROPOSITION 1

From (12), by performing some manipulations, we have

replaced γR by (1) and have considered a high SNR regime.

Now, we analyze the corresponding integration regions. To do

so, we propose an approximation based on two rectangular

regions, which are attained by considering the horizontal

and vertical asymptotes in the limits gSR→∞ and gRD→∞,

respectively. Thus, the rectangular regions can be expressed as

A1 = gRD <
τδθ +

√

τ2δ2θ2 + 4τδ3(1− δ)θγP
2δ(1− δ)θγP

(16)

A2 = gSR <
θ(τ−1)

2δθγP



5

+

√

θ2(τ−1)2+4δ(1−δ)θγP (τ−1)

2δθγP
.

(17)

Thus, by assuming that each region is independent and

neglecting the terms proportional to 1/γP , the Maclaurin

series expansion of the exponential function is employed, so

that e−x ≃ 1−x for x → 0 [13, eq. (0.318.2)]. Then, a closed-

form asymptotic expression for the secrecy outage probability

of the system, considering the S-WET strategy, is obtained as

in (13).

APPENDIX B

PROOF OF PROPOSITION 2

By considering a high-SNR regime, we first approximate the

numerator in the argument of Pr(·) in (12); and then, after per-

forming some manipulations we have used the upper bound for

the harmonic mean, given by min{A,B} ≥ AB/(A+B+1),
then replaced PR in γR as in (2), and considered a high SNR

regime, thus neglecting the terms proportional to 1/γP and

isolated the term min{·, ·}. Next, we determine the integration

regions for the secrecy outage events in the argument of Pr(·).
Thus, an approximation to the secrecy outage probability of

the system is given by

Psout

= FgSR(gSR1) +

∫ gSR2

gSR1

FgRD

(

1

2

(

(1−δ)4τ2

(1−δ)2θ2(δxγP−τ)2

+
4δ2(1−δ)2θτx2γP + δ2θ2τ2x2 − 2δ(1−δ)2θτ2x

(1−δ)2θ2(δxγP − τ)2

)
1

2

+
−(1−δ)2τ−δθτx

2(1−δ)θ(τ−δxγP )

)

fgSR(x)dx+

∫

∞

gSR2

FgRD

((

δ

(1−δ)

×
τx

2θγP
+

(

δ2τ2x2

4(1− δ)2θ2γ2
P

−
τ3

27θ3γ3
P

)
1

2
)

1

3

+
τ

3θγP

×

(

δτx

2(1−δ)θγP
+

(

δ2τ2x2

4(1−δ)2θ2γ2
P

−
τ3

27θ3γ3
P

)
1

2
)−

1

3
)

× fgSR(x)dx, (18)

where FgSR
(·) and fgSR

(·) denote the cumulative distribution
function and probability density function of gSR, respectively,
and

gSR1 =
τ

γP δ
,

gSR2 =
θτ2 + 5(1− δ)2τγP

2δ(1− δ)2γ2

P

+
1

2

(

θ3τ4 + 8(1− δ)6τγ3

P

δ2(1− δ)4θγ4

P

+
17(1− δ)4θτ2γ2

P + 10(1− δ)2θ2τ3γP

δ2(1− δ)4θγ4

P

)
1

2

.

By considering that the terms proportional to 1/γP and

1/γ2
P in (18) go to zero in the high-SNR regime and applying

the Maclaurin series expansion of the exponential function [13,

eq. (0.318.2)] to the integrands in (18), after some algebraic

manipulations, we attain a closed-form asymptotic expression

for the secrecy outage probability of the system, considering

the D-WET strategy, given as in (14).

APPENDIX C

PROOF OF PROPOSITION 3

From (12), by replacing γR by (3), and after some algebraic

manipulations, the secrecy outage probability can be approx-

imated into two rectangular areas, C1 and C2, referred as

horizontal and vertical asymptotes, gSR → ∞ and gRD → ∞,

respectively. Thus, the regions are given as

C1 = gRD <
τθµ+

√

τ2θ2µ2 + 4τδ(1− δ)θγPµ

2(1− δ)θγPµ
(19)

C2 = gSR <
τ

δγP
. (20)

By replacing (19) and (20) into Psout ≃ Pr(C1)+Pr(C2)−
Pr(C1)Pr(C2) and assuming a high-SNR regime scenario,

whereby higher order terms proportional to 1/γP are ne-

glected, terms are simplified using Maclaurin series expansion

of the exponential function [13, eq. (0.318.2)], thus obtaining

an useful closed-form asymptotic expression for the secrecy

outage probability of the system considering the SD-WET

strategy, given as in (15).
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