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Abstract—We propose a destination-based jamming
scheme for cooperative networks with multiple untrusted
amplify-and-forward relays, in which the destination op-
erates in full-duplex mode so as to enable simultaneous
reception of the information coming directly from the
source and the transmission of jamming signals to the
untrusted relay. An approximate analytical expression
for the secrecy outage probability, under the effect of
residual self-interference at the destination, is presented.
The developed analysis is verified through Monte Carlo
simulations.

I. INTRODUCTION

Traditionally, complex and centralized upper-layer
techniques, such as data-encryption and cryptographic-
key approaches, have been used in order to provide infor-
mation security in wireless networks. On the other hand,
information-theoretic security or the so-called physical-
layer security (PLS), the basis of which was introduced
in [1], has increasingly attracted special interest of
researchers over the few past years, as this new paradigm
proves more propitious to next-generation high-density
wireless networks.

Most related schemes addressing physical layer secu-
rity in cooperative relaying networks consider that the
relay node enlisted to cooperate in the communication
process between a source-destination pair is reliable,
and that any compromise of the communication security
can only come from an outside eavesdropper. However,
in many scenarios (such as, public, financial-institution
or government-intelligence networks), where the nodes
have different levels of security clearance, the relay node
could have a lower level of access to information when
compared to the legitimate source-destination pair, so
that it represents a potential eavesdropper, thus being
regarded as untrusted [2].

In order to counteract this problem, some works have
directed their efforts to investigate cooperative jamming
(CJ) techniques so as to enhance the communication se-
curity in wireless networks [3]—[7]. For example, in [3],
the theoretical limits and practical designs of jamming
approaches for cooperative-users based jamming, multi-
antenna based jamming, and wireless energy-harvesting-
based jamming techniques are investigated. In [4], the
ergodic secrecy capacity for a two-hop amplify-and-
forward (AF) cooperative system with multiple untrusted
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relays were analyzed. In that work, a destination-based
jamming (DJ) technique was employed, while the direct
link between the source and destination was assumed
to be nonexistent. Interestingly, the system performance
was shown to worsen as the number of relays in-
creases. In [5], the secrecy outage probability (SOP)
and the ergodic secrecy rate were evaluated for a two-
hop relaying network consisting of a source and a
destination both provided with multiple antennas, which
are assisted by an untrusted AF relay. Therein a DJ
strategy was used, but the direct link was disregarded.
In [6], the secrecy outage probability and the ergodic
secrecy capacity were studied for a cooperative network
composed of a source, a destination, and a untrusted
AF relay. In that work, a source-based jamming (SJ)
scheme was employed, whereby the source transmits
a jamming signal to confound the untrusted relay, in
addition to the information signal through direct link. In
[7], the achievable secrecy rates were investigated for a
cooperative network consisting of a source, a destination,
an untrusted AF relay, and a cooperative jammer, which
is assumed to transmit a noise signal that is known
at the destination. Therein two network setups were
considered, in which the direct link is available and not.
The results showed that secrecy rates improve when the
direct link is employed in the communication process.

In this work, we contribute to the study of CJ tech-
niques to enhance secrecy in cooperative networks with
multiple untrusted AF relays. Differently from previous
studies, we consider a DJ strategy, while exploiting the
direct-link transmission between the legitimate source-
destination pair. To do so, the destination is considered
to operate in full duplex mode in order to simultaneously
receive useful information from the source and transmit
a jamming signal to the selected untrustworthy relay. We
analyze the secrecy outage probability for the network
under consideration.

Throughout this paper, fx(-) and Fx(-) denote the
probability density function (PDF) and cumulative distri-
bution function (CDF) of a random variable X, respec-
tively, E[] is the expectation operator, and Pr[-] stands
for probability.
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Fig. 1. System model.

II. SYSTEM MODEL

The system model depicted in Fig. 1 illustrates a
cooperative relaying network consisting of a single-
antenna source S, IV single-antenna AF untrusted relays
R, with n€{l,..., N}, which may eavesdrop the in-
formation signal sending by S, and one destination D
equipped with two antennas, one for reception and one
for transmission, so as to enable FD mode operation.
Because of this, D is subject to self-interference. In
this system, one out of the N relays is selected to
participate of the communication process, and the direct
link is considered to be non-negligible, so that it can be
exploited as a means to harvest additional transmission
reliability. The communication process is performed in
two phases, as detailed below:

o First phase: in this phase, S broadcasts an informa-
tion signal s;(¢), which is listened by the relays and
the destination. Meanwhile, D sends an artificial
jamming signal s;(¢) to hinder the relays from
eavesdropping the information sent by S.

o Second phase: in this phase, the selected relay
R,~ amplifies the signal received from S, which
was interfered by the jamming signal sent by D,
and forwards it to the destination. However, since
D knows the jamming signal transmitted in the
previous phase, this artificial information can be
subtracted from the received signal.

All links in this network are considered to undergo
independent Rayleigh block fading, as well as additive
white Gaussian noise (AWGN) with mean power Nj.
Therefore, the channel coefficients for the links S—D,
S—R,, R,—D and D—R,,, denoted by hsp, hsg,,,
hr,p, and hpg, , respectively, are independent complex
circularly-symmetric Gaussian random variables with
variance Qun = E{|hmn|?}, that is CN (0, Qun),
with M e{S,R,} and Ne&{R,,D}. Accordingly,
the channel gains gun = |hvn|? are exponentially
distributed with mean value Qyn. These channel
coefficients are supposed to remain constant during a
data-block transmission, but vary independently through
consecutive blocks. Furthermore, because of imperfect
self-interference cancellation, a residual self-interference

(RSI) remains at the FD destination, which is modeled
as a Rayleigh fading channel, with channel coefficient
hDD NCN(O,QDD), where QDD = E{|hDD|2} Thus,
the received signal-to-noise ratios (SNRs) at the direct
link, nth first-hop relaying link, nth second-hop relaying
link, jamming link, and RSI link are, respectively, given
by Z=gspPs/No, Xn=gsr,Ps/No, Yn=9r,pPr/No,
Jn=gpr,, Po/No, and U=gppPp/No, where Ps, Pr,
and Pp are the transmit powers at the source, nth
relay and destination. In addition, the total transmit
power is assumed to be limited to a value of P,
for the whole transmission process. Thus, a power
allocation factor 1 between S and D is used during
the first phase. Accordingly, by denoting the total
transmit system SNR as vp = P/Ng, the transmit
SNRs at S, D, and R,, can be respectively written as
vps = Ps/No=nvp/2, ~vp,=Fp/No=(1—-n)vp/2,
and yp, = PR /No=~p/2.

Under the above assumptions, the received signals at
R,, and D during the first phase, by considering the nth
relaying link are, respectively, given as

yr, (t) =v/Pshsr, s1 (t) ++/Pohor, 57 (t) +nr,, (),
(D

yb (t) =+/Pshsps (t) ++/Pohppss (t) +np () |
@)

where the mean power of the signals s;(¢) and
s;(t) are normalized to unity, that is E{|s; (t)|*} =
E{|s; (t)|*} = 1, and ng, (t) and np(t) are the AWGN
components at R,, and D, respectively.

On the other hand, the received signal at D during the
second phase is given by

yb (t) =V/Prhe,pGyr, (1) +np(t),  (3)
where G is the amplification factor, given as
- 1
B V/Psgsr,, + Pogr,p + No

Hence, by substituting (1) into (3) and considering that
the jamming signal can be effectively removed at D, the
received signal at D during the second phase can be
rewritten as

y% (1) = v/ Prhr,pG\/ Pshsr, 51 (t)
—+ \/ PRhRanan (t) —+ np (t) . (5
Thus, from (1) and (2), the instantaneous signal-to-
interference-plus-noise ratios (SINRs) received at R,,

and D during the first phase can be respectively ex-
pressed as

g

“)

Psgsr Xn
g, = n : 6
fn Pogr,p +No Jp+1 ©)
P Z
L — Sgsp N %)

D Pogop + Ny~ U+1’



whereas, from (5), the end-to-end instantaneous received
SNR at D, via the nth relaying link, can be given as

2 _ Psgsr,, PrRYR,,D
P Psgsr, No + Prgr, pNo + Ppgr,nNo + No
XnY,
p— . 8
X,+Y,+J,+1 ®)

Herein, we consider that the relay enlisted to participate
in the communication process between S and D is
that which maximizes the SNR of the nth legitimate
link, T'r,, & TL + I‘QD)n, given by the maximal-ratio
combining (MRC) between the signals coming from the
nth relaying link and the direct link, that is

n* =max{T'z,} = max{I'p, + T} ,}. )

For notation simplicity, from now on, we use {1x, Qy,
Qz, QJ, and QU to denote QSRn’ QRnD’ QSD, QDRW
and Qpp, respectively.

III. SECRECY OUTAGE PROBABILITY ANALYSIS

By definition, the secrecy capacity is obtained as the
difference between the capacity of the legitimate link,
C'r,, ., and that of the eavesdropping link, C'g, that is! [8]

1 1+T; .
Cs=[CL.—-Cgl" = 3 log> (ﬁ) . (10)

where [a]* £ max{0,a}, and n* is obtained as in (9).

In the proposed system model, any relay represents
a potential eavesdropper and there is no cooperation
among the relays, so that the information rate being
leaked is determined by the relay with the best received
SINR at the first phase, similarly as considered in [9].
Therefore, the SNR I'p is given as

Xn
F =
E m’r?’X{Jn—f— }a

Then, we can define the SOP as the probability of
the achievable secrecy capacity being less than a target
secrecy rate Rg [10], that is

(1)

<2?Rs 27

12)

1+T,.

SOPZPF(05<R5) ZPI"< 111,

Thus, the SOP can be derived as in the following
proposition.

Proposition 1. An approximate expression for the se-
crecy outage probability of a multiple untrusted relay
network using DJ with direct link is given by

SOP z/ [Fr, (T”YE)]NfFE (ve)dve, (13)
0

'Note from (10) that, even though the destination operates in FD
mode to concurrently receive information from S and transmit the
jamming signal to Ry, the underlaying cooperative protocol operates
in half-duplex mode; therefore, the pre-log factor 1/2 is used.

where fr(-) and a lower bound for Fr, (-) can
be obtained in closed form as in Lemmas 1 and 2,
respectively, which are presented later on.

Proof. From (12), by considering the relay selection cri-
terion in (9) and applying the Total Probability Theorem
[11], the SOP can be determined as

1+TIyg,

N
SOP = Z Pr (m <Tln = n*) Pr(n =n")
n=1

(@)

N
Z Pr(T'y, <7lgln=n"
n=1

itn
oo TYE N_l
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o Jo
X fry (VE)dyL, dve

Q:/0 Fr,, (rve)" frp (vE) dve,

x Pr (I‘Ln > max {I‘Li}>

(14)

where step (a) follows from a high-SINR regime as-
sumption. O

Now, fr(-) and a lower-bound for Fr, (-) can be
obtained as in the following lemmas.

Lemma 1. The PDF of I'p is given by
N-1
Q,0
frs (VE):N(M(I—ZL y x+%) (1 _ ¢>n;2x) ’
5)

A __2E A
where ¢ = e 7Pnx and § = yp (1 —n) Q.+ nlx.

Proof. To derive the PDF of I'p, we first obtain the
corresponding CDF as follows
X;
P
8 <Jz +1
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Then, by finding the derivative of the above expression,
fr(+) can be obtained as in (15). O

Lemma 2. A lower bound expression for the CDF of
I'z,, is given by (17), shown at the top of the next page.
In that expression, i = vp (1 =0)nQuQxQyQyz and
1% é Qny — HQXQZ — Qsz.
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Proof. By considering the well-known result that
XY/(X+Y +1)<min{X,Y}, where X and YV are
SNRs, and that XY/(X +Y + 1)~min{X,Y}, for
the high-SNR regime, an upper bound for Fr, (-)
can be obtained from the following relationship

X,Y, X, : 1
T < xoovy < min{X,, Yy}, yielding

. Z A UB
T X, Y, —— =T
L, < ming e I
Therefore, a lower-bound for the CDF of I';, can be
attained as follows

FEp, (1) =Pr (TEY <)
=Pr(min{X,,Y,} <7z, — ¥)

_/Om [Fx (o, — )+ Fy (vo,, — %)

— Fx (vop — V) Fy (YL, — ¥)]
x fo (¢)dip,

where ¥ 2 UL_H, the CDF of which can be attained
similarly as in Lemma 1, with N =1 and Qx and
being substituted by €2 and ), respectively. Then, the
corresponding PDF, fy(-), can be obtained by taking the
derivative of the referred CDF. Finally, after performing
the corresponding integrations and simplifications of ex-
pressions of exponentials functions, FT, (-) is obtained

as in (17). |

(18)

19)

IV. NUMERICAL RESULTS AND DISCUSSIONS

In this section, the derived analytical expression is
validated by Monte Carlo simulations, through some
illustrative cases. For this purpose, it is considered a
two-dimensional network topology, where S and D are
located at the coordinates (0,0) and (1,0) (assuming
normalization), respectively, while the relays are clus-
tered together and collocated midway between S and D.
Moreover, without loss of generality, it is assumed that
the average channel gain for all links is determined by
the distance between the respective pair of nodes, i.e.,
Qa = dyy, with A € {X,Y,Z}, M € {SR,,}, and
N € {R,,D}, where dyy is the distance between the
corresponding nodes, and « is the path loss exponent.
For the evaluated cases, we consider a« = 4 (urban
environment) and R = 1 bps/Hz.

Fig. 2 shows the secrecy outage probability of the
proposed system versus the transmit system SNR for
different values of N = 2,4, 6. Notice that our proposed
approximation is effectively validated by the simulation
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Fig. 2. Secrecy outage probability versus Total Transmit SNR for
different values of N = 2,4,6, Qy = —40 dB, and n = 0.8.
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Fig. 3. Secrecy outage probability versus Normalized distance be-
tween S and R for different values of 1, 2yy= —40 dB, and yp = 30
dB.

results. Moreover, a performance loss is observed, as
the number of untrusted relays increases, as expected;
however, this performance loss is not significant.

Fig. 3 illustrates the secrecy outage probability versus
the normalized distance between S and R, for different
values of the allocation factor 7. It can be noticed that
the secrecy performance improves as the selected relay
approaches D, as can be seen for the case N = 6.
However, for lower values of N (for instance, N = 2)
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Fig. 4. Secrecy outage probability versus Total Transmit SNR for
different values of Q¢ and dsg,, /dsp = 0.5 dB.

and relay positions closer to D, the simulation curves
deviate from the analytical approximation, indicating a
degradation in the secrecy performance at this region,
for which the proposed approximation is not accurate.
This behavior can be explained by noting that, as R
approaches D, the eavesdropping capacity decreases due
to the first-hop relaying link weakens, while the jamming
link strengthens. Hence, in the region closer to D,
the eavesdropping link is very weak, thus the secrecy
capacity is governed by the state of the legitimate link,
which, after the midpoint from S to D, starts losing
performance, thus causing a slightly rise of the curve
at those positions. Moreover, regarding the effect of the
power allocation between S and D, it is observed that,
for higher values of N (for instance, N = 6), lower
values of n attain better performance, thus allocating
more power to D is the best strategy. Nonetheless, an
opposite effect is observed for N = 2 at positions closest
to D, where the best strategy is to allocate more power
to S.

Fig. 4 shows the effect of the RSI over the secrecy
performance of the system, thus the secrecy outage
probability is plotted versus the transmit system SNR
for different values of €2yy. From the figure, we can
observe that, as the average channel gain of the RSI
link increases, a slight loss in the secrecy performance
is obtained. This behavior holds for different values of
7, thus an increment of the transmit power at D does
not result in a significant secrecy performance loss due
to the effect of RSL

V. CONCLUSIONS
In this paper, the secrecy performance of a
destination-based jamming scheme was investigated for
a cooperative network with multiple untrusted AF relays,
in which the destination was considered to operate in

FD mode, so as to enable simultaneous reception of
the information coming directly from the source and the
transmission of jamming signals to the untrusted relays.
An accurate approximate expression for the SOP of the
proposed system was derived. Besides, the probability
distributions for the SINRs of the eavesdropping and
legitimate links were obtained as byproducts. Our results
showed that, as the number of relays increases, the se-
crecy performance slightly diminishes. Also, for higher
values of N, the performance presents an improvement,
as R approaches D and more power is allocated to D.
However, for lower values of NV and relay positions close
to D, the proposed approximation loses accuracy, and
simulations showed that the system presents a loss in
performance, and allocating more power to S is the best
strategy. Finally, results exhibit that the level of RSI do
not significantly affects the secrecy performances, even
for different levels of transmit power at D.
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