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This theme issue will elaborate on the opportunities,  

challenges, and solutions to be offered by combining blockchain 

and cyberphysical systems for different application domains. 

The steam engine, electricity, 
and the digital economy all 
have made revolut iona r y 
changes in the world’s econ-

omy. Nowadays, utilizing sensor data 
from machinery can make a similar 
impact in the manufacturing, trans-
portation, energy, and health sectors. 
Performing big data analysis, switch-
ing to preventive maintenance, and 
service-oriented production can boost 
efficiency—even a 1% reduction in 
costs in major sectors of the economy 
could provide dramatic results. cyber-
physical systems (CPSs) combine phys-
ical objects or systems with integrated 
computing facilities and data stor-
age. Such CPSs can be interconnected 
in networks, within which they can 
exchange and share data and informa-
tion with other objects and systems. 
For instance, a CPS like the Indus-
trial Internet of Things (IIoT) brings 
together the advances of two transfor-
mative revolutions. On the one hand, 
there are the myriad machines, facil-
ities, fleets, and networks that arose 
from the Industrial Revolution and, on 
the other hand, the more recent pow-
erful advances in computing, infor-
mation, and communication systems 
brought to the force by the Internet 
Revolution. According to Credence 
Research,1 the global CPS market 
worldwide was valued at US$60.50 bil-
lion in 2018 and is predicted to grow 
with a compound annual growth rate 
of 9.3% for the next 10 years.

The Internet of Things (IoT) in 
general is making rapid progress by 
providing connectivity to consumer 
devices, such as toasters, to enable 
their remote monitoring and inte-
grated smart-home solutions. On the 
industrial side, such an approach is 
referred to as machine-to-machine or 
machine-type communication, which 

is supported in the latest standards 
of the European Telecommunications 
Standards Institute. Internet econom-
ics presently revolves around min-
ing user data and providing targeted 
advertisements by giant companies 
including Google and Facebook. In 
fact, the best minds in network appli-
cations are focusing on creating the 
best algorithms to overcome adver-
tisement blocking software and sell 
something to the users.

Blockchain is another promising 
technology in the information and 
communications technology domain. 
For many researchers, blockchain 
technology has been seen as one of 
the most important innovations since 
the Internet and even of this century. 
A recent Gartner study estimates that 
blockchain will add US$3.1 trillion in 
business value by 2030.2 Blockchain 
is a decentralized digital database 
(ledger), which stores the transactions 
committed by users. The authentic-
ity of such transactions is verified 
by the connected community (min-
ers) before adding them to the ledger. 
Thus, blockchain employs a distrib-
uted trust model by eliminating a 
third-party centralized trust model. 
In the blockchain, each block bun-
dles an array of transaction records 
and their cryptographic chain links. 
Blockchain, like any other database, 
is technically prone to forgery. Such 
alterations are possible if someone 
takes control of more than 51% of 
the miners and alters all of the trans-
action records within a very short 
period of time. However, this sce-
nario is nearly impossible due to the 
distributed core architecture and the 
computationally heavy mathemat-
ical puzzle, which is extensive and 
unreachable to solve, with current 
computing infrastructure.

One of the major shortcomings in 
a CPS and more general IoT systems is 
the current centralized architecture 
models, which will struggle to scale up 
to meet the demands of future CPSs. 
To solve such issues, decentralized 
and consensus-driven distributed led-
ger technology like blockchain, and 
the combination of cryptographic pro-
cesses behind it, can offer an intrigu-
ing alternative. The combination of 
CPSs/IoT and blockchains will disrupt 
existing processes across a variety 
of industries, including manufactur-
ing, agriculture, banking, transpor-
tation, shipping, energy, the financial 
sector, and health care. However, it is 
still in its infancy. Moreover, the com-
bination with CPSs/IoT still requires 
essential insights with respect to con-
crete application domains, scalabil-
ity, privacy issues, performance, and 
potential financial benefits.

GENERAL CHALLENGES  
IN CPS AND IoT
More specific for the new CPSs like the 
IIoT is that new requirements are cre-
ated in new applications, due to their 
popularity. These include high secu-
rity, enhanced scalability, optimal uti-
lization of network resources, efficient 
energy management, and low opera-
tional cost. Specifically, the increas-
ing number of connected and hetero-
geneous devices, together with a large 
set of new services, will result in the 
increasing capacity requirements for 
CPSs. Thus, accommodating the secure 
connectivity for this expected traffic 
growth is an imminent requirement 
of future CPSs. Although the existing 
secure communication architectures 
are able to provide a sufficient level of 
security, they are suffering from lim-
itations, such as limited scalability, 
over utilization of network resources, 
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and high operational cost, mainly 
due to the complex and static security 
management procedures organized in 
a centralized architecture.

In addition, due to this centralized 
architecture in the IoT and CPSs, the 
data are often stored in isolated data 
silos, making data analysis more diffi-
cult and slowing down data research. 
Moreover, a complete trust is needed in 
cloud and application providers since 
there is a lack of control possibilities by 
the user over how the data are shared 
and collected. In particular, for IoT 
devices collecting highly personal data, 
such as health-related parameters, this 
presents a major privacy issue.

Furthermore, the CPS/IoT has a 
vast ecosystem. The capabilities of IoT 
devices are largely heterogeneous. In 
addition, it supports a wide variety of 
different communication technolo-
gies, software stacks, operating sys-
tems, and topologies. Also, CPS/IoT 
networks are highly dynamic due to 
sleep modes in IoT devices. As a result, 
it is challenging to maintain a coher-
ent service platform. Different stake-
holders have to work together to enable 
proper operation of the network.

The features in blockchain to 
solve these general challenges
Blockchain will offer a rich set of fea-
tures, such as decentralization, immuta-
bility, distributed trust, enhanced secu-
rity, faster settlements, smart contracts, 
digital currency, and minting, which can 
be used to solve these challenges. Block-
chain will enable IoT devices/CPSs to 
send data to private blockchain ledgers 
for inclusion in shared transactions with 
tamper-resistant records. The distrib-
uted replication of blockchain enables 
vertical industries and various CPS data 
users to access and supply IoT data with-
out the need for central control and 

management. All stakeholders in the 
CPS ecosystem can verify each transac-
tion, preventing disputes and ensuring 
all users is held accountable for their 
individual roles in the overall transac-
tion. Thus, the development of such a 
secure and dependable model for each 
piece of the CPS ecosystem can serve 
as an intriguing alternative to the tradi-
tional client/server transaction model.

Blockchain-based smart contacts 
(for example, a piece of auto-executable 
code upon meeting the predefined con-
ditions) can be used to automate many 
CPS-related processes, such as IoT data 
sharing, device ownership transfer, 
new user registration, security certif-
icate deployment and revocation, and 
so on. A minting process allows the 
use of digital currency instead of fiat 
currency. It helps to settle the transac-
tions quickly and without the involve-
ment of a third-party moderator. 
Moreover, a digital currency allows 
the creation of a digital marketplace to 
trade resources in many CPSs, such as 
smart grids, transport systems, logis-
tic networks, and so on.3

The exploitation of blockchain in 
the domain of CPSs enables distrib-
uted security since the cryptographic 
processes behind it offer an intrigu-
ing alternative to centralized security.  
Because blockchain is built for decen-
tralized control, a security scheme 
based on it should be more scalable than 
a traditional one. Furthermore, block-
chain’s strong protections against data 
tampering would help prevent a rogue 
device from disrupting a home, factory, 
or transportation system by relaying 
misleading information. Thus, block-
chain technology holds the potential to 
securely unlock the business and opera-
tional value of CPSs to support common 
tasks, such as sensing, processing, stor-
ing information, and communicating.

Clear advantages and opportuni-
ties have already been identified in the 
combination of blockchain and CPSs 
for different application domains. First, 
in supply chain management, several 
issues, such as the detection of the 
source of infection, food fraud, illegal 
production, and food recall, require a 
transparent, decentralized, and robust 
traceability scheme for monitoring 
the origin of raw materials, the quality 
of the products measured by IoT sen-
sors, the handover actions between 
different players, and so on. Block-
chain CPS-based technology enables 
a perfect answer to these questions, as 
demonstrated in Korpela et al.4 Sec-
ond, another very important applica-
tion domain in which a CPS is already 
strongly integrated and blockchain 
technology can offer strong added value 
is in IIoT. Here, blockchain will enable 
support to the reliability challenge and 
offer possibilities to integrate automa-
tion and accountability via a reputa-
tion and trust-based framework.5 Many 
more examples exist in different appli-
cation domains, like e-health, vehicular 
networks, smart grids, and so on.

Technical and societal 
challenges related to 
blockchain CPS integration
The use of distributed ledger tech-
nology for a CPS/IoT is not straight-
forward and contains inherent par-
ticularities. First of all, the regular 
consensus mechanisms like proof of 
work are often too complex in a CPS/
IoT-based application and lead to a 
too-high delay and too-low through-
put, which is unacceptable for many 
applications. Also, the typical block-
chain applications require incentives 
for mining, which are not directly 
present in a CPS-based use case. There-
fore, dedicated distributed ledger 
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technologies and architectures that 
account for the real-time nature of 
many CPS applications and the con-
strained character of the IoT devices, 
while still offering sufficient scalabil-
ity, are important research directions.

From a theoretical point of view, it 
can be proven, by using mathemati-
cal modeling, that distributed ledger 
technologies offer very strong security, 
although history has shown that this 
statement is not at all true in practice. 
Between the beginning of 2017 and 
2019, hackers (both lonely opportunis-
tic ones and sophisticated cybercrime 
organizations) have stolen more than 
US$2 billion dollars of cryptocurren-
cies,6 a figure that only reflects the 
publicly revealed data and is probably 
even much higher in reality. Few of 
the attacks are due to implementation 
bugs on the platforms, which consist 
of very complex code and thus are eas-
ily prone to small subtle leaks. Conse-
quently, special attention should be 
paid to that when developing dedicated 
applications of specific blockchain 
CPSs. However, most of the hacks are 
on the transactions, exploiting the 51% 
rule attack leading to double spends, 
which is currently inherently avail-
able in most platforms relying on the 
proof-of-work consensus for transac-
tion verification.

While this attack is very costly on 
popular blockchains like Bitcoin, it 
becomes much more attractive on the 
more than 1,500 other smaller crypto-
currencies on the market. Moreover, a 
promising dedicated distributed led-
ger platform called Tangle, which deals 
especially with scalability issues pres-
ent in IoT applications, is even more 
vulnerable and only requires a con-
trol of 34% by the attacker. Another 
recent and very popular type of attack 
is on the exploitation of bugs in smart 

contracts. In particular, for block-
chain CPSs, several dedicated smart 
contracts need to be developed to offer 
application-specific features to its 
users. These bugs are very difficult to 
fix, as already executed transactions 
cannot be easily reversed. To overcome 
all of these types of blockchain hack-
ing, several companies have started to 
offer auditing services to detect mal 
behavior and suspicious transactions 
using artificial intelligence mecha-
nisms. Formal verification proofs also 
have been developed to identify errors 
or potential vulnerabilities in both 
platforms and smart contracts.

Finally, one of the major barriers 
for the effective adoption of block-
chain-based technology in the future 
is to increase the acceptance rate with 
both developers as consumers and 
a broad audience. Despite the well-
known advantages that the technol-
ogy can offer with respect to auto-
mation, transparency of processes, 
privacy protection, and independence 
of banks or other third parties, only a 
limited number of people and compa-
nies is currently exploiting its usage. 
This is not only due to lack of knowl-
edge and understanding of the princi-
ples behind it but also mainly due to 
lack of trust in the underlying tech-
nology caused by regular reports on 
cybercrime against blockchain-based 
platforms. A potential solution to 
overcome this barrier is to issue cer-
tificates to blockchain solutions or 
platforms, which have undergone a 
thorough audit based on some trans-
parent criteria. In addition, insurance 
companies can define specific insur-
ances to help in case of fraud.

IN THIS ISSUE
This issue has selected four articles, 
two dealing with blockchain-based 

IIoT applications and two dealing with 
energy-based systems. In “Blockchain 
and Fog Computing for Cyberphysical 
Systems: The Case of Smart Industry,” 
Bouachir et al. discuss the integration 
of blockchain technology in a fog-based 
architecture for IIoT. Besides the many 
advantages that can be offered, such 
as reduced latency, availability, and 
increased security, several opportunities 
and also challenges have been identified 
for this type of architecture.

Automatization of manufactur-
ing processes mandate high levels of 
security, privacy, accountability, and 
verifiability. Research in such account-
able and dependable manufacturing is 
structured into three layers related to 
blockchain’s inherent, scenario-driven, 
and socio-economic challenges. 

In “Real-Time Systems Implications 
in the Blockchain-Based Vertical Inte-
gration of Industry 4.0,” Garrocho et al. 
analyze a real scenario via a proof of 
concept in a blockchain-based, indus-
trial process automatization sys-
tem and showed several limitations 
regarding time, variation, and loss of 
blocks, which is unacceptable due to 
the high reliability requirements in 
this type of settings. If blockchain is 
better suited for applications to sup-
port auditing and the implementa-
tion of business/process roles will be 
looked at in future studies.

A l i et a l. propose t h ree block-
chain-based, peer-to-peer energy trad-
ing models in “Cyberphysical Block-
chain-Enabled Peer-to-Peer Energy 
Trading.” They explain how the usage 
of blockchain technology can over-
come several technical challenges 
and market barriers. For instance, the 
blockchain-based approaches avoid 
single point of failure, support het-
erogeneity, increase trust between 
trustless parties, and allow payments 
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via cryptocurrencies or energy coins 
instead of bank/Visa transactions. 
Still, several open issues are identified.

In “Blockchains for Transactive 
Energy Systems: Opportunities, Chal-
lenges, and Approaches,” Eisele et al. 
present a blockchain-based transactive 
energy system (TRANSAX). By defin-
ing external solvers in the consensus 
algorithm, constrained prosumer IoT 
devices can also participate in the mar-
ket and a high reliability is obtained. 
Privacy is enabled due to the use of 
tradeable and mixable energy assets.

Considerable research is being 
directed toward concrete, ded-
icated blockchain-based appli-

cations, each solving particular issues 
present in its domain. It will be inter-
esting to see if generic solutions can be 
proposed in the future, applicable to a 
multitude of application domains with 
only small adaptations. 
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