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Abstract—The unmanned aircraft systems (UAS) are com-
monly used for aerial photography, express delivery for packets
or video monitoring. The UAS technology can help responding
to the growing demands of the frequency monitoring by national
radiocommunication authorities (NRAs). This article presents a
practical usage trial of an unmanned aircraft for monitoring
the spectrum usage and finding the interference location. The
monitoring of spectrum usage is one part of the NRAs’ process for
guarantee user compliance with radio license conditions. Finding
illegal or malfunctioning transmitters is a challenging task
especially in urban environment, due to multi-path propagation
conditions. This study focuses on practical assessment of the
method for determining accurate location of radio frequency
interference sources from the buildings using the UAS technology.
The practicability of the UAS technology usage in spectrum
monitoring activities was under the evaluation. This study showed
promising results that UAS with the measurement equipment
setup suits NRAs’ as a tool for mobile monitoring on the air.

Index Terms—Field trials, RF Interference Measurements,
Spectrum monitoring, Unmanned Aircraft System, Unmanned
Aerial Vehicle

I. INTRODUCTION

This paper depicts and assesses an interference measure-
ment method for wireless networks. Wireless systems use
electromagnetic waves, mainly radio waves, to transmit data
over the transmission channel. The predictions of wireless
communications especially in mobile communications shows
that the amount of traffic will grow globally [1]. The emerging
mobile communication system called 5G will serve several
types of end users and offers services in new frequency
bands [2]. One of the new types of communication of 5G is
machine type communications, i.e. when intelligent machines
are utilizing mobile broadband or upcoming 5G massive ma-
chine type (5G-mMTC) services. The interference-free radio
communication and the efficient use of radio spectrum is
essential to all radio systems. The radio spectrum is eco-
nomically remarkable resource for nations itself. International
and national regulation are needed to oversee and control
the use of these resources. Radio frequencies are allocated
to radiocommunication services (e.g. mobile service, fixed
service, various satellite services, scientific use etc.). The
Ministry of Transport and Communications is responsible
for frequency policy in Finland. The Finnish Transport and
Communications Agency Traficom works under the Ministry

of Transport and Communications. Traficom grants radio li-
censes, guides and supervises the use of radio frequencies. The
Finnish frequency regulation, so called The National Table
of Frequency Allocations, covers frequency range between
8.3 kHz - 400 GHz [3].

Radio frequency systems are vulnerable and susceptible
to interference. When radio frequencies are used without
approval or outside the legal and regulatory conditions it could
cause interference. Radio devices can cause disturbances to
each other if they operate in the same geographical area
and utilize the same frequency range. They can interfere,
decrease capacity or quality of the transmission. The frequency
regulation is aiming to create the good conditions for wireless
systems, but there are still problems to be solved. Many
phenomena can cause radio frequency inferences like radio
equipment itself or other electric devices (such as LED lights)
or the phenomena of nature (Aurora Borealis, harsh wind
conditions and so on). Faulty systems, even receiver systems
may cause interference. Traficom guides and monitors the
usage of radio frequencies but also solves radio frequency
interference cases. They perform additional measurements for
finding interference sources. National Regulatory Authorities
get massive amount of announcements on problems related
to the use of radiocommunication systems. In the year 2014
FICORA (Traficom since 1.1.2019) [4] has cleared up to 120
radio disturbances. Most of these disturbances were originating
from domestic TV-antenna amplifiers. Almost 15 percent of
the cases were due to malfunctioning electronics. These types
of radio interferences cause a need for field measurement
work for NRAs. 41 The European Conference of Postal
and Telecommunications Administrations (CEPT) countries
reported 21.527 interference cases in the year 2017 [5]. The
most common sources of interference were public mobile
networks, illegal radio devices and electric appliances. In most
cases the interference source was unknown.

The radio frequency monitoring for solving interference
cases has been conducted by mobile RF measurement setup
which is build in a car. There is also a need for hand-held setup
when performing RF measurements by walking. These are
useful methods, however, the new UAS technology is suitable
for professional operation to support existing methods. The
interest to use of UAS technology as a part of frequency



monitoring is increasing in many countries. There can be many
benefits for using UAS in frequency monitoring. The UAS
technology brings new possibilities to perform monitoring
in hard-to-reach places. It is seen that usage of UAS could
increase the efficiency of frequency monitoring (e.g. less time
spent at the field). This study evaluates the practicability of the
UAS technology in spectrum monitoring activities. The study
describes one measurement method for spectrum monitoring
measurements with UAS.

The Section I introduces a background and a need for inter-
ference measurement. The related work is described in Section
II. The measurement setup with measurement environment and
equipment are presented in Section III. The results are shown
in Section V. The conclusions are drawn and future work is
discussed in Section VI.

II. RELATED WORK

The monitoring of spectrum usage is needed to guarantee
user compliance with license conditions. Authorities perform
monitoring with fixed, remote and mobile monitoring stations.
All of these methods are also helpful to identify sources
of interference and locating legal and illegal transmitters.
Determining the location of interference source with Radio
Direction-Finding (RDF) method is typically based on the
mobile monitoring stations [6]. The mobile monitoring station
is built in the car. It includes radio receivers, spectrum analy-
sers, amplifiers, direction-finding equipment and a directional
antenna. Adjustable antenna mast structure is also needed in
the mobile monitoring station to increase the received signal
level.

The receiving antenna is an essential component of the mon-
itoring station to receive radio waves. Antenna type must be
selected according to requirements for the frequency range and
the required need of directionality. The overall spectrum scans
on the surrounding environment are usually performed with
omni-directional antennas. When there is a need to identify
the direction of the interference source, the antenna must have
high directivity in the certain direction. Due to directivity the
power radiated from other directions are negligible.

A spectrum analyser is used to make interference mea-
surement. It is used to analyse the content of spectrum.
RF frequency range, resolution and sensitivity are important
characteristics of the spectrum analyser.

In the RDF method directional antenna is rotated to measure
the signal strength of the interfering signal as a function of the
direction. When measurements are repeated in the different
locations, the direction of the most powerful signals can give
the exact location of the interference source. The use of
this method is problematic especially in urban environment
because of multi-path propagation. Signals can reflect from
high buildings and other obstacles in a way that the strongest
signal comes from the opposite direction than the original
interference source location.

One solution to tackle these challenges is to perform
measurements in line-of-sight environment with using the
unmanned aircraft system (UAS). Duthoid et al. [3] introduced

the in-situ antenna characterization measurements of X-band
at 9.8GHz [7]. Garc et al. [8] introduced antenna array mea-
surements in near field with UAS. Heikkilä et al. [9] presents
study of the usage of UASs for site survey and antenna pattern
measurements in-situ in mobile networks. These references
showed the usability of UAS in the site survey measurements.
When UAS is used in RDF measurement, the unwanted impact
of the reflections can be reduced by executing RF measure-
ments up above the roof tops. This can be implemented by
fastening the spectrum analyser and measurement antenna to
UAS. The drone with the measurement setup can fly over
different terrain obstacles.

National authorities in many countries are interested in
using UAS for example in performing radio frequency inter-
ference (RFI) measurements or the localisation of jamming
sources. The National Frequencies Agency of France (ANFR)
[10] has considered benefits, constraints and the regulatory
framework of using UAS in spectrum monitoring. ANFR have
performed the experiments of site survey and electromagnetic
field measurements with UAS. They were interested in the
UASs ability to perform RFI measurements in hard-to-reach
places.

III. MEASUREMENT SETUP

The study was performed in the suburban environment
of Ylivieska, Finland. A four floor flat was selected for
measurement location (Fig. 1.). The interference source was
located on the fourth floor of the building (Fig. 2.).

The measurement setup describes the components used in
the reference measurements on the ground and in the air (Table
I) measurements.

A. Source of interference

The inference sources are varying case by case, but some
typical sources are malfunctioning electronic devices. For this
reason wireless microphone AKG HT 40 MiniPro was selected
as an interference source. The transmission frequency of the
microphone was 864.850 MHz and the transmission power
was 10 mW.

B. Unmanned Aircraft System

The commercial Unmanned Aerial Vehicle (UAV) DJI S900
Speading Wings was used in the study. It has suitable per-
formance for this type of operation. It has enough payload
capacity to carry measurement setup. The size of the UAV
is following: diagonal wheelbase 900 mm and total height
730 mm. In some case the battery lifetime is limiting the



Figure 1. The aerial picture of the measurement environment. The RF source
is marked with yellow, measurement location with blue circle and flying route
for preameasurement with blue line. The locations of a triangle measurement
are marked with red circles.

Figure 2. The RF source is located inside to the floor of building. The source
is marked with yellow circles.

measurement time. In this interference measurement trial,
flight operations durations were approximately 15 minutes.

The aviation regulation of UAS operation is taken care
of during the trial. At the moment, UAS regulation varies
between different countries [11]. This trial was performed in
Finland according to existing Finnish Transport Safety Agency
(Trafi) regulations [12].

UAV flights were performed in manual control. The UAS
setup used in measurement is depicted in Figure 3. The ground
stations were used for the flight and payload monitoring. The
telemetry module of UAV was connected to the ground station.
One 360◦camera was for flight and measurement monitoring
purposes.

C. Test Devices

When test devices are planned for UAS measurement, the
size and weight limitations have to be taken into account.

Figure 3. UAS Measurement setup in use.

Hand-held Aaronia Spectran HF-6105 was the spectrum anal-
yser used in the measurement. It is suitable for measurements
with UAS because of small size and low weight to minimize
the take-off weight of UAS DJI S900. Frequency range is from
1 MHz to 9.4 GHz, thus it can be used in all kinds of monitor-
ing measurements on various frequency ranges. Aaronia MCS
Spectrum Analyser Software was used to the real-time remote
control of measurements. In this trial, Aaronia HyperLOG
60100 directional logarithmic-periodic antenna was used, it
covers frequency range from 680 MHz to 10 GHz.

IV. MEASUREMENT METHOD

When authority gets an announcement of RF interference
suspicion, the authority needs to find this RF interference
source for elimination. The authority analyses the interference
according to the announcement and performs spectrum mea-
surements. The target is to locate the source of interference
as accurately as possible. The normal procedure is to find
interference with scanning larger area to find the building and
the direction were the RF signal is originating. This approach
was the starting point to develop interference locating process.
The determining process of the RF interference source had
two phases. The first phase was premeasurement with the
approximate scanning of the environment. The premeasure-
ment is described in the sub-section A. The second phase
focuses on the measurement of the accurate location of the
RF interference (described on the sub-section B). The accurate
location determination phase was performed with UAS in
the air and manually on the ground level. The ground level
measurement (sub-section C) was a reference method for UAS
measurement.

The same spectrum analyzer and the log antenna were used
as a measurement system determining the power of an inter-
fering signal in all measurements. On the air measurements
the antenna, spectrum analyser and mini-pc were mounted at
UAS. During the premeasurement scanning, radio spectrum
power level is measured. Radio spectrum power level received
by the antenna of a measurement system is referred to as
background noise floor level. This noise floor level includes
RF power from natural sources but also radiated interference



from radio transmitters of a different kind of communications
networks and individual transmitters. The increased level of
the noise floor on a given frequency range can reveal the
location or existence of RF interference. The important is
to define measurement parameters according to interference
source frequency and power level. Parameters were defined
in premeasurement. Measurement parameters are in the table
II. Measurement results were collected in the log file. The
waterfall view was used during the measurement to real time
monitoring.

A. Premeasurement

When locating unknown RFI, the direction and polarization
are not known and in some cases not even the frequency.
The target of the premeasurements were to locate roughly
where the RF source was placed. The premeasurements started
with a triangle measurements at ground level, which is nor-
mal situation. The measurement setup was installed in three
different locations (Fig. 1) and similar measurements were
performed in all these locations. The measurement as done
by scanning the receiving antenna in all directions. Based
on these premeasurements, the study continued with inflight
measurements with drone. The premeasurement revealed that
vertical polarization was a dominating polarity for RF source.
Based on this obsevations, the vertical polarization was used
in all measurements.

The height of the flight was 15 meters, that is over the roof
top level of surrounding buildings of the area where RF source
was located. The RF source was located on a certain building.
The first premeasurement flight was performed around the
suspicion area. During the flight, the measurement antenna was
pointing towards surrounding buildings. The UAS monitoring
system was flown around the building to determine in which
part of the building the RF noise was initiating. The flying
route is shown in figure 1. The waterfall view of the rotation
measurement clearly showed that RF transmitter was located
on the “south” side of the building. The next phase of premea-
surement was performed on the south side of the building to
scan the direction of the RF source between the two buildings.
The UAS was turned around in one position with the same
height and in the same coordinate so that antenna was scanning
360 degrees. This measurement gave the measurement location
for reference measurements and vertical scanning.

Figure 4. Yellow lines show flying heights of vertical scan measurement.

B. Vertical Scan of the Building with the UAS

The vertical scan measurement was performed in the geo-
location that was defined in the premeasurement phase. This
location was approximately at 45 meters distance from the
building. During the measurement, only the height of mea-
surement is changing. The UAS was scanning the building
from ground to top by hovering at the height of each floor
25 seconds and then it moved to the next floor. Measurement
was started from the second floor with height of 6 meters.
Measurement were repeated from the third at 9 meters and
the fourth at 12 meters and finally over the roof top level of
the building at 16 meters (figure 4).

C. Reference Measurement on the Ground

Reference measurements were performed at 45 meters dis-
tance from the RF source on the ground level. This measure-
ment location was determined on premeasurements having the
strongest direction on the RF signal. The measurement antenna
was pointed towards different floors to find out on which
floor RF signal source was located (figure 5). The antenna
was pointed towards different floors the same 25 seconds
measurement time as was used in UAS measurement.

V. RESULTS

The aim of the study was to clarify whether there are
differences in the capability of finding the interference source
from the ground or air. In this case the results of reference
measurement on the ground level with the results of mea-
surements on the air were compared. The comparisons are
performed using the numerical values as well as the visual
waterfall format. The waterfall view of the spectrum analyser
was used for visual comparison because it gives the good
indication of time-based signals. The waterfall view is a way to
show measurement data as a heat map in frequency (x-axis)
and time (y-axis) domain. It also makes easier to compare
instantaneously changes on the signal level during the whole
measurement.



Figure 5. Yellow lines show direction of receiving antenna at the reference
measurement.

Figure 6 presents the waterfall view of the reference ground
level measurement. The red lines are added to waterfall view to
clarify change in the antenna direction. The red line shows on
which floor antenna is pointed. Measurement starts from the
lowest red line when the measurement antenna is pointed out
towards the first floor. The second red line is correspondingly
showing were measurement starts toward second floor. The
waterfall view does not clearly reveal the location of the RF
source.

Table III shows the average values of the signal strength
measurement on the ground. Results are analysed in boxplots
(Figure 7 and 9). The box presents the interquartile range
(IQR) between 25 and 75 percentile. The median (black line)
and mean (orange dot) values are marked inside the box. The
end of whiskers shows the minimum and maximum values,
outliers are marked with asterisks. The highest signal level -
60.8 dBm was measured above the building even the signal
source was located on the fourth floor. The lowest signal level
was measured from the ground floor -63.9 dBm. The variation
between signal levels was 3.1 dB.

Changes on the signal level in the UAS measurement is
shown in Figure 8. Red lines are added in this waterfall view
similarly than to reference measurement waterfall view. In this
case UAS transition between floors and time are marked with
red lines as well as periods when UAS has hovered for the
actual measurement. The waterfall view shows clearly that
RF source is located between 9 and 15 meters. Average and
variation of results from the stable measurement periods are
gathered to Table IV and figure 9. These are average values of
results on each measurement height. The lowest value -58.76
dBm is over the building. The highest signal level -53.49 dBm
was founded at the fourth floor where the signal source was.
The variation between signal levels was 5.3 dB.

Comparison between reference measurement on the ground
and UAS measurement revealed that location of the signal
source can be determined more accurately with UAS. When

Figure 6. Waterfall view of results measured from the ground level

Figure 7. The boxplot figure of the ground measurement

the target is to locate RF signal from the high build, the ma-
terials of the building will attenuate the signal. All structures
like floors, roofs, walls and windows affect the RF signal. The
metal balcony and railing most probably attenuated RF signal.
In the reference measurement the level of the measured RF
signal seemed to be almost the same in spite of which floor
the antenna was directed to. However slightly higher levels are
detected when the antenna is directed towards upper floors.

VI. CONCLUSION AND FUTURE WORK

In this study UAS was used in two phases to locate RF
source which simulated RF inference. The UAS equipped
with a suitable spectrum analyzer and antenna scanned four
floor flat on all sides to determine the building side were
RF source was located. Thereafter, in the second phase, the
UAS with RF measurement setup was used to the vertical
scan of building to find the strongest radiation direction. The
second phase measurement results from ground based and
UAS based measurements were compared. The comparison
revealed that the new UAS based measurement method was
able to determine the location of the RS source more accu-
rately than existing methods. With four floor building, it was



Figure 8. Waterfall view of results measured from the aerial measurement

Figure 9. The boxplot figure of the aerial measurement

able to determine the floor of the RF source with accuracy
of two floors from observing the waterfall results and to the
accurate floor if we trust (allow 3dB diffrerence to distinguish
between floors) the measurement results in Table IV. Based
only on the ground floor measurements it was impossible to
determine the height of RF source. This study showed that
using UAS for determining the location of interference has
benefits. The height and the floor of the interfering device can
be defined much more accurately and quickly compared to
existing methods (hand-held devices and monitoring van).

The conclusion is that UAS with RF measurement setup
suits national authorities as a tool for airborne mobile monitor-
ing. UAS can help locating the direction of the most powerful
signals of the interference source. The use of UAS could be
useful especially in the challenging urban environment. Future
studies will focus on further development the measurement and

visualization of the UAS usage in the RF measurements , e.g.
look at the effect of increasing directivity (antenna selections)
and the assessment of performance in triangulation (radio
direction finding). A 3D visualization of the measurement
results is important during the analyzing phase. There is also
a need to develop automated measurement methods since
there will be more and more competitive wireless systems.
This will challenge interference-free spectrum usage and this
will require more monitoring activities in the field. A further
notion on this type of technology is the possibility to use
it on real time network planning by network operators of
e.g. 5G networks where nomadic or mobile network elements
are foreseen as well as proactive mobility management by
identifying user service gaps or ”holes” in the network.
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