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Abstract

In the last few years Social Login was introduced, as a solution for the need to remember a large
quantity of user id's composed of username and password to connect Websites. Social Login of-
fers an easy connection to various Websites, providing the visitors the option to register or sign-in
using any of their preferred social network accounts such as Facebook, Twitter, Google+,
LinkedIn and other.

This research examines the factors that affect user registration through Social Login, and the
readiness to use Social Login. Using a questionnaire which was responded by 101 Internet users,
where 86 of them were already aware of the Social Login option, five major factors were found:
Privacy, Security, Familiarity, Convenience and Ease of use. Privacy and Security were found as
inhibitor factors, while Familiarity and Convenience were found as encouragers. Ease of use was
not found as a predictive factor.

Keywords: Social Login, Social Sign-on, Social Networks, Single Sign-On.

Introduction

An increasing number of Websites demand authentication by user id, which is composed of a
username and a password. Each Website requires a different format for the password (length,
structure, digits, letters and other characters, etc.) Moreover, because of the existing threats over
the Internet, most of these Websites require changing the password once in a time, obviously at
different periods, and they demand not to repeat past used passwords. According to a research
performed by Florencio and Herley (2007), the average Internet user had, in 2007, about twenty
five different accounts requiring a password, and typed approximately eight passwords per day
for different systems. These require-
ments make it difficult for individuals to
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manage and remember all their user-
names and passwords, which lead to
"password fatigue" (Wikipedia, 2013).
All these are reasons for the users to
define easy to guess passwords, thus
converting the passwords to insecure
(Corella, 2012). Furthermore, when reg-
istering for a new Website, the user has
to perform a registration process, which
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creates user friction. The user must spend time and effort filling in the required details, which
cause a large number of users drop-out in Web registration process (Goings & Abel, 2013; Mal-
heiros & Preibusch, 2013), or give incorrect data (Goings & Abel, 2013).

In enterprises, where multiple systems are used, the same problem emerged, and users needed to
manage a quantity of passwords. This problem was resolved using the Single Sign-On (SSO)
platform which provides authentication and confirmation infrastructure of the user (Singh & Pais,
2009). The SSO is a process where the users need to authenticate only once and they gain access
to multiple resources, reducing the number of logins and passwords in heterogeneous environ-
ments, which can be centrally managed in the enterprise. The same concept was further devel-
oped for individual users of the Internet, taking into account the fact that millions of Web users
are members of social networks, which need authentication for access. The idea is to use the login
data for the social network in order to connect to relying party Websites (Sun & Beznosov, 2012),
so the passwords have to be remembered for fewer sites. This method is called "the Social Login"
(SL), a term which was coined by the Janrain company (Goings & Abel, 2013). The relying party
is granted limited access to the user's account at the social network and can thus identify the user
and obtain identity-related data; it can also issue updates on behalf of the user, which is an impor-
tant benefit for some relying parties. The registration requirement means that the relying party
can only use as identity providers those social networks that it knows of and has gone to the trou-
ble of registering with (Corella, 2012).

Over the past few years, a continuous growing number of Websites implanted the option to con-
nect via one or more social networks and encourage the users the register through Facebook,
Twitter, Google+ or other social networks. Till 2011, more than two million Websites have em-
braced the Social Login platform of Facebook, and 15% of the top 10,000 most popular sites
adopted it (Kontaxis, Polychronakis, & Markatos, 2012). Figure 1 is an example of a login screen,
in which the user can decide if using a regular account, with a specific username and password
for this Website, or a Social Login through one of the social networks.

s Na!
Sign in Sign in with
J—
Email Address f Facebook
Forgot Your Password 7 g GOO'Q'E""

Don't have an account? Create Onel

Figure 1: Example of Login screen with Social Login

This paper explores the attitude of the individual users of the Internet, who are familiar with the
Social Login option, toward the use of such authentication method. The factors which encourage
or inhibit the users to activate the social login apparatus are examined.

The paper includes theoretical background explaining the different login methods, the research
questions and used methodology, the findings, discussion and conclusions.
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Theoretical Background

Login Methods

There are several kinds of centralized login methods, in order to diminish the need to manage a
large number of usernames and passwords.

1. Password managers are applications which help Web users to organize their online user-
names and passwords (Mulligan & Elbirt, 2005). Password managers can reduce a user's
memory burden, as they need to remember only one master username and password; however
this does not prevent the need for usernames and passwords for each different Website, and
the need to change the passwords periodically.

2. Single Sign-On (SSO). In a single sign-on platform, the user performs a single initial sign-on
to an identity provider that contains the user information, which confirms the existence of the
user in the system. Each time the user wants to access an application, the mechanism auto-
matically verifies that the user is properly authenticated by the identity provider, without re-
quiring any direct user interaction. Single sign-on solutions eliminate the need for users to re-
peatedly prove their identities to different applications and hold different credentials for each
application (David, Nascimento, & Tonicelli, 2011). SSO helps to improve user's and devel-
oper's productivity by avoiding the user to remember numerous passwords and also reduce
the amount of time the user spends on typing various login passwords. SSO also simplifies
the administration, by managing single credentials instead of multiple credentials. It makes
easy to manage the rights of a user arriving, changing function in or leaving the company, to
quickly integrate added applications, delegate access rights during holidays without increas-
ing the helpdesk's workload. (Radha & Hitha Reddy, 2012).

3. Web-based Single Sign-On (WSSO) is an Internet use oriented expansion of the SSO plat-
form. This mechanism is meant to address the root causes of the site-centric Web. A WSSO
system separates the role of the identity provider from that of the relying party. An identity
provider collects user identity information and authenticates users, while the relying party re-
lies on the authenticated identity to make user authorization decisions. The main goal of
WSSO is to allow users to connect from one account to a number of Websites. Using WSSO,
the users have fewer passwords to remember, are less demanding to enter their authentication
information and the Website content providers are free from the need to implant, maintain
and secure accounts on the Website itself (Waters, 2012).

Social networks, such as Facebook (Facebook, 2013) and Twitter (Twitter, 2012), developed the
possibility to allow users to register and login to different third party Websites using a single ac-
count, based on their social networking identification. These third party sites request users to au-
thorize specific Web applications or APIs, to access and control part of their social profile. This
type of interaction enables third-party sites to authenticate users based on their Facebook, Twitter,
Google+ or other social networks' identities. In addition, such sites may add a social dimension to
the browsing experience by encouraging users to “like,” share, or comment on certain content
using their social network capacity.

There are several models of logins implemented in social networks; the most common are OAuth
and OpenlD.

4. OAuth — a protocol published in 2010, is an authentication protocol that allows the user to
access third party applications, such as Websites and processes that run on browsers, mobile
or oriented devices without sharing the user identity or information. In order to use OAuth as
WSSO, the social network keeps the user identity information and authenticates them, while
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the third party Website works as a relying party that relies on the user authenticated identity
to authorize the user and to personally customize the user experience (Leiba, 2012).

The OAuth 2.0 authorization protocol, published in October 2012, is an evolution of OAuth
which standardizes the delegated authorization on the Web. Facebook's Social Login plat-
form, known as Facebook Connect (Facebook, 2013) is based on the OAuth 2.0 protocol that
allows third party sites to authenticate users by gaining access to their Facebook identity.
Other popular social networks such as Google+ and Twitter use this protocol as well in order
to enhance the user experience of social sign-on and social sharing. The intermediary authori-
zation code can be potentially leaked during the transmission, which then may lead to its
abuse (Yang & Manoharan, 2013). Researches argue that OAuth 2.0 is too simple to be com-
pletely secured; it is designed without cryptographic protection, such as encryption and digi-
tal signature. The lack of encryption in the protocol requires the relied parties to employ some
kind of security method, but many Websites do not follow this practice (Sun & Beznosov,
2012).

OpenlD is a different protocol that allows a user-centric authorization (Bellamy-MclIntyre,
Luterroth & Weber, 2011). The user selects the preferred identity provider from a variety of
services that had been offered through OpenlD. The singularity of OpenlD is that the identity
provider does not require any prior relationship with the Website or Web service for which it
is providing the authentication. OpenlD is a decentralized authentication protocol.

The Adoption of the Social Login

Web-based single sign-on schemes are being deployed by more and more commercial Websites
to safeguard many Web resources (Thierer, 2011).

The Social Login mechanism allows various features and benefits, both for the user and the Web-
sites' owners, but also has some barriers for adoption.

Benefits:

1.

Single user-id for many services — The Social Login removes the users need to identify their
identity in every application used. Therefore, the user doesn't need to remember different
usernames and password combinations (Chadwick, Inman, Siu, & Ferdous, 2011).

The user establishes one connection to a reliable identity provider via a social network. Sub-
sequently, each time the user would like to access an application he will be recognized as au-
thenticated by the identity provider without the user intervention (Chadwick et al., 2011).

The use of a single user id for many services releases time and cognitive effort from users,
and therefore avoiding "password fatigue" (Wikipedia, 2013). Thus, they can define a unique
but complicated password, which will transform the applications use better protected and safe
(Wang, Chen, & Wang, 2012).

A well-built Social Login lowers significantly the need for frequent maintenance of an au-
thentication infrastructure for site owners. Gradually, Social Login reduces the site owner
costs and increases the security level of the site (Wang, Chen, & Wang, 2012).

Barriers:

1.
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Privacy — There is concern that identity providers may collect personal and sensitive informa-
tion about the user by connecting many relying parties. Social Login usage statistics (Kon-
taxis et al., 2012) show that more than 250 million people might not fully realize the privacy
implications. Certain Websites do not offer even the minimum of their functionality unless
users meet their demands for information and social interaction. At the same time, in a large
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number of cases, it is unclear why these sites require all that personal information for their
purposes.

2. Loss of anonymity — Simple operation such as connecting to a third party using an identity
provider endangers the user's anonymous surfing, due to the fact that the social network user
id usually contains personal information about the identity, and among others his real name
(Kontaxis et al., 2012).

3. Security threats — Wang, Chen, and Wang, (2012) discovered eight serious logic flaws in
high-profile id providers and relying party Websites, such as OpenlD (including Google ID
and Pay Pal Access), Facebook, Jan Rain, Freelancer, Farm Ville, Sears.com, etc. Every flaw
allows an attacker to sign in as the victim user. They reported their findings to the affected
companies, who fixed them. Their study shows that the overall security quality of SSO de-
ployments seems to be worrisome. One major problem in using these Social networks for
SSO is that they perform little or no authentication of their users’ identities at registration
time, another major problem is that some of these sites have very weak password policies, so
it is relatively easy to masquerade as the site’s user (Chadwick et al., 2011).

Sun, Pospisil, Muslukhov, Dindar, Hawkey, and Beznosov (2011) conducted a research to exam-
ine the users' adoption of the Openld protocol. They found that the participants had several be-
haviors, concerns, and misconceptions that hinder the OpenID adoption process: (1) their existing
password management strategies reduce the perceived usefulness of SSO; (2) they expressed con-
cerns with single-point-of-failure related issues; (3) they were concerned about the possibility that
credentials will be given to the content providers; (4) many were hesitant to consent to the release
of their personal information; and (5) many expressed concern with the use of OpenlD on Web-
sites that contain valuable personal information or, conversely, are not trust-worthy. Sun et al.
(2011, 2013) conducted two lab-experiments (first an exploratory one with 9 participants (2011)
and then a second one with 35 participants and a post-session questionnaire (2013)), in order to
define the problems and consequently define a better user interface to diminish the users mental's
model gap regarding WSSO. They identified some intrinsic variables that could be improved by
the design of a WSSO system and some extrinsic variables that are difficult to resolve with tech-
nology. The intrinsic variables they found include perceived (1) ease of use and (2) risk percep-
tion. The extrinsic variables they found were (1) use of existing password managers on the com-
puter; (2) experience; (3) value of personal information, and (4) a single point of failure concern.

The risk perception can be disassembled into Security and Privacy concerns. The use of existing
password managers on the computer can be also called Convenience, because people do not want
to remember many different passwords. The experience variable can be also called Familiarity
with the mechanism. The concern of exposing valuable personal information is a risk concern of
Privacy and the single point of failure concern is a Security issue.

Figure 2 shows a sample of the Social Login connection to a relied Website using the LinkedIn
connection. As can be seen, the Website requires permission to access the user's full profile and
email address, without explaining the consequences of such permission.
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{MNot you?)

would like to access some of your
LinkedIn info:

$ YOURFULL PROFILE
Full profile including experience, education, skills, and
recommendations

YOUR EMAIL ADDRESS
The primary email address you use for your Linkedin
account

Sign in to LinkedIn and allow access:

Join Linkedin Forgot your password?

Allow access Linked i’ﬁ

Al Applications can be found in your zettingz

Terms of Service | Privacy Policy

Figure 2: Example of access to a relied Website screen using LinkedIn Social Login

Research Questions

The aim of the research is to find the factors which encourage or inhibits the individual Internet
users to employ the Social Login apparatus. Users’ perspectives on WSSO have not been thor-
oughly investigated (Sun, Pospisil, Muslukhov, Dindar, Hawkey & Beznosov, 2013). According
to the benefits and barriers for the adoption of WSSO and Social Logins found in the literature
review, Familiarity, Convenience, Ease of use, Security and Privacy concerns where the factors
examined in this research.

Familiarity — When people are familiar with a method, they tend to use it. Familiarity gives rise
to trust (Gefen, 2000), which is essential to adopt a new technology. The Social Login is a new
mechanism, which is still not enough known to Internet users (Chadwick et al., 2011). This factor
fits the experience variable in Sun et al. research (2013).

Convenience — Remembering usernames and passwords, changing them once in a time, is a diffi-
culty for most of the Internet users, especially because individual's attention is limited (Davenport
& Beck, 2001). This factor fits the fact that people use existing computer based password manag-
ers with weak and reused passwords, because it is difficult to remember many different pass-
words (Sun et al., 2013).

Ease of Use — The use of a computerized mechanism which is not trivial to ordinary users may
slow down its adoption. Any system that is adopted for Social Login must be very easy to use
otherwise users will soon get frustrated and lose interest (Sun et al., 2013, Chadwick et al., 2011)

Privacy — Signing on to a relying party using the social network identity, which, in most of the
cases, contains the real name, sacrifices the anonymity of the user, and therefore its privacy (Kon-
taxis et al., 2012). Using this information, the site can get access to the user's personal data, and
reveal demographic information, get access to their friends through the social network, etc. Users
are concerned about losing their privacy (Sun et al., 2013).

Security — Security threats in surfing the Internet are increasing. When a large number of applica-
tions and Websites receive credentials to access user profiles, this data may be subject to loss,
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theft or accidental leakage (Kontaxis et al., 2012), and even to web-based attacks (Bansal, Bhar-
gavan, & Maffeis, 2012). The security of a SSO solution critically depends on several assump-
tions such as trust relationship amongst the involved parties and security mechanisms like the
secure transport protocols used to exchange messages. Many security recommendations that are
available are useful in avoiding the most common security pitfalls but are of little help (Kaur &
Bansal, 2013). Users do not understand all security issues regarding passwords and authentication
(being comfortable with weak or reused passwords, for example), and have some misconceptions
about security, but they are generally concerned about security issues (Sun et al., 2013).

RQ1 — At what extent the various factors introduced encourage or inhibit the use of Social
Login?

H1 — Familiarity, convenience and ease of use will encourage users to sign in with the Social
Login mechanism, while security and privacy will inhibit its use.

RQ2 — Are the individuals who participate in many social networks more receptive to use Social
Login apparatus? Do the introduced factors influence differently on those individuals?

Membership in a social network is, obviously, the essential requirement in order to use Social
Login. There are individuals who join more than one social network. These individuals are intro-
duced to the Social Login apparatus through all the social networks they joined.

H2 — Individual who participates in more different social networks will be more affected by the
beneficing factors and less affected by the inhibiting factors. Furthermore, they will be more re-
cumbent in using the Social Login apparatus

RQ3 — Are those individuals who actually use the Social Login apparatus influenced by the in-
troduced factors differently than those individuals that do not use the Social Login mechanism?

H3 — Individuals who actually use the Social Login will be more impacted by the beneficing fac-
tors and less by the inhibiting factors. Moreover, they will desire that the Social Login mecha-
nism will be spread over the Internet and useful in more Websites.

Methodology

This research is based on data collected using a questionnaire that measured the attitude toward
login to Websites using Social Login services. The survey included questions measuring the par-
ticipants’ agreement with statements regarding their attitudes on a scale of 1 to 5 (very little ex-
tent, little extent, medium extent, high extent, very high extent).

Due to the requirement to be familiar with the Social Login apparatus, a snowball sample selec-
tion (Baltar & Brunet, 2012; Corbitt, Thanasankit, & Yi, 2003; Noy, 2008) was used, and eligible
participants were recruited via the social network Facebook. The Web survey, elaborated using
Google Drive, enabled keeping the anonymity of the participants.

There were 101 responses to the online survey, where 15 respondents did not know the Social
Login option, thus they didn't fill the attitudes' questions, and so they were omitted, leaving 86
records available.

The responses of 16 of the attitudes' questions were analyzed with factor analysis dimension re-
duction, using Varimax rotation, in order to find the factors affecting the Social Login adoption.
Reliability analysis, measured by Cronbach’s alpha was performed for those questions belonging
to the same factors. The factors that were computed are:

Ease of use (E), Familiarity (F) and Convenience (C) — The higher the mean, the higher the re-
spondents think Social Login is useful.
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Security (S) and Privacy (P) — The higher the mean, the higher the respondents are afraid of secu-
rity and privacy issues.

Correlations among the factors were conducted, in order to find the relation between them.

Further, correlations were computed, between the factors and the responses to three other ques-
tions:

(1) The actual usage of Social Login by the respondent.

(2) The number of social networks the user is subscribed to.

(3) The extent the user thinks that Social Login shall be implemented in all Websites demanding
login.

The purpose of these correlations was to find the effect of each factor to the willingness to use the
Social Login mechanism.

Results
The data were analyzed using IBM® SPSS® Statistics, version 20.

Table 1 summarizes the descriptive statistics of the 101 total participants in the survey and the 86
who were familiar with Social Login.

Table 1: Descriptive statistics of the survey participants

Total Social Login
n 101 86
Gender 53 male (52.5%) 49 male (57%);

48 female (47.5%)

37 female (43.0%)

Average age

26.56 (SD 5.89)
range 20-59

26.56 (SD 2.43)
range 20-48

Computer familiarity:
low

average

high

12 (11.9%)
43 (42.6%)
46 (45.5%)

6 (7.0%)
37 (43.0%)
43 (50.0%)

Internet use:

0-2 hours per day
3-5 hours per day
>5 hours per day

6 (5.9%)
44 (43.6%)
51 (50.5%)

4 (4.7%)
37 (43.0%)
45 (52.3%)

Use of sites which need

authentication:

none 1 (1%) 0

1 per day 6 (5.9%) 4 (4.7%)
2-5 per day 49 (48.5%) 40 (46.5%)
>5 per day 45 (44.6%) 42 (48.8%)
Use of Social Login:

never 24 (23.9%) 9 (10.5%)
very remotely 17 (16.8%) 17 (19.8%)
sometimes 32 (31.7%) 32 (37.2%)
mostly 21 (20.8%) 21 (24.4%)
always 7 (6.9%) 7 (8.1%)

Table 2 specifies the items constructing each factor, their mean and standard deviation, the con-
structs’ discriminant validity and. the reliability, with values ranging from .714 to .885. Consider-
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ing the small sample size (n=86), the values suggest that the construct measurement is reliable.
Principal component factor analysis with Varimax rotation was used to examine construct's dis-
criminant validity. As shown in table 2, the items loaded high (.486-.917) on their designated
constructs, and low (.000-.357), on the other constructs. Thus, there is a satisfactory level of con-
struct discriminant validity. (The appendix contains the items specifications).

Table 2: Reliability of the survey’s items

Rotated Component Matrix *

Item | Mea | SD | Privacy | Familiar- Ease of Conven- Security Cron-
n ity use ience bach’s
n=86 alpha
P-1 | 406 | 1.06 735 245
7
P-2 435 | 979 .821 222 279
P3 | 407 | 892 .663 337 301 0.885
P-4 | 366 | 1.14 486 204
4
P-5 | 324 | 1.12 577 273 357
7
P-6 | 384 | 1.12 563
6
P-7 3.45 1.17 .615 342
5
F-1 | 310 | 1.36 791 294
4 0.714
F2 | 294 | 1.37 .594 241 339
5
E-1 | 441 | 925 .865
E-2 | 45 | 778 917 0.801
C-1 | 352 | 144 318 211 .693
5 0.781
C-2 | 301 | 1.44 905
3
S-1 4.28 .849 234 298 .625
0.817
S22 | 322 | 107 355 .650
8
S3 | 328 | 1.21 210 341 613
4

* Extraction Method: Principal Component Analysis.
Rotation Method: Varimax with Kaiser Normalization.

Table 3 presents the mean and standard deviation of the five factors, as well as the Spearman’s
rho correlation coefficient between them.
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Table 3: Spearman’s rho correlations

Factor Privacy Familiarity Ease of Convenience Security
Use
Mean Correlation Correlation Correlation Correlation Correlation
(SD) coefficient coefficient coefficient coefficient coefficient
n=86 Sig. (2- Sig. (2-tailed) Sig. (2- Sig. (2-tailed) Sig. (2-
tailed) tailed) tailed
Privacy 3.81 1.000 666" 134 -635" 797"
(0.83) (.000) (:219) (.000) (.000)
Familiarity 3.02 -666" 1.000 315" 614" 737"
(1.21) (.000) (.003) (.000) (.000)
Ease of Use 4.45 134 315" 1.000 189 044
(0.78) (:219) (.003) (.082) (.687)
Convenience | 3,7 -635" 614" 189 1.000 -527"
(1.31) (.000) (.000) (.082) (.000)
Security 3.59 797" -737" 044 -527" 1.000
(0.91) (.000) (.000) (.687) (.000)

**_ Correlation is significant at the 0.01 level (2-tailed).

Table 4 presents the correlation between (1) the actual usage of Social Login of the respondent,
(2) the number of social networks the user is subscribed to, (3) the extent the user thinks that So-
cial Login shall be implemented in all Websites demanding login and the different factors.

Table 4: Spearman’s rho correlations to other variables

Privacy Familiarity | Ease of Use | Convenience Security
Correlation Correlation Correlation Correlation coef- Correlation
coefficient coefficient coefficient ficient coefficient
Sig. (2-tailed) Sig. (2-tailed) Sig. (2-tailed) Sig. (2-tailed) Sig. (2-tailed)
(1) actual SL -568" 617" .035 419”7 -613"
usage
(.000) (.000) (.747) (.000) (.000)
(2) num of sub- -314" 437" 160 297" -319"
scribed social
networks (.003) (.000) (.142) (.005) (.003)
(3) SL imple- -454” 472+ 067 404" -519”
mentation in all
Websites (.000) (.000) (.542) (.000) (.000)

**_ Correlation is significant at the 0.01 level (2-tailed).
*. Correlation is significant at the 0.05 level (2-tailed).

Table 5 presents the correlation between the three questions.
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Table 5: Spearman’s rho correlations between 3 variables

(1) actual SL usage (2) num of subscribed | (3) SL implementation in
social networks all Websites
Correlation coefficient Correlation coefficient Correlation coefficient
Sig. (2-tailed) Sig. (2-tailed) Sig. (2-tailed)
(1) actual SL 1,000 253° 350"
usage
(.019) (.001)
(2) num of ?“b‘ 253" 1.000 367"
scribed social
networks (.019) (.001)
(3) SL imple- 350" 367" 1,000
mentation in all
Websites (.001) (.001)

**_Correlation is significant at the 0.01 level (2-tailed).
*, Correlation is significant at the 0.05 level (2-tailed).

Table 6 compares the attitudes of the 60 participants who use Social Login, with those of the 26
who do not use it. The cutting point defined as 3. (There were only 2 participants who marked 3;
defining the cutting point as 4 revealed very similar results) .As can be seen in Table 6, there
were significant differences in the attitudes towards four factors: convenience, security, familiar-

ity and privacy; and no difference in the attitudes towards ease of use.

Table 6: Attitudes of users using SL or not towards the factors analyzed

Factors SL users |SL non users t-test sig.,2-tailed
(n=60) (n=26)
mean (SD) | mean (SD) | n=86, df=84
Convenience 3.68 (1.138) | 2.31 (1.175) 5.096 .000
Security 3.28(.799) | 431 (.717) -5.621 .000
Ease of Use 4.47 (.761) | 4.40 (.836) 386 .700
Familiarity 3.45(1.028) | 2.03 (1.009) 5.880 .000
Privacy 3.57 (.768) | 4.37 (.689) -4.565 .000
Discussion

The Social Login mechanism is fairly new, and it is gaining popularity both between the users
and the Website owners. Most of the researches which have been done about SSO in general and
about Social Login in particular, try to improve the algorithms and user interfaces of the mecha-
nism. The factors inhibiting and encouraging the users' adoption of the Social Login were less
studied.

The results of this research can be useful both to Websites owners and to social networks devel-
opers. The understanding of the Social Login apparatus, its characteristics and the public's atti-
tude to those characteristics can help deciding to which kinds of Websites it can be appropriate,
according to the target audience of the specific Website.
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The research was based on 101 respondents, who 85.1% were aware of Social Login, and 59.4%
already using it. According to the report of Abel (2012), 87% of online consumers are aware of
Social Login, with 52% already using it. In Abel's research, he also found that 65% agreed they’d
be more likely to return to a Website that automatically welcomes them through Social Login,
and 67% say site personalization (achieved by Social Login) is ‘highly attractive’.

Five factors were found, as shown in table 2, and analyzed: Privacy, Familiarity, Ease of use,
Convenience and Security. These factors fit and can be deduced also by elaborating the variables
found in the research of Sun et al. (2013).

According to the findings of this research (table 3), on the one hand, there was a positive correla-
tion between “Familiarity” and "Convenience", meaning that those who know the mechanism
also understand its benefits. On the other hand, there was a positive significant correlation be-
tween “Privacy”, and "Security", meaning that those who are aware of privacy issues are also
afraid of security threats resulting from the Social Login mechanism. There is a negative correla-
tion between the two groups. Maybe when the user knows and understands how the mechanism
works, he's more aware of its vulnerabilities. Sun et al. (2011) found that the users of the single
sign on used over the Web have an incorrect mental model regarding the information which is
passed to the relying Websites. Maybe the poor knowledge of the users about the way these pro-
tocols work is the reason for their enhanced fear of privacy loss and security risks. Actually, when
using Social Login, the user is authenticated, but the username and password are not supplied to
the relying Website. Moreover, surprisingly, they found that most users are 'comfortable’ with
weak or reused passwords. On the other hand, various studies (Bansal, Bhargavan, & Maffeis,
2012; Kaur & Bansal, 2013) found that the Social Login mechanisms are not secure yet. They
found some vulnerabilities, so the concern of the users about security is justified.

The "Ease of use" factor correlates only with "Familiarity". It can be explained by the fact that
when a person learns how to use an apparatus, it converts to an easy task. However, the simplicity
of the usage itself is not connected to the opinions of security, privacy or convenience. Most of
the respondents found the Social Login mechanism very easy to use (mean 4.45).

The extent of user logins to Websites through the Social Login is negatively correlated to the pri-
vacy and security issues, meaning that people who are most concerned about the threats and the
loss of privacy tend to diminish the use the Social Login mechanism. On the contrary, user logins
to Websites through Social Login has a positive correlation with familiarity and convenience,
meaning that people, who are familiar with the Social Login mechanism and feel that it's useful to
use it, tend to use it more frequently.

People who are subscribed to more social networks are more aware of the Social Login benefits,
but, on the other hand understand the threats of such mechanism, as can be seen in the appropriate
correlations (Tables 4 and 5).

Individuals who actually use Social Login in order to access into relying Websites, according to
table 6, are less inhibited by the security and privacy factors than those who do not use the
mechanism. Maybe their experience with the system and with the relying Websites they use
calms these inconveniences. On the other hand, they appreciate the familiarity and convenience
factor more than those who do not use it.

In this research 51% of the respondents agreed that Social Login should be offered on all Web-
sites demanding registration. Goings and Abel (2013) found that 88% think so. The extent the
user thinks that Social Login shall be implemented in all Websites demanding login, is negatively
correlated to privacy and security, and positive correlated to familiarity and convenience. The
Goings and Abel research did not refer to the security and privacy issues, therefore it is possible
that the respondents were not aware of the barriers.
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Consumers interested in Social Login are a valuable target for the companies, because their per-
sonal information, including their social connections is available to the marketing personnel.
Moreover, markets are already be organically moving in that direction through Social Login
(Thierer, 2011), and this is a trend which cannot be stopped. Nevertheless, companies are trying
to adapt the identity management service that allows their employees and customers to access
organizational resources using their existing login accounts at social networking, without com-
promising the security of the organization's resources (Chadwick, Inman, Siu,.& Ferdous, 2011).

According to Goings and Abel (2013), 'password fatigue' has long been heralded as a brand en-
gagement serial killer, with large numbers of users leaving a Website during the sign up process,
or giving false information in order to create an account. This is totally unhelpful for marketers
seeking real users' information. Corella (2012) proposed to avoid passwords altogether by using
instead public key certificates and other cryptographic credentials. Till other technology solutions
will become available, the Social Login solution can help mitigate the 'password fatigue' and, in
parallel, help the marketing staff of the Website companies.

Conclusion

This research introduced the perceived benefits and threats of using Social Login, provided by the
social networks as a gateway to relying Websites.

Users are inhibited by the possibility of losing their privacy, or by being vulnerable to security
threats. These may be a consequence of poor knowledge of the way the Social Login apparatus
work. Oppositely, the users see the familiarity and convenience factors as benefits. The use of
Social Login can significantly lower the 'password fatigue', allowing the users to remember and
manage only one user id.

Social Login can be an effective way for organizations to better understand and target consumers
in a way in which consumers find beneficial, but, as these findings suggest, this must be done in a
manner that users understand the mechanism. For this reason, Websites still need to offer tradi-
tional login side by side with Social Login. Maintaining the traditional option will allow the regis-
tration of users, who are bothered by the privacy or security threats.
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Appendix

Items specification

E-1 The SL mechanism is very easy to use

E-2 It doesn't seem difficult to use SL

C-1 The SL is useful because I can use one password for various Websites
C-2 With SL I need to remember only one password

S-1 Security vulnerabilities inhibits me to use SL

S-2 I 'm afraid SL is open to security threats

S-3 I prefer not to use SL because of security threats

F-1 I'll use SL if I'll be familiar with it

F-2 I 'm familiar with SL so I'll use it to sign in to Websites

P-1 I deterred my login information will be known by many Websites

P-2 SL threatens my privacy

P-3 I don't want my information to be distributed for advertisement purposes
P-4 I'm afraid losing my privacy using SL

P-5 I think the privacy issues are not strong enough in SL

P-6 I think it's not possible to keep anonymity with SL

P-7 The anonymity in SL is not protected enough
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