PLOS ONE

CORRECTION

Correction: Efficient and secure three-party
mutual authentication key agreement
protocol for WSNs in loT environments

Chi-Tung Chen, Cheng-Chi Lee, luon-Chang Lin

There are errors in the author affiliations. The correct affiliations are as follows:

Chi-Tung Chen', Cheng-Chi Lee®*, Tuon-Chang Lin>*

1 Department of Distribution Management (Information Management), National Chin-Yi
University of Technology, Taichung, Taiwan, R.O.C. 2 Department of Library and Informa-
tion Science, Research and Development Center for Physical Education, Health, and Informa-
tion Technology, Fu Jen Catholic University, New Taipei City, Taiwan, R.O.C. 3 Department
of Photonics and Communication Engineering, Asia University, Taichung, Taiwan, R.O.C. 4
Department of Management Information Systems, National Chung Hsing University, Tai-
chung, Taiwan, R.O.C.

There is an error in Fig 4. Part of the figure is missing. Please see the complete, correct Fig 4
here.

There are errors in the typesetting of the columns in Tables 3 and 4. Please see the correct
Tables 3 and 4 here.

Check for
updates

E OPEN ACCESS

Citation: Chen C-T, Lee C-C, Lin I-C (2020)
Correction: Efficient and secure three-party mutual
authentication key agreement protocol for WSNs in
loT environments. PLoS ONE 15(6): 0234631.
https://doi.org/10.1371/journal.pone.0234631

Published: June 12, 2020

Copyright: © 2020 Chen et al. This is an open
access article distributed under the terms of the
Creative Commons Attribution License, which
permits unrestricted use, distribution, and
reproduction in any medium, provided the original
author and source are credited.

PLOS ONE | https://doi.org/10.1371/journal.pone.0234631 June 12, 2020 1/3


https://doi.org/10.1371/journal.pone.0234631
http://crossmark.crossref.org/dialog/?doi=10.1371/journal.pone.0234631&domain=pdf&date_stamp=2020-06-12
http://crossmark.crossref.org/dialog/?doi=10.1371/journal.pone.0234631&domain=pdf&date_stamp=2020-06-12
http://crossmark.crossref.org/dialog/?doi=10.1371/journal.pone.0234631&domain=pdf&date_stamp=2020-06-12
http://crossmark.crossref.org/dialog/?doi=10.1371/journal.pone.0234631&domain=pdf&date_stamp=2020-06-12
http://crossmark.crossref.org/dialog/?doi=10.1371/journal.pone.0234631&domain=pdf&date_stamp=2020-06-12
http://crossmark.crossref.org/dialog/?doi=10.1371/journal.pone.0234631&domain=pdf&date_stamp=2020-06-12
https://doi.org/10.1371/journal.pone.0234631
http://creativecommons.org/licenses/by/4.0/

PLOS ONE

U;

input ID;, PW,

O;=B: ©h(D; I h(ri ©PWY)
R =hQ)

verify R ; R;

TC;=PIC; ©h(ri ©PW)
generates a nonce N;

P.=h(ID; || IDgwy || TE))

DID; = ID; ®h(TC; || IDgwy || N))
4\ =hdD; || TC; || N)
randomly select K;

PKS;=K; ©WTC; || N)

m={DID,, QI , PKS;, TE;, Pi, Ni} >

m; ={SID;, 45, PKS;, N;, Nowv}

GWN

TC;=h(P: || Kewn-v || TE})
ID; = DID; ®h(TC; || IDwy || Ny)
g, =hUD, | TC: || Ny

verify ¢, = 4,

records the log-in status of U;

K= PKS; ®WTC,; || N)

TC; = h(Kgwns || SID;)

generates Ngpy

DIDgyy = ID; ®h(TC; || DID; || Ngwy)
4> = h(D; || TC; || Newv)
PKSewv=K; ©h(TC;|| Nowy)

m2={D1Dz, DIDgyy, ‘]2, PKScwn, IDGwn, Ni, NGWA'}

a

ms :{S]Dj> q} ,P KSj, Ni, N GWN}

¢
q 3= h(UD:; || SID; || K; || N || Newy)

verify (]; = q;
K;=PKS; ©h(K; || N; || Nown)
KEY;=h(K; || K; || Ni || Nowy || SID))

q :: h(IDi H SID] H K; H N H NGWN)
verify ¢ ; =q,

K;=PKS; ©h(K; || N; || Nowv)
KEY; = h(K; || K || N || Noww || SID;)

Fig 4. Login phase; authentication and key agreement phase.

https://doi.org/10.1371/journal.pone.0234631.9001

assesses IDgy
[Di = D]DGWN @h(Tq H D]D, H Ngy¢{,\r)
q, =h{D; | e Il Neww)

2
verify ¢, = 4>
Ki = PKSowy @h(TCj H NGWN)
randomly select X;
q3=h{D; || SID; || K; || N; || Noww)

PKS;=K; ©h(K; Il N; || Nomw)

KEY;=h(K; || K; || Ni || Neww || SID;)

PLOS ONE | https://doi.org/10.1371/journal.pone.0234631

June 12,2020

2/3


https://doi.org/10.1371/journal.pone.0234631.g001
https://doi.org/10.1371/journal.pone.0234631

PLOS ONE

Table 3. Functionality comparison of our scheme with other related schemes.

Ours | Ostad-Sharif | Aminetal. | Changetal. | Xueetal. | Yehetal. | Khanetal. | Chenetal. Das
(2019)[2] (2018)[26] (20160[27] (2103)[7] | (2011)[8] | (2010)[24] | (2010)[25] | (2009)[5]
Password protection Yes Yes Yes No No Yes Yes No No
Stolen smart card attack resistance Yes Yes Yes No No No No No No
Masquerade attack resistance Yes Yes Yes No Yes Yes Yes No No
Replay attacks resistance Yes Yes Yes No Yes No Yes Yes Yes
Insider attack resistance Yes Yes Yes Yes No Yes Yes No No
Password updating/changing Yes No Yes Yes No No Yes No No
Time synchronization avoidance Yes No No No No Yes No No No
Mutual authentication Yes No Yes Yes Yes Yes Yes Yes No
Session key agreement Yes Yes Yes Yes Yes Yes No No No
User anonymity Yes Yes Yes No Yes No Yes Yes Yes
GWN bypassing attack resistance Yes Yes Yes Yes Yes Yes No No No
https://doi.org/10.1371/journal.pone.0234631.t001
Table 4. Performance comparison of our scheme with other related schemes.
Ours | Ostad-Sharif | Aminetal. | Changetal. | Xueetal. | Yehetal. | Khanetal. | Chenetal. Das
(2019)[2] (2018)[26] (20160[27] (2103)[7] (2011)[8] (2010)[24] (2010)[25] (2009)[5]
[ Computational cost ]
Authentication phase
User 4T, 10Ty, 13Ty, 3Ty 5Th 2Tecc+1Ty 3Ty 4Ty 3Ty
GWN 8Ty 14Ty, 14Ty, 5Th 11T, 4Tecc+3Th 5Th 5Th 4Ty
Sensor Node 3Ty 3Ty 2Ty 1Ty 3Ty 2Tecc+2Th 2Ty 2Ty 1Ty
key agreement phase
User 3T, 2T, 1T, 3T, 3T, 1T, - - -
GWN 3T, 3T, 3T}, 3Th 3T, 1T, - - -
Sensor Node 3Ty 2Ty 2Ty 4Ty, 3Ty 1T, - - -
Total 24T, 34T, 35T} 19T, 28T, 8Tcc+9Th
[ Communication cost)
Transmitted message 4 6 6 4 4 3 4 4 3

" Khan et al. scheme, Chen et al. scheme and Das scheme do not provide the key agreement phase for session key agreement.

https://doi.org/10.1371/journal.pone.0234631.t002
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