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ABSTRACT

In the digital healthcare era, it is utmost important to harness
medical information scattered across healthcare institutions
to support in-depth data analysis. However, the boundaries
of cyberinfrastructure of healthcare providers place obstacles
on data sharing. In this position paper, we firstly identify the
challenges of medical data sharing and management. Then
we introduce the background and give a brief survey on the
state-of-the-art. Finally, we conclude the paper by discussing
a few possible research directions to cope with the challenges
in current medical information sharing.
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1 INTRODUCTION

Electronic medical records (EMR) are usually stored in lo-
cal databases of healthcare providers without being shared
among medical research institutes due to privacy and security
reasons. Therefore, the interoperability of medical data from
different providers becomes a big challenge nowadays, which
greatly hinders the medical research that requires a large
amount of data.
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In the era of cloud computing and big data, there rises
a demand on medical data to be shared in a large number
of medical research institutes to support better healthcare
service and emerging medical solutions. The medical records
and clinical trials that scattered across nation-wide hospitals,
if integrated in a holistic manner, will bring unprecedented
opportunities on precise treatment plans and accurate clinical
diagnosis, and further reduce the costs on repetitive medi-
cal tests. However, security and privacy compliance regula-
tions such as Health Insurance Portability and Accountability
Act (HIPAA)[2] and Health Information Technology for Eco-
nomic and Clinical Health (HITECH) in United States, or
General Data Protection Regulation (GDPR)[1] in Europe,
require data to be stored and shared in a secure and privacy-
preserving way, and may inflict severe penalties on privacy
breach events.

Hence, how to efficiently integrate these segregated medical
databases for comprehensive medical care without violating
privacy regulations has been an continuously active and
difficult task. Generally, existing approaches for healthcare
data sharing mainly face the following obstacles.

Interoperability. The shift from traditional enclosed health-
care systems to a more holistic and shared healthcare infras-
tructure demands that medical data be securely shared among
various care providers so that they can work collaboratively.
Existing healthcare infrastructure built in an enclosed domain
is facing the difficulty of managing the rapidly increasing
silos of health information which is hard to be interoperated
across multiple domains.

Security. Security should provide protection for medical
information in transit and at rest, so that data confidential-
ity, integrity, and availability can be guaranteed. For data
in transit, currently, Transport Layer Security (TLS) proto-
col can be used to guarantee the security of data transfer
and network communication. For data at rest, cryptography
primitives such as data encryption, digital signature, and
access control mechanisms can ensure secure data access in a
single domain. However, how to enforce cross-domain access
control and secure sharing of medical data in a statewide or
even nationwide scale still remains a challenging task.

Privacy. Privacy is a closely-related concept to security but
has its own concentrations, i.e., it assures that personal infor-
mation are collected, used and protected legally. The privacy
compliance regulations require all electronic Protected Health
Information (ePHI) related activities, across the entirety of
data storage, transfer, and provision, to consistently abide
by security and privacy rules.
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Generally, the difficulty primarily lies in that security and
privacy of healthcare information should be protected not
only from external attackers, but also from unauthorized
access inside the network or system, e.g., system or ser-
vice administrators. According to a 2014 study([3], over 50%
security breaches occur in the medical industry, and with
up to 90% healthcare organizations having exposed their
data. Therefore, new methods, architectures, or computing
paradigms may be needed to address security and privacy
problems in medical data sharing area.

2 BACKGROUND

2.1 Regulatory Compliance Requirements on
Security and Privacy

Table 1: Technical Safeguard Requirements

Standards Impl
Access Control

ion Specifications

Unique User Identification: identify and track user
identity

Emergency Access Procedure: procedures for ob-
taining necessary ePHI during an emergency (priv-
ilege endorsement)

Encryption and Decryption: a mechanism to en-
crypt and decrypt ePHI

record and examine activity that contains ePHI
Mechanism to protect ePHI from unauthorized al-
teration

Implement procedures to verify that a person or
entity seeking access to ePHI is the one claimed
Integrity Controls: the security measures to en-
sure that electronically transmitted ePHI is not
improperly modified without detection until dis-
posed of

Encryption: a mechanism to encrypt ePHI when-
ever deemed appropriate.

HIPAA and HITECH Act [2] extended security and pri-
vacy requirements to business associates. These guidelines
stipulate that all necessary measures are in place to keep
patient data secure whenever it is accessed, saved, or shared.
Lack of compliance to the HIPAA security standards could
lead to significant fines and, in some cases, loss of medical
licenses.

Table 1 lists a collection of technical safeguard standards
along with implementation specifications. From the table, we
can see that the HIPAA regulation covers almost every aspect
of security. Besides basic requirements such as confidential-
ity, integrity and authentication in traditional information
security, access control with identity tracking and emergency
access, and activity audit are also included. This implies
that the secure management of healthcare data is a hybrid
approach which requires various mechanisms and technical
means to be adopted to implement different security and
privacy targets.

Audit controls
Integrity

Person/Entity Au-
thentication

Transmission Se-

curity

2.2 Blockchain and Smart Contract

Since the emergence of Bitcoin[14] in 2009, blockchain tech-
nology wins a wide reputation in decentralized computing.
In essence, blockchain can be viewed as a decentralized, pub-
lic and immutable ledger where transactions are stored in
chained blocks without the existence of a trusted central
authority. Many cryptographic means, e.g., Merkle hash
tree, chained hash, and digital signatures, are adopted in

24

SDN-NFVSec ’19, March 27, 2019, Richardson, TX, USA

blockchain to guarantee its security. Moreover, consensus
protocol runned behind the peer-to-peer network guarantees
its immunity to single-point-of-failures.

Blockchain can be categorized into two types: permission-
less and permissioned. Permissionless (also known as public)
blockchains allow every user to participate in the network
by creating and verifying transactions and adding entries
(blocks) to the ledger. While permissioned (also known as
consortium) blockchains act like a closed ecosystem, which
maintain an access control layer to allow certain actions to
be performed in a central controlled manner. In essence, per-
missioned blockchains trade decentralization to some extent
for access control based central governing and the consensus
protocols define the trade-offs of decentralization between
these two types of blockchains.

Bitcoin is the most well-known example of permissionless
blockchains. It applies a Proof of Work (PoW) algorithm to
ensure network consensus [14]. While Ethereum, the succes-
sor of Bitcoin, uses a combination of Proof of Work and Proof
of Stake [7]. Both strategies require participating nodes to
add blocks at a certain cost, either at the expense of compu-
tation or capital. The script language embedded in Bitcoin
is not Turing-complete, hence it is difficult to extend Bit-
coin to support various applications. It was not until 2015
when Ethereum pioneered to instantiate the “Smart Con-
tract” concept that it becomes a reality to build various
decentralized applications upon blockchain. Smart contracts
are small-size computer programs running atop blockchain
that automatically execute whenever certain conditions are
met.

Hyperledger [6] is an open source collaborative effort aimed
at advancing cross-industry blockchain technologies. Hyper-
ledger Fabric is one of the most influential projects in Hy-
perledger that is widely adopted. Hyperledger Fabric adopts
BFT-SMART state machine replication algorithm, a variant
of practical byzantine fault tolerance (PBFT) consensus al-
gorithm, as its consensus protocol. Hyperledger provides the
opportunity to broaden the scope of blockchain technology
beyond cryptocurrency transactions to other fields including
the healthcare data management focused on by this paper.

3 BRIEF SURVEY ON MEDICAL DATA
SHARING

3.1 Cloud Based Approaches

Since the emergence of cloud computing, secure data sharing
in a distributed setting has long been a hot and challenging
topic. Considering the fact that users and cloud providers
usually belong to different administrative or security domains,
the difficulty of cloud based data sharing lies in how much
trust users can place on cloud service providers. As for cloud
based medical data management, the problem becomes even
more complicated.

Currently, there are some cloud service providers (CSP),
e.g., Amazon, Google, and Microsoft, proposed HIPAA com-
pliant cloud service [4] for medical information management.
A basic requirement of these HIPAA cloud solutions is storing
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encrypted medical information. However, the dilemma is the
key management problem. Leaving the key management to
users will certainly enhance data security, but it can also be
a troublesome burden for users and limits the scalability of
data sharing among a large scale of research institutes. On
the other hand, asking cloud providers to control the keys
will potentially increase the risks of data leakage since cloud
administrators have the chance to tamper the keys and even
decrypt the data.

Other research focus on adopting advanced cryptographic
primitives to secure medical data sharing based on cloud
storage platforms. Li et al. [11] proposed to use attribute-
based encryption (ABE) for secure sharing of personal health
records stored in semi-trusted cloud servers. They divide
security domains into public domains (physicians and medi-
cal researchers) and personal domains(family members and
friends), where two kinds of ABE schemes, e.g., a revocable
key-policy ABE scheme and a multi-authority ABE scheme,
are adopted to address data sharing in above mentioned do-
mains respectively. However, despite patients’ full control
of their medical information, the scheme poses too much
burden on patients, since the patient side applications have
to generate and distribute corresponding keys to authorized
users.

Guo el al. [9] proposed to combine blockchain with a multi-
authority attribute-based signature scheme to secure the
storage and access of electronic health records. However, their
scheme encapsulates and stores health records in on-chain
blocks, which limits its scalability since the size of on-chain
stored data has a great impact on the network throughput.

Finally, it should be noted that data interoperability is a
big issue in cloud environments due to the incompatibility of
various HIPAA cloud providers. Considering a medical data
sharing scheme in a regional or nationwide scale, security
and privacy protection mechanisms among the participating
cloud providers will face tremendous challenges to interface
with each other.

3.2 Blockchain Based Approaches

Recently, with blockchain technology being a widespread
trend in distributed computing, many researchers consider
to use blockchain to secure medical data sharing and man-
agement.

Zyskind et al. [19] proposed to use blockchain to provide
secure and privacy-preserving data sharing among mobile
users and service providers, where two types of transactions
are designed, i.e., transaction Ty, is used for data stor-
age and retrieval, and transaction Tyccess is used for access
control. MedRec [5] firstly proposed a decentralized EMR
management system based on blockchain technology and
provided a functional prototype implementation. It designed
three kinds of Ethereum smart contracts to associate patients’
medical information stored in various healthcare providers
to allow third-party users to access the data after successful
authentication.
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Yue X. et al. [18] proposed a heealthcare data gateway,
a blockchain based architecture integrate with a purpose-
centric access control policy to let patients to own, control
and share their medical information without violating privacy.
Q. Xia el al. proposed BBDS [17], a high-level blockchain
based framework that permits data users and owners to access
medical records from a shared repository. But their sharing
are limited to invited and verified users. Then the authors
proposed MedShare [16], a blockchain based framework for
medical data sharing that provides data provenance, auditing
and control in cloud repositories among healthcare providers.

K. Fan et al. proposed MedBlock [8], a hybrid blockchain
based architecture to secure electronic medical records by
storing encrypted summary data and data hashes on-chain to
enforce access control and preserve data privacy, where a vari-
ant of Practical Byzantine Fault Tolerance (PBFT) protocol
is adopted as the consensus protocol. However, their pro-
posal of using asymmetric encryption algorithms to encrypt
medical information may degrade system performance con-
sidering the encryption/decryption overhead of asymmetric
encryption.

Is it worth noting that these research focus on storing
plain-text medical data on local databases and rely on the
blockchain network and smart contracts to implement the
business logic of data management. However, storing plain-
text medical records in a hospital’s database undoubtedly will
increase leakage risks, rendering the prior approaches ineffec-
tive. An obvious fact is that an internal IT staff member can
easily compromise the data, which makes data confidentiality
difficult to guarantee. In this context, we believe that encryp-
tion of medical data and secure key storage are necessary to
enhance the security and privacy of medical information.

3.3 Software-Defined Networking Based
Healthcare

Software-defined networking (SDN), with its capability of
decoupling data and control planes, can provide centralized
network provisioning and management, accelerate service
delivery and provide more agility. Thus it wins wide attention
in network based data management systems.

P. Li et al. proposed CareNet[12, 13], a regulation compli-
ant framework for home-based healthcare, where software-
defined infrastructure are adopted at the network edge to
filter and secure health information from home nodes, and
further to enable a hybrid home-edge-core cloud architecture
with high performance and real-time responsiveness for home-
based healthcare services. L. Hu et al.[10] proposed a smart
health monitoring method with software-defined networking,
where a centralized smart controller are designed to manage
all physical devices and provide interfaces to data collection,
transmission and processing.

Recently, the continuing research is this field has been
focusing on seamlessly integrating attribute-based encryp-
tion, privacy level classification, blockchain technology, and
software-defined networking (SDN) to achieve secure and
privacy-preserving sharing of clinical information.
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4 FUTURE RESEARCH WORK

4.1 Pros and Cons of Blockchain Based
Approaches

From the analysis in 3, it can be understood that cloud com-
puting alone can not solve all security and privacy problems
pertaining to clinical information sharing and management.
The inborn multi-domain and multi-tenancy characteristics of
cloud computing determines its trust lacking situation, which
makes the outsourcing of medical information to clouds a
difficult choice.

Blockchain, with its appealing characteristics of decen-
tralization, trustlessness, tamper-evidence and traceability,
can mitigate the trust loss in cloud scenarios. For blockchain
based healthcare data sharing, there are following advantages:

e Agreement of an event or action can be reached without
a trusted mediator.

e Due to the fault tolerance nature of underlying p2p
network, it is immune to single point of failure.

e Data stored on chain is complete, consistent, tamper-
evident and traceable.

e Blockchain can securely connect various geo-scattered
healthcare providers and help to bridge the gap between
healthcare domains and make data interoperability an
easy task to implement.

However, blockchain is not a panacea to address all exist-
ing problems in medical data area. Secure sharing of medical
data involves patients, healthcare-providers, HIPAA compli-
ant clouds, and third-party researchers. Besides providing
strict access control and secure data storage and provision
required by privacy and security regulations of HIPAA, medi-
cal data sharing should further consider how to cope with the
compatibility problem caused by different or even contradic-
tory data privacy laws in various states and nations. Moreover,
when adopting blockchain for healthcare data sharing, some
key features need further investigation.

e Once stored on the blockchain, data can not be altered
or deleted. However, GDPR in Europe has strengthened
the rights of patients to erase their personal informa-
tion.

e Most data has its life cycle, which makes it unnecessary
to store these data permanently. This is also enforced
by many data privacy protection laws.

e Blockchain originally is designed to record small size
transactions, e.g., in Bitcoin, the block size is limited
to one megabyte, which is insufficient for medical data
storage such as X-ray images.

e Medical records are usually organized in relational
databases for query, while blockchain stored informa-
tion is in a format of linked blocks, which is inconve-
nient for relational query.

In this sense, storing all medical information on-chain is
not an optimal solution. Instead, on-chain storage should only
contain critial metadata of small size while the large amount
of clinical information can be stored off-chain in secured local
medical databases. The approaches in [5, 8, 16] chose to store
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medical information off-chain so that they could be secured,
modified and deleted as necessary; while data query strings
and hashes were stored on-chain for authenticity and integrity
verification.

4.2 Possible Future Research

Blockchain based medical information sharing is an ongoing
area, which entails a vast amount techniques to cooperate
to achieve the security and privacy requirements implied by
HIPAA regulations. It is not possible to rely on blockchain
technology itself to solve all security problems. Instead, new
access control policies and privacy protection mechanisms
may be designed and seamlessly integrated with blockchain.
Here, we briefly discuss the possible research and technologies
that may appear in the future.

Advanced access control schemes are needed. Medical records
usually contain multiple fields with different sensitivity. Hence,
traditional all-or-nothing encryption schemes are insufficient
to address such a requirement. Instead, we need fine-grained
access and privacy control policies with rich semantics. Attribute-
based encryption is a feasible solution. However, current ABE
schemes cause significant overhead on user revocation. How to
improve this problem has a great impact on its applications.

Search efficiency on encrypted medical data needs improve-
ment. For encrypted medical information, a challenge would
be the query efficiency considering the multi-domain collabo-
ration in medical industry. Searchable symmetric encryption
(SSE) [15] can enforce keyword search on encrypted data,
which avoids the decryption process thereby enhances query
efficiency. However, how to efficiently make a query and get
a aggregated query result from scattered and independently
managed databases still remains a question.

Software-defined networking is needed to facilitate domain
management and collaboration. The SDN controller provides
a central point of control to distribute policy information.
However, centralizing control into one entity has the dis-
advantage of creating a central point of attack. Moreover,
the programmability associated with the SDN platform adds
its security risks. Therefore, how to properly and securely
implement a SDN controller without bringing too much com-
plexities is of much significance to SDN based healthcare
data systems.

5 CONCLUSION

Medical information sharing without violating security and
privacy regulation has long been a challenging topic. This
paper reviews related solutions in this area, including cloud
computing based approaches, blockchain based approaches,
and SDN based approaches. We observed that security and
privacy protection of medical information covers security in
transit, confidentiality and integrity of data at rest, identity
authentication and access control. Therefore, a practical ap-
proach for medical data sharing may need to integrate many
different schemes and techniques to achieve its design goals.
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As a new computing paradigm, blockchain has its advan-
tages over traditional technologies. However, as we have ana-
lyzed in this paper, it is important to choose the right type of
blockchain (permissoned or permissonless) for medical data
sharing. This paper points out some possible future improve-
ments for medical data management based on blockchain
approaches.
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