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Abstract—Much research has been conducted to securely privately compute a function
outsource multiple parties’ data aggregation to an untrused
aggregator without disclosing each individual’s privately owned fl@r, @2, zn) = {1,492, yn}

data, or to enable multiple parties to jointly aggregate thér . . - . .
data while preserving privacy. However, those works either Wherew; is the input of the participant and the resuly; is

require secure pair-wise communication channels or suffefrom  returned to the participantonly. Each result can be relevant
high complexity. In this paper, we consider how an external to all inputz;’s, and each participaritknows nothing but his

aggregator or multiple parties can leam some algebraic st#stics  own resulty;. One could let the function in SMC output only
(€.g., sum, product) over participants’ privately owned daa e yniform result to all or parts of participants, whichlig t

while preserving the data privacy. We assume all channels ar . . o .
subject to eavesdropping attacks, and all the communicatis 2/9€braic aggregation of their input data. Then the privacy

throughout the aggregation are open to others. We propose Preserving data aggregation problem seems to be solved by
several protocols that successfully guarantee data privgcunder this approach. However this actually does not completdiyeso
this weak assumption while limiting both the communicationand  our problem because interactive invocation is required for
computation complgxﬂy of each pa.rt|C|pant to a small consant. participants in synchronous SMC (e.d..][13]), which leals t
Index Terms—Privacy, aggregation, secure channels, SMC, | . L . . . .
homomorphic. high commumganon and pomputauon co_mplexny, which will
be compared in the Sectign MIll. Even in the asynchronous
SMC, the computation complexity is still too high for praci
applications.
The Privacy-preserving data aggregation problem has longHomomorphic Encryption (HE) allows direct addition and
been a hot research issue in the field of applied cryptograpmultiplication of ciphertexts while preserving decrypiteja
In numerous real life applications such as crowd sourcing dhat is, En¢m,) ® Endmsz) = Endm; x ms), where
mobile cloud computing, individuals need to provide theins Engm) stands for the ciphertext oh, and ®, x refer to
sitive data (location-related or personal-informatietated) to the homomorphic operations on the ciphertext and plaiatext
receive specific services from the entire system (e.g.timta respectively. One could also try to solve our problem using
based services or mobile based social networking servicghjs technique, but HE uses the same decryption key for
There are usually two different models in this problem: 19riginal data and the aggregated data. That is, the operator
an external aggregator collects the data and wants to condubo executes homomorphic operations upon the ciphertexts
an aggregation function on participants’ data (e.g., crovate not authorized to achieve the final result. This forbids
sourcing); 2) participants themselves are willing to jyint aggregator from decrypting the aggregated result, beciduse
compute a specific aggregation function whose input datatie aggregator is allowed to decrypt the final result, he tsm a
co-provided by themselves (e.g., social networking ses)ic decrypt the individual ciphertext received, which conictsl
However, the individual’s data should be kept secret, ard thur motivation. Also, because the size of the plaintext spsc
aggregator or other participants are not supposed to legrn éimited, the number of addition and multiplication opeoais
useful information about it. Secure Multi-party Computati executed upon ciphertexts was limited until Gengy al.
(SMC), Homomorphic Encryption (HE) and other cryptoproposed a fully homomorphic encryption schernel [11] and
graphic methodologies can be partially or fully exploited timplemented it in [[I2]. However, Lautest al. pointed out
solve this problem, but they are subject to some restristioim [16] that the complexity of general HE is too high to use
in this problem. in real application. Lauter also proposed a HE scheme which
Secure Multi-party Computation (SMC) was first formallysacrificed possible number of multiplications for speed,ibu
introduced by Yao[[22] in 1982 as Secure Two-Party Compégtill needs too much time to execute homomorphic operations
tation. Generally, it enables parties who want to jointly and on ciphertexts.
Besides the aforementioned drawbacks, both SMC and
1The research of authors is partially supported by NSFC ufitent No. HE require an initialization phase during which particifgan
6117 [ i i i
No.20110E302705, China Postdactoral Science Foundaanet projest SAUEStkeys from key issuers via secure channel. This muld
under grant No. 2012M510029, NSF CNS-0832120, NSF CNSE®@8ENSF & Security hole since the security of those schemes reliéiseon
ECCS-1247944. assumption that keys are disclosed to authorized partitspa
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Secure Multi-party Computation Section[V). In Sectiof_VII, we present detailed analysis of

Pros different outputs for different participants th t lexit d it i t |
Cons | high complexity due to the computation based on garbleduitirc e correciness, comp exity, an secur! y ol our pI’O acols
frequent interactions required for synchronous SMC Performance evaluation of our protocols is reported iniSect
Homomorphic Encryption [VIIT] We compare our protocol with the ones based on SMC
Pros efficient if # of multiplcations is restricted or HE. We then conclude the paper with the discussion of

Cons | decrypter can decrypt both aggregated data and individatal d

trade-off between # of multiplications and complexity éxis some future work in Section IX.

II. RELATED WORK

. - . . . Many novel protocols have been proposed for privacy-
only. In this paper, we revisit the classic privacy presegvi . . . .
preserving data aggregation or in general secure multi-par

data aggregatlon proplem. Our goal is to Qe5|gn e1Ef'C'ecomputation.Castelluc:c'ﬁs’t al.[5] presented a provable secure
protocols without relying on a trusted authority and secure

air-wise communication channels. The main contributioins and efficient aggregation of encrypted data in WSN, which is
tphis paper are: ' extended from[[6]. They designed a symmetric key homomor-
. Formulati(')n of a model without secure charrBifferent phic encryption scheme which is additively homomorphic to

from many other models in privacy-preserving data aconduct the aggregation operations on the ciphertextsir The

. . Lcheme uses modular addition, so the scheme is good for CPU-
gregation problem, our model does not require a secyré . . :

- ounded devices such as sensor nodes in WSN. Their scheme
communication channel throughout the protocol.

- - . .. can also efficiently compute various statistical valueshsas
« Efficient protocol in linear timeThe total communication y P

: : . ionajnean, variance and deviation. However, since they used the
and computation complexity of our work is proportiona

to the number of participants, while the complexities symmetric hor_nom_orphlc encry,ptlon, their aggregator could
- . decrypt each individual sensor’'s data, and they assumed the
of many similar works are proportional 1. We do not ) i
. . . trusted aggregator in their model.
use complicated encryption protocols, which makes our . .
Sheikhet al. [19] proposed &-secure sum protocol, which
system much faster than other proposed systems. . . . :
R ) : is motivated by the work of Cliftoret al. [7]. They sig-
« General Multivariate Polynomial EvaluatiolVe general- ... -
. . . : n,flcantly reduced the probability of data leakage [ih [7] by
ize the privacy-preserving data aggregation to secure mul- . T I
o ; : . . - Segmenting the data block of individual party, and distiioy
tivariate polynomial evaluation whose inputs are Jomtl)é . ,

. . . . egments to other parties. Here, sum of each party’s segment
provided by multiple parties. That is, our scheme enables? . .
multiple parties to securely compute i§ his datg, therefore the final sum of all segments are sum

of all parties’ data. This scheme can be easily converted to
B dix I§—s_ecu_re pro_dqct protocol by converting each ad_dition t_omul
f{zr, - zn}) = ch(H z;"") tiplication. Similar to our protocol, one can combine thaim
k=1 =1 protocol and converted product protocol to achieve a pyivac
where the data:; is a privately known data by user preserving multivariate polynomial evaluation protoddbw-
Note that our general format of data aggregation can bger, pair-wise unique secure communication channelsldhou
directly used to express various statistical values. Fange, be given between each pair of users such that only the receive
>, x; can easily be achieved while preserving privacy, arahd the sender know the transmitted segment. Otherwiske, eac
thus the meam = )", x;/n can be computed with privacy- party’s secret data can be calculated by performing:)
preserving. Given the mean np? + > | (27 — 2z,1) can computations. In this paper, we remove the limitation ohgsi
be achieved from the polynomial, and this divided hbyis secure communication channels.
the population variance. Similarly, other statisticalued are ~ The work of Heet al. [14] is similar to Sheikhet al’s
also achievable (e.gsample skewnegsth moment mean work. They proposed two privacy-preserving data aggregati
square weighted deviatipmegression and randomnesgest) schemes for wireless sensor networks: the Cluster-Based Pr
based on our general multi-variate polynomial. Although owate Data Aggregation (CPDA) and the Slice-Mix-AggRegaTe
methods are proposed for computing the value of a muliSMART). In CPDA, sensor nodes form clusters randomly and
variate polynomial function where the input of each papigeit collectively compute the aggregate result within eachtelus
is assumed to be an integer, our methods can be generalizethe improved SMART, each node segments its datainto
for functions (such as dot product) where the input of eadices and distributes — 1 slices to nearest nodes via secure
participant is a vector. channel. However, they only supports additions, and siach e
The rest of the paper is organized as follows. We presatdta is segmented, communication overhead per node is linea
the system model and necessary background in Sdcftion Iil.ttnthe number of slices.
Sectiorf 1V, we analyze the needed number of communicationsShi et al. [20] proposed a construction that participants
with secure communication channels when users communicpégiodically upload encrypted values to an aggregatorthad
randomly. We first address the privacy preserving summatiaggregator computes the sum of those values without legrnin
and production in Section]V by presenting two efficient praanything else. This scheme is close to our solution to the
tocols. Based on these protocols, we then present an efficietultivariate polynomial evaluation problem, but they ased
protocol for general multi-variate polynomial evaluatiom a trusted key dealer in their model. The key dealer disteibut

m n



random keyk; to participanti and keyk, to the aggregator, however, they will follow the protocol in general. We could

whereII?_,k; = 1, and the ciphertext is in the format ofalso consider having multiple aggregators, but this is g&m

C; = k; - g®. Here,g is a generatork; is a participant’s key extension which can be trivially achieved from our first miode

andx; is his data (for = 1,2, - - - n). Then, the aggregator canWe call this model théDne Aggregator ModelNote that in

recover the sun}_"_, z; iff he received ciphertexts from all of this model, any single participapt is not allowed to compute

the participants. He computésIl?_,C; to getg>i=1 %, and the final resultf(x).

uses brute-force search to find the’’ , z; or uses Pollard’s  Participants Only Model: The second model is similar to

lambda method 18] to calculate it. This kind of brute-forcéne first one except that there argarticipants only and there

decryption limits the space of plaintext due to the hardnegsno aggregator. In this model, all the participants areaéqu

of the discrete logarithm problem, otherwise no deterrtimis and they all will calculate the final aggregation resfi{k).

algorithm can decrypt their ciphertext in polynomial tiffdle  We call this model théParticipants Only Model

security of their scheme relies on the security of kéys In both models, participants are assumed not to collude with
In our scheme, the trusted aggregator[in[[5][6] is removeghch other. Relaxing this assumption is one of our futuréwor

since data privacy against the aggregator is also a top oonce

these days. Unlike[14][19], we assumed insecure channdds, Additional Assumptions

which enabled us to get rid of expensive and vulnerable key\yg assume that all the communication channels in our

pre-distribution. We did not segment each |nd|V|duaI’sadatpr0tOCO| are insecure. Anyone can eavesdrop them to inter-

our protocols only incur constant communication overh@ad fee s the data being transferred. To address the challerfges o

each participant. Our scheme is also based on the hardnesg 9f:;re communication channel, we assume that the discret

the discrete logarithm problem like [20], but we do not&il§  |o4arithm problem is computationally hard if: 1) the ordefs

employ brute-force manner in decryption, instead, we emnplg,e integer groups are large prime numbers; 2) the involved

our novel efficient protocols for sum and product calculatio integer numbers are large numbers. The security of our sehem

relies on this assumption. We further assume that there is

a secure pseudorandom function (PRF) which can choose

A. System Model and Problem Definition a random element from a group such that this element is
Assume that there ane participants{p,,p,, - -- ,p,,}, and computationally indistinguishable to uniform random.

each participanp, has a privately known data; from a  We also assume that user authentication was in place to au-

group G;. The privacy-preserving data aggregation problethenticate each participants if needed. We note that by

(or secure multivariate polynomial evaluation problemyds [9] investigated verifiable privacy-preserving dot protiow of

compute some multivariate polynomial af jointly or by two vectors and Zhangt al. [24] proposed verifiable multi-

an aggregator while preserving the data privacy. Assunie tig@rty computation, both of which can be partially or fully

there is a group ofn powers{d;, € Z, | k =1,2,--- ,m} exploited later. Designing privacy preserving data agatieg

for eachp, andm coefficients{cy | k = 1,--- ,m,c;, € G;}. While providing verification of the correctness of the paea

The objective of the aggregator or the participants is to-corélata is a future work.

pute the following polynomial without knowing any individl

IIl. SYSTEM MODELS AND PRELIMINARY

T C. Discrete Logarithm Problem
m no Let G C Z, be a cyclic multiplicative integer group, where
FOO=> (e [ 25 (1) pis alarge prime number, angbe a generator of it. Then, for
k=1 =1 all h € G, h can be written ag = ¢* for some integek, and
Here vectorx = (z1,zs, - ,x,). For simplicity, we assume any integers are congruent modyloThe discrete logarithm

that the final resulif(x) is positive and bounded from aboveProblem is defined as follows: given an elemént G, find

H b __
by a large prime numbeP. We assume all of the powerst€ intégerk such thaty” = h.
d; s and coefficients;’s are open to any participant as well 1 he famous Decision Diffie-Hellman (DDH) problem pro-

as the attackers. This is a natural assumption since therpowRPsed by Diffie and Hellman in_[8] is derived from this

and coefficients uniquely determine a multivariate polyigm assumption. DDH problem is widely exploited in the field
and the polynomial is supposed to be public. of cryptography (e.g., El Gamal encryption [10] and other

We employ two different models in this pap@ne Aggre- Cryptographic security protocols such as CP-ABE [3]) as
gator Modeland Participants Only ModelThese two models discussed in [4]. Our protocol is based on the assumptian tha
are general cases we are faced with in real applications. 't IS computauonal expensive to solve the discrete loparit

One Aggregator Modet In the first model, we have oneProblem as in other similar research works {[15].][17].] )24]

aggregatord who wants _to compute the func_:nof\(x). We_ V. ACHIEVING SUM UNDER SECURED COMMUNICATION
assume the aggregator is untrustful and curious. That is, he CHANNEL

always eavesdrops the communications between partisipant
and tries to harvest their input data. We also assume partici Before introducing our aggregation scheme without secure
pants do not trust each other and that they are curious as welimmunication channel, we first describe the basic idea of



randomized secure sum calculation under secured commuadistribute its segments, with probability at leakt— nl
cation channel (It can be trivially converted to secure pdd each participant receives at least one segment from ther othe
calculation). The basic idea came from Cliftenal. [7], which  participants.
is also reviewed in[[21], but we found their setting imposed __, . .
L2 ] . g imp This theorem reveals that by settikgto the order ofinn,
unnecessary communication overhead, and we reduced it . :
. S . . we are able to preserve the computation privacy. Compared
while maintaining the same security level. Assume pardictp . " :
) . . with traditional secure sum protocol, our scheme dramiffica
P, Py, -+, P, are arranged in a ring for computation purpose, o .
reduce the communication complexity. However, we assume

Each participanp,; itself breaks its privately owned data bIOCl&hat the communication channel among participants arersecu

z; into k segmentss; ; such that the sum of alk segments . :

L 9 J 9 in above scheme. In the rest of this paper, we try to tackle the

is equal to the value of the data block. The value of each .
. . . Secure aggregation problem under unsecured channels.

segment is randomly decided. For sum, we can simply assigh

random values to segments; (1 < j < k —1) and let V. EFFICIENT PROTOCOLS FORSUM AND PRODUCT
Sik = T — Zf;ll si,;. Similar method can be used for _ _ .
product. In this scheme, each participant randomly selectd™ this section, we present two novel calculation protocols
k — 1 participants and transmit each of those participants'@ €ach model which preserve individual's data privacy.
distinctive segmeng; ;. Thus at the end of this redistributionT _ese four pro-tocols will serve "’_‘S bases of our sqlgthn to
each of participants holds several segments within whiah off'vacy-preserving dat_a_aggregatlon problem. For siritplic
segment belongs to itself and the rest belongs to some othér 3SSUMe all coefficients;, (k € [1,m]) a_nd POwers
participants. The receiving participant adds all its reedi div’;n GRS E’”]’dk € [1,m]) of the polynqmlal fx) =
segments and transmits its result to the next participant dar—1 ¢k (I [;—1 z;"") are known to every participapt. Table
the ring. This process is repeated until all the segmentdi of BSummarizes the main notations used in this paper.

the participants are added and the sum is announced by the

TABLE |
aggregator. NOTATIONS OF SYMBOLS USED IN OUR PROTOCOLS
Recall that there ares participants and each participant
randomly select& — 1 participants to distribute its segments. P, i-th participant in data aggregation
Clearly, a largerk provides better computation privacy, how- él,(GQ ﬁ%gltzgﬁ?;‘t’i\rle eyclic integer groups
ever it also causes larger communication overhead which is g1,92 | generators of above groups
not desirable. In the rest of this section, we are intereated di g power ofz**
finding an appropriaté in order to reduce the communication ch coefficient ofcy, 1, xf"
cost while preserving computation privacy. ri,7__| randomly chosen numbers

In particular, we aim at selecting the smallésto ensure
that each participant holds at least one segment from theg oth
participants after redistribution. We can view this prable A. Product Protocol - Participants Only Model
as placing identical and indistinguishable balls intalistin- Firstly, we assume that all participants together want to
guishable (numbered) bins. This problem has been extdysiveompute the valug (x) = [[; z; given their privately known
studied and well-understood and the following lemma can Rgluesz; Z,. The basic idea of our protocol is to find some
proved by simple union bound: random integersk; € Z, such that[[, R; = 1 mod p and

Lemma IV.1. Lete € (0,1) be a constant. If we randomlythe usem, can compute the random numby easily while it

place (1 + ¢)nlnn balls inton bins, with probability at least is computationally expensive for other participants to pate

: : the valueR;.
1 — -1, all the n bins are filled. : . o .
ne nol ! Let G; C Z, be a cyclic multiplicative group of prime

Assume that each participant witbtndomly selectk — 1  orderp andg; be its generator. Then our protocol for privacy
participants (including itself) for redistribution. Byeting preserving productionil;z; has the following stepsSetup,
each round of redistribution as one trial in coupon’s calec Encrypt, Product.

roblem, we are able to prove that each participant only :ieed r e
P P P P y Setup — r; € Zg, Ri = (9, /9, ") € Gy

to redistribute((1 1 =(1 Inn segments to . . .
(1 + ejnlnn)/n = (1 +¢)lnn seg We assume all participants are arranged in a ring for

other participants to ensure that every participant reset . . )
least one segment with high probability. However, diﬁereﬁ:omput_atmn purpose. The ring can be formed according to
from previous assumption, each participant will select 1 the IeX|co.graph|ca.I order. of the MAC address or even the
participants except itself to redistribute its segmentuim geographical Iocaﬁon. It is out of our scope to consides thi
P(goblem. Eactp,(i € {1,--- ,n}) randomly chooses a secret

scheme. Therefore, we need one more round redistribution . )

each participant to ensure that every participant will rexat |rlr'gegerri € Zq using PRF and calculefnes a publ|<_: parameter
least one copy from other participants with high probagilit 91 € ©1- Then, eaclp; sharesy; = ;" mod p with p,
andp,,, (herep, ., =p; andp, =p,).

Theorem IV.2. Let ¢ € (0,1) be a constant. If each par- After a round of exchanges, the participgnptcomputes the

ticipant randomly select§1 + ¢)Inn + 1 participants to numberR; = (Y;41/Y;-1)" = (g;""" /g7 *)" mod p and



Each participanp,, i € [1,n], sends the ciphertext; =
R; - x; to the aggregatarl. The aggregatar then calculates

n n
T T T
91" /91m)" HIz = HSCZ
i=1 i=1

to achieve the final product, wherg, ; is the random number
generated byA.

C. Sum Protocol - Participants Only Model

Here we assume that all participants together want to
Fig. 1. Communications iSetup compute the valuef(x) = >, x; given their privately
known valuesz; € Z,. It seems that we can still exploit
the method used for computing product by finding random
keeps this numbeR; secret. Notep, calculates(g}? /g/")"* numbersR; such that} > | R, = 0. We found that it is
andp,, calculates(gll/gr(" Dy, challenging to find such a numbé&; while preserve privacy
Encrypt(z;) — C; € G, and security. The basic idea of our protocol is to convert the
When a product is needed, every creates the ciphertext: Sum of numbers into production of numbers. Previous salutio
T [20] essentially applied this approach also by computirey th
Ci=wi-Ri=wz;- (9" /g;""")" modp product of [["_, g% = g¢>i=1%. Then find Y1, =; by
where z; is his private input data. If he does not want t&omputlng the discrete logarithm of the product. As diseret

participate in the multiplication, he can simply set := logarithm is computational expensive, we will not adopsthi
Then, he broadcasts this ciphertext. method. Instead, we propose a computational efficient ndetho

(a)Participants only model (b) One aggregator model

here.
" In a nutshell, we exploit the modular property below to
P - 0, @ achieve the privacy preserving sum protocol.
K\ pd :C/W e o (o
(G*N . _ i _ 2
el s 7/“’2 P @iy @ (Hp)m_zxi)pz_Hmp wod @
Co | =

; From the Equation{2), we conclude that

n

H 1+pI1—H(1+P'$i):(1+pri) mod p?.

i=1

Pat1y ~~-- (i-1)

Pt \'/cu -1 ‘@

i

(a)Part|C|pants only model (b) One aggregator model O‘_” protocol works as follows. Lek; C Z,: be a cyclic
multiplicative group of ordep(p — 1) andg- be its generator,

where p is a prime number. Then our protocol for privacy
preserving summatiofl;xz; has the following stepsSetup,
Product({C1,Ca, - ,Cp}) = [i, i € Gy Encrypt, Sum.
Any p,, after receivingn ciphertexts{Cy,Cs,---,Cy} Setup —s i1 Ticiyr
1 . ) ) 9 i c Z ’R. i
from all of thep,’s, calculates the following product: P Ti € g (g2 /9, ")

Fig. 2. Communications ifEncrypt

Remember that participants are arranged in a cirple.
n usesPRF to randomly pick a secret numbey € Z,,, and
HCi = Hiﬂi mod p calculates a public parametel’. Then, he shareg,’ with
’ ' ;. andp,_,. Similar to the product calculation protocepl,
To make sure that we can get a correct reqqft , z; shares his public parameter with tpg, _,) andp,, andp,
without modular, we can choogeto be large enough, sayshares his public parameter withy andp,,.

p > M", whereM is a known upper bound on;. After a round of exchanges, eaqh calculatesR; =
(957" /g5 *)" and keeps this secret.

Encrypt(z;, R;) — C; € Go

‘This algorithm crosses over two different integer groups:
andG». Eachp; first calculateg1 + ;- p) mod p*. Note
thatz; € Gy, and it is temporarily treated as an element in
G+, but this does not affect the last value of the result since
operations inG, are modulg?. Then, he multiplies the secret

rparameterRl- (g5 /g5’ ~")" to it to get the ciphertext:

B. Product Protocol - One Aggregator Model

We use the same group used in Participants Only Model.
Everything is same as the protocol above, except that t&
aggregatorA acts as the(n + 1)-th participantp, ;. In
other words, there are + 1 “participants” now. The second
difference is that, each participapt will send the ciphertext
C; to the aggregator, instead of broadcasting to all partidgpa
The aggregator4d will not announce its random numbe
R,+1 = (97" /g1™)™+* to any regular participants. Ci=0+z-p)- R



After all, each participant broadcasts his ciphertext tohea All the participants execut8etup. Then, when executing

others. the Encrypt of the product protocol, each participant checks
Sum({C1,Cs, -+ ,Cp}) — Zzzlxi € G;q. whether his indput is the only one not equal to 1 for each
Each participant, after receiving the ciphertexts fromoéll product[];. , ;"' (i.e., hisd,, is the only one not equal to 0
other participants, calculates the followidge Go: in{dy,da,- - ,dn.}). Ifitis, the product equals to his input
n n data, which will directly disclose his data, so he skips teT
C = H C;=(1 +PZ%‘> mod p? elements that are omitted form a 8%, = {xf“’“}kelsm,
i1 i—1 where I,,,, is the set of indicesk’s corresponding to the

elements inD,,.,. For eachxf““‘ € Dgum, find his owner
p, and add him into the seP,.,,. There can be duplicate
p,’s in the setPs,,,. Thep,’s in Ps,,, need to calculate the

Then, he calculate&€' — 1)/p mod p =Y., x; mod p to
recover the final sum.

D. Sum Protocol - One Aggregator Model following without knowing each other’s input:
Similar to the product protocol for One Aggregator Model, di
everything is the same except thatacts as + 1)-th partic- Z Cry
ipant in this model. The participants send their ciphegédgt Pi € Faum
A, and A calculates They are called sum participants, and we assume they are
n n ordered by non-decreasing order of their indice®ip,, and
C= (92" /g5")" H Ci=(1+ pz ;) mod p° arranged in a circle. In what follows, we dengtés successor
i=1 i=1 and predecessor in the,,,, asp; ;. andp, ,,.. respectively.
Then, he can compute the final sum resulf_, ;. These sum participants run the sum protocol to encrypt their
data and sends to the aggregatbr
VI. EFFICIENT PROTOCOLS FORGENERAL MULTIVARIATE A, after receiving all the sum ciphertexts, is able to

POLYNOMIAL calculate 3, ., ckx?i'k. Then, he is able to calculate

Now we are ready to present our efficient privacy preservirEZl1 (cx TT0, 250).
protocols for evaluating a multivariate polynomials. Outp- B B
col is based on the efficient protocols for sum and productig)) participants Only Model

presented in the previous section. o
From the One Aggregator Model, we know the combination

A. One Aggregator Model of two protocols (product protocol and second sum protocol)

The calculation of the polynomiil 1 can be divided inta. proposed in Sectiof]V gives the best scheme. Therefore we
multiplications andn additions. In this section we show howonly show the scheme which employs both product and sum
to conduct a joint calculation of, products and one sum while protocols.
preserving individual’s data privacy in the One Aggregator Advanced Schemdvery participant executeSetup, and
Model. Different from the protocols in the Sectibd V, thos#hen he executes thEncrypt of the product protocol, he
broadcast ciphertexts are not broadcast this time, thegeare conducts the same examination as in the Setfion VI-A2 above.
to the aggregator instead. The purpose of this small changeen, the sum participants run the sum protocol to share
is only for reducing communication complexity, and from théheir sum with each other. Finally, all participants areeatal
security perspective, this is just same as broadcastinge sigalculated"" | (c; [T/, =**) based on others’ ciphertexts.
our communication channels are insecure.

1) Basic SchemeAll the participants execut&etup to VII. CORRECTNESS COMPLEXITY AND SECURITY
initiate the system. Then, for eaéh all the participants need ANALYSIS
to calculaterfi”“s first, whered; ;,’s are powers specified by
the aggregatad, and run the aforementioned product protocol
for eachk € [1,m]. If A does not need the data from som
participantp,, A can set his powers to be 0, andpf does
not want to participate in the aggregation, he can simply
his input as 1.

Then, the aggregator is able to calculate
m n o dik A. Correctness
Doper (e [Limg 2"

Here we provide rigorous correctness proofs, complexity
nd security analysis of the protocols presented in thigpap
e also discuss when our protocols could leak information
S%Zout the privately known data; and provide methods to
address this when possible.

2) Advanced SchemeThe above Basic Schemepre- Next we show the correctness of the product protocol in
serves data privacy in our problem as long as there aection V.
at least twoz!"*'s not equal 1 in each following set 1) Product Protocol:We only provide the analysis for Par-
{xfl'k,:cgz'k ,xfll""k}ke{l,...,m}, which will be further dis- ticipants Only model, but the correctness in One Aggregator
cussed in the Sectioh VII-B1. Therefore, we exploit themodel is easily derivable from it. After participants raeei
aforementioned sum protocol to achieSecure Scheme {Cy,---,Cy,} they conduct the following calculation:



Let z; be g7 andr;y; — r;—1 be~;, whereyx; € Z, and
vi € Zq (This is possible since; is a generator of the group
T4 Ti— . . S
(@ilgy™" /91 ")") G1). Then,Ci = g{"g{""".

Theorem VIL.1. Vz;,r; € Zq, 37, Xi € Zq such that

=, e

ffc.-

i=1 2

= i) [T (o™ /o))

=1 i=1 91'91" = g1'g{"" mod p.

n n ~ . ~
B NS (rigari—riric) _ Proof: For anyr;,7; € Z,, there existsy; € Z, such
= ([J=om =1I= that

1= —

i(ri — 7)) = xi —x; mod
Herer,,1 = r1,ro = r,. Thus, the products are correctly Yilri = 1) =X =X 1

calculated. becausey and (r; — ;) are relatively prime  is a prime
2) Sum Protocol: Similar to above, we only discuss thenumber). Then we havg; € Z, for anyr; € Z, such that:
correctness for Participants Only Model. After particifgan

. . ) Yi(ri—7:) _  Xi—xi i ViTi o Xi o ViTi

receive{C1, --- ,C,}, they conduct the following calculation: 91 =g modp=gig"" =g"g/"" modp
n n e This implies that given the ciphertext;, any valuex; is a
c=J]c:=]]0Q+zp) g5 /g5 ") possible valid data that can produce this ‘ciphert€xt m
=1 =1 According to the Theorerh_VI11, we can deduce that

n P

g —|—pr-)92?:1 Pip1Ti—TiTio1 ha; t_he same level of randomnessras Therefore,g" is
- 192 indistinguishable to a random element @&; from other

i—

participants’ or attackers’ perspective, which implies

_ 2
=1 +p2zi) mod p Theorem VII.2. The inputz; is computationally indistin-
=1 guishable to a random element chosen fr@ém

-1 is i T : ,
Thus, (¢’ —1)/p modp is indeed equal tq _;_, »; modp 3) Closure and Group SelectionWe need to guarantee

B. Security that all the multiplications in the sum protocol are closed i
We discuss the security of the schemes in both One Aggfaz- Since(l+zip) - (957'/g5~")"* is the only multiplication

gator Model and Participants Only Model in this section. throughout the sum protocol, we must carefully choose the
1) Special Case of Products Calculatiolis mentioned 90UPGe such thatl +-z;p € Go. We letG, C Z,» be a cyclic

in the Section VAR, if there is only one ciphertext multiplicative group generate(_j by, which is the generator

is not equal to 0 in any sebds i, da -, duk tre i1 ) of Z,. Then, the_ order ofG; is p(p - 1), and the powers

during the products calculation, the individual datacan be Of the numbers inG, belong to an integer grouf, 1)

disclosed to others. This is because: Since Gy = Zy: — {z[z = k - p,for some integek} and

(suppose that only; ;. is the only ciphertext not equal to 1 inV# : 1 +zip # kp, 1 +z;p belongs to the grouf..

the set{dy »,dos - dn.i}) 4) Restriction of the Product and Sum Protocdh both
T " protocols, we require that number of participants is attl@as
Decrypt({C1 x, Co -+ ,Cn i }) = @i in Participants Only Model and at least 2 in One Aggregator

Model. In Participants Only Model, if there are only 2 partic
'upants, privacy is not preservable since it is impossibléeto
p; know z; + x5 or zyzo without knowingz,. However, in

and z; is disclosed to others if;, # 0. Therefore, in this
case, the participants should conduct additional secume s

calculation before sending the ciphertexts to others. One A Model si v th K
2) Randomness and Group Selectidmfact, in the product ne ggregator Model, since only the agareg NOWs
the final result, as long as there are two participadt$s not

calculation protocol, the grou@; should be carefully selected . S .

to make the inpute; indistinguishable to a random eIementf']lble to infer any individual's input data.
We select a cyclic multiplicative groufs; C Z, of prime . Complexity

order g as follows. Find two large prime numbepsq such
that p = kq + 1 for some integerk. Then, find a generator
h for Z,, and setg; := h(P~1/2 modulop (clearly g, # 1
modulop). Then groupG; is generated by, whose order is
q. Here the powers of the numbers@ belong to an integer
groupzZ.

We discuss the computation and communication complexity
of the Advanced Schenfer each model in this section.

1) One Aggregator Model:lt is easy to see that the
computation complexities dbetup, Encrypt and Product of
the product protocol aré(1), O(1) and O(n) respectively.

Next, we show that any input data is computationally Also, Encrypt is executed form times by each participant

indistinguishable to any random element chosen fi@ymvia andProduct is executed forn times by the aggregator in the
PRF. Advanced Scheme

Every participant and the aggregator exchanges with
each adjacent neighbor in the ring, which incurs communi-
Cy = mi(g] " g )t = wyglir T cation of O(|p|) bits in Setup, where |p| represents the bit

For anyi, we have



length of p. In Encrypt, each participant sends: cipher- measured in the 100,000 times of executions. Also, the input
textscy [, xfi'k’s to the aggregator, so the communicatiodataz; is of 20-bit length, the; is of 256-bit length, anc
overhead ofEncrypt is O(m|p|) bits. Sincen participants is roughly of 270-bit length. That isy; is a number from
are sending the ciphertexts to the aggregator, the aggmsyat(0,22° — 1] and ¢ is a uniform random number chosen from
communication overhead i9(mn|p|). [0,22°6 — 1].

Similarly, the computation complexities &etup, Encrypt In this simulation, we measured the total overhead of our
and Sum in the sum protocol are(1), O(1) and O(m) novel product protocol and sum protocol (the second sum
respectively, and they are executed for only once in thotocol) proposed in the Sectifd V). Here, we measured the
scheme. Hence, the communication overhea®etiup, En- total computation time spent in calculating the final result
crypt and Sum are O(|p?|) bits, O(|p?|) bits andO(m|p?|) of n data (including encryption by: participants and the
bits respectively |p?| is the big length ofp?). decryption by the aggregator). Since we only measure the

Note that [p?| = 2|p|. Then, the total complexity of computation overhead, there is no difference between One
aggregator and participants are as follows: Aggregator Model and Participants Only Model.
TABLE I
ONE AGGREGATORM ODEL " " g
. A —~
Aggregator | Computation| Communication (bits) g, /./ %::
Product (Product) O(mn) O(mn]p]) g £ ]
Sum (sum) O(m) O(mlp)) i / £ o]
Per Participant| Computation| Communication (bits) " // w e
Setup (Product) O(1) O(lp)) o]
Encrypt (Product) | O(m) O(mlp)) T e & " T e
Setup (sum) o(1) O(lp)) e e
Encrypt (sum) o(1) O(lpl) (a) product (b) sum

2) Participants Only Model: In the Participants Only

Fig. 3.

Running time for product and sum calculation.

Model, participants broadcast ciphertexts to others, aaid ¢ First of all, the computation overhead of each protocol is

culates the products and sums themselves, therefore the cBiffeed proportional to the number of participants. Als@ th
sum protocol needs much more time. This is natural because

plexities are shown as below:

TABLE Il

PARTICIPANTSONLY MODEL

parameters in the sum protocol areZig, which are twice of
the parameters in the product protocol in big length (they ar

in Zp).

Multivariate polynomial evaluation is composedrafprod-

Per Participant] Computation| Communication (bits) . . .

Setup (Product) o) () ucts and one sum, so its computation overhead is barely the
Encrypt (Product) O(m) O(mnlp|) combination of the above two protocols’ overhead.
Pmd“scétgp“(’gg%) O(g’(’;?) O(O"("b‘"‘é") We further compare the performance of our protocol with

Encrypri (sum) o(1) O(mﬁ’m) other existing multi party computation system implemented
Sum (sum) O(m) O(m|p|) by Benet al. [2] (FairplayMP). They implemented the BMR

system-wide communication overhead is:

O(mn|pl) + O(mlp|) +n - O(|p|) = O(mn|p|)

n-O(|pl) +n-O(mlpl) +n - O(mnlp|) = O(mn?|p|)

VIIl. PERFORMANCEEVALUATION BY IMPLEMENTATION

(bits)

protocol [1], which requires constant number of communica-

Note that the communication overhead is balanced in tfien rounds regardless of the function being computed. rThei
Participants Only Model, but the system-wide communicati®ystem provides a platform for general secure multi-party

overhead is increased a lot. In the One Aggregator Model, themputation (SMC), where one can program their secure com-
putation with Secure Function Definition Language (SFDL).

The programs wrote in SFDL enable multiple parties to jgintl
evaluate an arbitrary sized boolean circuit. This booleéauit

However, in the Participants Only Model, the system-wid§ Same as the garbled circuit proposed by Yao's 2 Party
communication complexity is:

Computation (2PC)[22][23].

In Ben's setting, where they used a grid of computers, each

(bits)  with two Intel Xeon 3GHz CPU and 4GB of RAM, they

achieved the computation time as following tables when they

have 5 participants:

We conduct extensive evaluations of our protocols. Our

simulation result shows that the computation complexity of
our protocol is indeed linear to the number of participants.
To simulate and measure the computation overhead, we used
GMP library to implement large number operations in our

TABLE IV

RUN TIME (MILLISECONDS) OF FAIRPLAY MP[Z]

Gates

32

64

128

256 | 512

1024

Per Participant

64

130

234

440 | 770

1394

protocol in a computer with Intel i7-2620M @ 2.70GHz
CPU and 2GB of RAM, and each result is the average timeOne addition of twok-bit numbers can be expressed with



k + 1 XOR gates andc AND gates. Therefore, if we setand communication. Another future work is to design privacy
the length of input data as 20 bits (which is approximatelyreserving data releasing protocols such that certairtifume

1 million), we need 41 gates per addition in FairplayMRan be evaluated correctly while certain functional pryvean
system. When we conduct 26 additions (which is equivalebé protected.

to 1066 gates) in our system, the total computation time
is 72.2 microseconds, which i8 x 10* times faster than
the FairplayMP, which needs 1.394 seconds to evaluate [H
boolean circuit of 1024 gates. Even if we did not consider
the aggregator’'s computation time in FairplayMP becauseg th [2]
did not provide pure computation time (they provided thaltot
run time including communication delay for the aggregator)
our addition is already faster than their system. Obviqukly
multiplication is much faster since it is roughly 8 timestéas
than the addition in our system. 4
We also compare our system with an efficient homomorphic
encryption implementation [16]. Lautest al. proposed an [5]
efficient homomorphic encryption scheme which limits the
total number of multiplications to a small number less than
100. If only one multiplication is allowed in their scheme [6]
(the fastest setting) and length of the modujuss 1024, it
takes 1 millisecond to conduct an addition and 41 milliselson
to conduct a multiplication. In our system, under the sam¥&]
condition, it takes 16.2 microseconds to conduct an additio
and 0.7 microseconds to conduct a multiplication, which ares)
approximately 100 times argix 10* times faster respectively.
They implemented the system in a computer with two InteP]
2.1GHz CPU and 2GB of RAM. Even if considering ourfio]
computer has a higher clock CPU, their scheme is still much
slower than ours. [11]

(31

TABLE V

COMPARISON BETWEEN[L6] AND OUR SYSTEM [12]

Addition Multiplication
Lauter [16] 1 millisecond 41 milliseconds [13]
Ours | 16.2 microsecondd 0.7 microseconds

[14]

The purpose of above two systems are quite different
from ours, the first FairplayMP is for general multi-party°]
computation and the second homomorphic encryption systef)
is for general homomorphic encryption. They also provide a
much higher level of security than ours since they achiel#]
differential privacy, however, the comparison above dées\s ;g
the high speed of our system while our security level is still
acceptable in real life applications, and this is one of tkénm (19
contributions of this paper. [20]

IX. CONCLUSION [21]

In this paper, we successfully achieve a privacy-presgrvin
multivariate polynomial evaluation without secure comiiaun(22]
cation channels by introducing our novel secure product and
sum calculation protocol. We also show in the discussiggs]
that our proposed construction is efficient and secure eémou
to be applicable in real life. However, our scheme disclos[égs
each product part in the polynomial, which gives unnecgssar
information to attackers. Therefore, our next research lvel
minimizing the information leakage during the computation
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