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Preface

We are glad to present the proceedings of the third International Conference
on Security, Privacy, and Applied Cryptography Engineering, SPACE 2013 held
during October 19-23, 2013 at the Indian Institute of Technology Kharagpur,
West Bengal, India. The conference focuses on all aspects of applied cryptology
attempting to make cryptographic engineering provide solutions for security and
privacy. This is indeed a very challenging field, requiring the assembly of expertise
from diverse domains.

In response to the call for papers, we received 39 submissions, out of which
8 submissions were accepted for presentation at the conference after a detailed
review process. The submissions were evaluated on the basis of their significance,
novelty, and technical quality. Most submissions were reviewed by three members
of the Program Committee. The Program Committee was aided by 37 sub-
reviewers. Reviewing was double-blind, meaning that the Program Committee
was not able to see the names and affiliations of the authors, and the authors
were not told which committee members reviewed their papers. The Program
Committee meeting was held electronically, with intensive discussions over a
period of almost seven days.

The program also included 9 invited talks and tutorials on several aspects of
applied cryptology, delivered by prominent researchers in their respective fields:
Elena Trichina, Simha Sethumadhavan, Patrick Schaumont, Michail (Mihalis)
Maniatakos, Claude Carlet, Sanjay Burman, Anish Mathuria, Veezhinathan Ka-
makoti, and Srivaths Ravi.

SPACE 2013 was the third conference in the SPACE series. The two previous
conferences provided the necessary platform, and the support of a strong Pro-
gram Committee, which was very helpful in launching the third event. In this
context we would like to express our gratitude to the previous years’ Program
Chairs, Michael Tunstall, Marc Joye, Andrey Bodganov, and Somitra Sanadhya
for laying strong foundations.

SPACE 2013 was held in cooperation with the International Association for
Cryptologic Research (IACR). We are extremely thankful to the IACR for award-
ing this status. It helped considerably to make the conference a success. We would
like to extend our gratitude to Bimal Roy for his support through the aegis of
the Cryptology Research Society of India (CRSI) to back the conference. We are
also thankful to the Defence Institute of Advanced Technology (DIAT) for being
in association with the conference.

The conference was sponsored by the Defence Research and Development
Organisation (DRDO), the Ministry of Communication and Information Tech-
nology, and the Cryptology Research Society of India (CRSI). We would like
to thank these organizations for their support, which has helped us to reduce
registration fees and make the conference a success.



VI Preface

There is a long list of people who volunteered their time and energy to put
together the conference and who deserve acknowledgment. Thanks to all the
members of the Program Committee and the external reviewers for all their
hard work in the evaluation of the submitted papers. Our hearty thanks to easy-
chair for allowing us to use the conference management system, which was largely
instrumental in the timely and smooth operation needed for hosting such an in-
ternational event. We also thank Springer for agreeing to publish the proceedings
as a volume in the Lecture Notes in Computer Science series. We are further very
grateful to all the people who gave their assistance and ensured a smooth orga-
nization process: the Local Organizing Committee of the Indian Institute of the
Technology. Special thanks to our General Chairs Dipanwita Roy Chowdhury
and Anish Mathuria for being prime motivators. Also sincere gratitude to our
Honorary General Chairs Bart Preneel and Indranil Sengupta for their advice
and strong support of the event. We would also like to thank Abhijit Das, Ra-
jesh Pillai, and Arun Mishra for their active involvement with SPACE 2013. We
would like to thank Ramesh Karri for taking on the extremely important role of
Publicity Chair. Sanjay Burman, Veezhinathan Kamakoti, Pramod Saxena, and
Chandrasekhar Pandurangan have been backbones for this conference and their
support and advice has been instrumental for the smooth running of the event.
No words can express our sincere gratitude to Rajat Subhra Chakraborty, not
only for his support in assembling a nice tutorial and workshop program, but
also for his crucial help in managing local affairs. We thank Durga Prasad for
maintaining the website for SPACE 2013.

Last, but certainly not least, our sincere thanks go to all the authors who
submitted papers to SPACE 2013, and to all the attendees. We sincerely hope
you find the program stimulating and inspiring.

October 2013 Benedikt Gierlichs
Sylvain Guilley
Debdeep Mukhopadhyay



Message from the General Chairs

We are pleased to extend a warm welcome to all participants of the Third Inter-
national Conference on Security, Privacy, and Applied Cryptography Engineer-
ing. SPACE provides a major forum for researchers from academia, industry,
and government to present and discuss ideas on challenging problems in the
ever expanding field of security and cryptography. The third conference in this
series is being held at IIT Kharagpur, India during October 19-23, 2013. The
first meeting was named InfoSecHiComNet and held in Haldia, India in 2011. Its
proceedings were published by Springer as LNCS 7011. The second event was
renamed to SPACE and held in Chennai, India in 2012. Its proceedings were
published by Springer as LNCS 7644. All instances of this conference series have
been organized in cooperation with the International Association for Cryptologic
Research (IACR).

The Program Chairs, Benedikt Gierlichs, Sylvain Guilley, and Debdeep
Mukhopadhyay, deserve a special mention for their efforts in selecting an out-
standing Program Committee and conducting a rigorous review process. Our
sincere thanks go to the Program Committee members for their time and efforts
in reviewing the submissions and selecting high-quality papers. The main tech-
nical program is accompanied by several tutorials, invited talks, and specialized
workshops.

We are extremely grateful to DRDO, India and all the other sponsors for
their financial support. The conference would not have been possible without
their support. Last but not least our special thanks to the local host for making
the smooth operation of the conference possible.

We hope you benefit from excellent technical and social interactions during
the conference. Thank you for your participation, and have a wonderful time at
the conference.

October 2013 Anish Mathuria
Dipanwita Roychowdhury
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Thoughts on the Security Problem
(Invited Talk)

Sanjay Burman

Centre for Artificial Intelligence and Robotics,
C V Raman Nagar, Bangalore-560093, India

sanjayburman@gmail.com

Abstract. The spectacular failure of the system developers to deliver on
the security requirements, with the simultaneous need to achieve security
goals in an interconnected world that depends on information systems is
astounding. Security vulnerabilities in the mainstream systems continue
to be rampant. Commodity platforms for computing and for networking
continue to leverage Moore’s law to deliver on performance with increas-
ing number of features or functionality. However, these systems deliver
little or no security assurance. The success of the security industry in
marketing such no-assurance products is primarily due to the cognitive
limitation of humans in the context of security. The sheer lack of mar-
ket incentive for delivering secure systems has led the system developers
to ignore the significant body of knowledge already available for design
of secure systems. This talk aims to explore the reasons for this state of
(in)security, the gaps from theory to practice to deployment of engineered
secure systems.
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