Lecture Notes in Computer Science

Commenced Publication in 1973
Founding and Former Series Editors:
Gerhard Goos, Juris Hartmanis, and Jan van Leeuwen

Editorial Board

David Hutchison

Lancaster University, Lancaster, UK
Takeo Kanade

Carnegie Mellon University, Pittsburgh, PA, USA
Josef Kittler

University of Surrey, Guildford, UK
Jon M. Kleinberg

Cornell University, Ithaca, NY, USA
Friedemann Mattern

ETH Zurich, Zurich, Switzerland
John C. Mitchell

Stanford University, Stanford, CA, USA
Moni Naor

Weizmann Institute of Science, Rehovot, Israel
C. Pandu Rangan

Indian Institute of Technology, Madras, India
Bernhard Steffen

TU Dortmund University, Dortmund, Germany
Demetri Terzopoulos

University of California, Los Angeles, CA, USA
Doug Tygar

University of California, Berkeley, CA, USA
Gerhard Weikum

Max Planck Institute for Informatics, Saarbriicken, Germany

10379



More information about this series at http://www.springer.com/series/7410


http://www.springer.com/series/7410

Eric Bodden - Mathias Payer
Elias Athanasopoulos (Eds.)

Engineering
Secure Software
and Systems

Oth International Symposium, ESSoS 2017
Bonn, Germany, July 3-5, 2017

Proceedings

@ Springer



Editors

Eric Bodden Elias Athanasopoulos
University of Paderborn University of Cyprus
Paderborn Nicosia
Germany Cyprus

Mathias Payer
Purdue University
West Lafayette

USA

ISSN 0302-9743 ISSN 1611-3349  (electronic)
Lecture Notes in Computer Science

ISBN 978-3-319-62104-3 ISBN 978-3-319-62105-0  (eBook)

DOI 10.1007/978-3-319-62105-0
Library of Congress Control Number: 2017944218
LNCS Sublibrary: SL4 — Security and Cryptology

© Springer International Publishing AG 2017

This work is subject to copyright. All rights are reserved by the Publisher, whether the whole or part of the
material is concerned, specifically the rights of translation, reprinting, reuse of illustrations, recitation,
broadcasting, reproduction on microfilms or in any other physical way, and transmission or information
storage and retrieval, electronic adaptation, computer software, or by similar or dissimilar methodology now
known or hereafter developed.

The use of general descriptive names, registered names, trademarks, service marks, etc. in this publication
does not imply, even in the absence of a specific statement, that such names are exempt from the relevant
protective laws and regulations and therefore free for general use.

The publisher, the authors and the editors are safe to assume that the advice and information in this book are
believed to be true and accurate at the date of publication. Neither the publisher nor the authors or the editors
give a warranty, express or implied, with respect to the material contained herein or for any errors or
omissions that may have been made. The publisher remains neutral with regard to jurisdictional claims in
published maps and institutional affiliations.

Printed on acid-free paper
This Springer imprint is published by Springer Nature

The registered company is Springer International Publishing AG
The registered company address is: Gewerbestrasse 11, 6330 Cham, Switzerland



Preface

It is our pleasure to welcome you to the proceedings of the 9th International Sympo-
sium on Engineering Secure Software and Systems (ESSoS 2017), co-located with the
conference on Detection of Intrusions and Malware and Vulnerability Assessment
(DIMVA 2017). ESSoS is part of a maturing series of symposia that attempts to bridge
the gap between the software engineering and security communities with the goal of
supporting secure software development. The parallel technical sponsorship from
ACM SIGSAC (the ACM interest group in security) and ACM SIGSOFT (the ACM
interest group in software engineering) demonstrates the support from both commu-
nities and the need for providing such a bridge.

Security mechanisms and the act of software development usually go hand in hand.
It is generally not enough to ensure correct functioning of the security mechanisms
used. They cannot be blindly inserted into a security-critical system, but the overall
system development must take security aspects into account in a coherent way.
Building trustworthy components does not suffice, since the interconnections and
interactions of components play a significant role in trustworthiness. Lastly, while
functional requirements are generally analyzed carefully in systems development,
security considerations often arise after the fact. Adding security as an afterthought,
however, often leads to problems. Ad hoc development can lead to the deployment of
systems that do not satisfy important security requirements. Thus, a sound methodol-
ogy supporting secure systems development is needed. The presentations and associ-
ated publications at ESSoS 2017 contributed to this goal in several directions: first, by
improving methodologies for secure software engineering (such as flow analysis and
policy compliance). Second, with results for the detection and analysis of software
vulnerabilities and the attacks they enable. Finally, for securing software for specific
application domains (such as mobile devices and access control).

The conference program featured two keynotes by Konrad Rieck (TU Braun-
schweig) and Cristiano Giuffrida (VU Amsterdam), as well as research and idea papers.
In response to the call for papers, 32 papers were submitted. The Program Committee
selected 12 full-paper contributions, presenting new research results on engineering
secure software and systems. In addition, three idea papers were selected, giving a
concise account of new ideas in the early stages of research. Many individuals and
organizations contributed to the success of this event. First of all, we would like to
express our appreciation to the authors of the submitted papers and to the Program
Committee members and external reviewers, who provided timely and relevant
reviews. Many thanks go to the Steering Committee for supporting this series of
symposia, and to all the members of the Organizing Committee for their tremendous
work and for excelling in their respective tasks. We owe gratitude to ACM
SIGSAC/SIGSOFT and LNCS for continuing to support us in this series of symposia.



VI Preface

Finally, we thank the sponsors ERNW, genua, Huawei, Rohde & Schwarz Cyberse-
curity, and VMRay for generously supporting the ESSoS and DIMVA conferences
this year.

May 2017 Eric Bodden
Mathias Payer
Elias Athanasopoulos
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