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Abstract

We propose a new known plaintext attack of FEAL cipher. Our method
differs from previous slatistical ones in point of deriving the extended key in
definite way. As aresult, it is possible to break FEAL-4 with 5 known plaintexts
and FEAL-6 with 100 known plaintexts respectively. Moreover, we show a
method to break FEAL-8 with 2'® known plaintexts faster than an exhaustive

search.

1 Introduction

FEAL cipher [SM, MKOM] is a block cipher algorithm which is designed for software
implementations on 8 or 16 bit microprocessors. The most recent version of FEAL
cipher is announced as FEAL-NX, where N is the number of rounds and X denotes
an optional 128 bit key input.

As for known plaintext attacks of FEAL cipher, Biham and Shamir have shown
FEAL-8 is breakable with 23 known plaintexts using differential cryptanalysis [BS],
and Tardy-Corf{dir and Gilbert have presented a statistical method to break FEAL-4
with 1000 known plaintexts and FEAL-6 with 20000 known plaintexts respectively
[TG].

In this paper, we propose a new technique of a known plaintext attack of FEAL
cipher. Our method is a kind of meet-in-the-middle attack with a partial exhaustive

search; hence we can derive the extended key directly and definitely. We have made
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computer experiments to attack FEAL cipher with up to seven rounds. As for FEAL-
8, we have estimated the computational complexity to derive the key.

The main results in this paper are as follows. The experiments were imple-
mented with C and assembly language programs on HP9425 workstation computer
(68040/25MHz).

o FEAL-4 is breakable with 5 known plaintexts in 6 minutes.
e FEAL-6 is breakable with 100 known plaintexts in 40 minutes.
e FEAL-7 is breakable with 2!* known plaintexts in 170 hours.

e FEAL-8 is breakable with 2!° known plaintexts faster than an exhaustive search
for 64-bit keys and with 2*® known plaintexts as fast as an exhaustive search for
50-bit keys.

2 Preliminaries

We use the {ollowing notations throughout this paper.

P : The plain text.
C' : The corresponding cipher text.
Py, Cy : The left 32 bit data of P and C respectively.
Py, Cr : The right 32 bit data of P and C respectively.
A[1] : The i-th bit of A.
Ali, 7, ..., k] : The XORed value of the i-th, j-th,.., and &-th bits of A.
Ali ~ j]: The j —1+ 1 bit data consisting of the i-th, i+1-th,.., and j-th bits of A.

For convenience of the following chapters, we define modified F-function
Op = mFp(Ig, Kgr) as figure 1, where R denotes the round.
Then one has easily

1[0] = 0[2,8) & K7g], (1
I(8] = 0(2,8,10, 16} ® K10, 8}, (2)
I{16} = O[10, 18, 26] @ K[18, 24], (3)
1[24] = 0[16,26] @ K [24). (4)

Consequently, for three round algorithm with modified F-function as figure 2, we
obtain the following useful relations which hold for any plaintext P and the corre-

sponding ciphertext C by tracing the bold line in figure 2
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Pu(2,8]® PL[0] ® Cul2,8] ® C1[0] = K, (0] ® K30 @ K4[2, 8], (5)

Py(2,8,10,16] @ P,[8] & Cy[2,8,10,16] ® CL[8] = (6)
K,[0,8] ® K5[0, 8) & K.[2, 8, 10,16,

P,4[10, 18, 26] ® PL[16] @ Cy[10, 18, 26] & C.[16] = (M
K,[16,24] @ K;(16,24] ® K.,[10,18, 28],

Py(16,26] ® P.[24) ® Cy(16,26] @ Cr[24] = (8)

i,[24) ® K,[24] ® K,[18,26].

We note that the left side of each equation is a constant value for an attacker. In
the following chapters, we will construct similar constant functions for each cipher so

that the number of related key bits is as small as possible.
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SA(x, y)= SC(x, ) =ROL2(x+y+1(mod256))
SB(x. y) = SD(x, y) =ROL2(x+y(mod256))

Figure 1 : Modified F function Figure 2 : Three round algorithm
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3 Principle of the attack

First, we construct explicitly a function g(z,y, z) which satisfies the following condi-

tions:
e The size of z is sufficiently small.

o There exists & which depends only on the extended key, then g(P,C,K) is a

constant value for any plaintext P and the corresponding ciphertext C.

e For any fixed K # K, there exist plaintexts P, P and the corresponding cipher-
texts C, C' such that g(P,C, K) # g(P',C', K).

Once we succeed in obtaining g, then we are able to make an exhaustive search
for K; namely, for all possible " we verify that g always outputs a counstant value
for given known plaintexts and the corresponding ciphertexts. Since this verification
is expected to fail in almost cases except the correct /', we will obtain only several
candidates for & if we have sufficiently many known plaintexts. By repeating this
method using various functions, we can reach whole key bits finally.

Although this attack is effective when the number of rounds is small, it is generally
difficult to find a function g so thal the size of z is sufficiently small. Then next, we
try to reduce the substantial size of z in g by selecting convenient plaintexts to attack.
This is realized by controlling the spread of carry bits of the addition in S-boxes.

Our method determines the extended key directly and definitely, morcover the
computational complexity generally decreases as the number of known plaintexts in-
creases. In subsequent chapters we will describe the results of our computer experi-
ments about the number of known plaintexts and the breaking time for each cipher
with the independent extended key bits.

4 Attack of FEAL-4

We start to rewrite FEAL-4 as figure 3. Then the original extended key is corre-
sponding to K|, [5,..,K¢ in figure 3 one-to-one and linearly. Hence in this chapter we

describe the method to derive these keys from given known plaintexts.

First, applying the equation (7) from the sccond round Lo the fourth round in
figure 3, we obtain
P10, 16,18, 26) @ PL[10, 18, 26) @ Cy[10, 16, 18, 26] & CL[16] @
mFE(Py & P, \)[16] =T, (9)



85

where T is independent of P and C.

Now we can easily see that the key bits which influence the left side of the equation
(9) are K[8 ~ 14] and K,[16 ~ 22], in which K,[14] and K[22] are only XORed in
the left side. Hence by transposing these two bits to the right side, we may suppose
the essential key bits in the left side are K'[8 ~ 13] and K/[16 ~ 21]. We call these
bits the effective key bits in the equation (9).

Therefore, we obtain candidates for K;[8 ~ 13] and K[16 ~ 21] through an
exhaustive search for 12-bit keys by checking that the left side of the equation (9)

gives a constant value for every known plaintext and the corresponding ciphertext.

Figure 3: FEAL-4 cipher Figure 4: FEAL-6 cipher
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Similarly applying the equations (6), (8) and (9) in figure 3, one has candidates
for K1[0 ~ 5] and K[8 ~ 29] finally. It is easy to derive remaining bits, so we omit
the detail.

In our computer experiments to derive K|, K>,.., /{5 completely, it takes 2 seconds
with 10 known plaintexts and 350 seconds with 5 known plaintexts respectively. Our
program uses J0KB memory in running.

5 Attack of FEAL-6

We also start to rewrite FEAL-6 as figure 4. In this case K,K;,..,Ks are not inde-

pendent; for example we may suppose
Ki[j] = K55,
Kj]=Rel[j] (07 <7, 24<5<31), (10)
though we do not need these relations afterward.
Now applying the equation (7) from the third round to the filth round in figure 4,
we obtain
Py(10, 18,26] ® Cx(10, 16,18, 20} @ C[10, 18, 26) &
mFg(PH 52] mFl(PH B PL, 1\’1),.1\-2)[16} D

Then we easily see that the effective key bils in the equation (11) are the following
48 bits:

K\[0~ 3], K,{8 ~ 27), Ki[8 ~ 13], K[16 ~ 21] (i = 2,6). (12)

However, it is computationally heavy to solve this equation using the same search
method as FEAL-4. Hence we try to reduce the number of the effective key bits. First

assume
I5(5, 13,21, 29] @ R4[13,21] = 0, (13)

then the carry bit from the 5-th to the 6-th bit in the addition of S-box S, in mF
can be denoted as

155, 13] @ K4[13)]. (14)

This shows we may ignore the influence of Ng[8 ~ 12] and Ks[16 ~ 20] in the leit

side of the equation (11) under the assumption (13). Similarly assuming

I{5,13,21,29) @ A,[13,21] = 0 (15)

1
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we can eliminate the influence of K3[8 ~ 12] and K>{16 ~ 20}, and hence the effective
key bits in the equation (11) are reduced to the following 26 bits:

K\[0 ~ 3], K\[8 ~ 27}, K,[13, 21], Ks[13, 21). (16)

In fact the following search algorithm leads us {o obiain candidates for these bits.

Step 1 Select 26-bit data K,[0 ~ 3], K\[8 ~ 27], K[13, 21}, A[13, 21].
Step 2 Calculate I; and s from given plaintexts and the corresponding ciphertexts.

Step 3 Check that the left side of the equation (11) gives a constant value for every
plaintext which satisfies the equations (13) and (15).

Step 4 If the check is correct, then let the 26-bit data be a candidate. Otherwise,

the selection in step 1 is wrong.

Subsequently, we can reach other key bits using a similar method to breaking
FEAL-4, however we omit the detail. In our computer experiments using randomly
generated 100 known plaintexts, it takes 37 minutes to derive K|, K3,..,Ks completely.

Our program uses 100KB memory in tunning.

Moreover, we can solve the key faster by adding more relations and known plain-

texts. For example, assume

1,[5,13,21,29) @ K,[13,21] = 0, (17)
1,[0,8, 16,24, 26) ® K\ [8, 16,26) = 1, (18)
1,(6,14,22,30] @ K, [14,22) = 0, (19)
100,2,5,6,8,13,14,22,30] @ K, [2,8,13,14,22] = 0, (20)

which are introduced in order to cut off ihe spread of each carry bit at the 5-th bit of
S4, the 2-nd bit of S¢, the 6-th bit of S, and the 2-nd bit of Sp in mF, respectively.
Then the effective key bits in the equation {11} are reduced to the following 18 bits:

K2 ~ 3], K,[8 ~ 11), K,[13], K,[14, 22), K,[15, 22, 23],
1\’1[16 ~ 19], 1\.1[21], I"\[ZG ~ 27], 1(][13, 21], 1\'-5[13, 21} (21)

After the calculation of these 18 bits, we can reach whole 26 bits by repeating
the previous method without equations (17) ~ (20). In this case, the derivation of
K),K3,. Ky takes 5 minutes using 500 known plaintexts and 32 minutes using 200

known plaintexts respectively
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6 Attack of FEAL-7

The principle of breaking FEAL-7 is the same as FEAL-6. Now our fundamental
equation 1s
mFy( Py & mFi(Py @ P, K)), Kp){18] @
mFs(CH [¢2) mF;(CH ®Cr, 1{7), Ks)[lﬁ] @
Py[10, 18,26] ® Cy[10, 18, 26] = T (22)
In this case we use known plaintexts which satisfy (13),(15),(17) ~ (20) and sub-

sequent four relations simultaneously:

I:{5, 13,21, 29] @ K1[13,21) = 0, (23)
I;[0,8, 16, 24, 26] & K48, 16,26] = 1, (24)
{6, 14, 22, 30] @ K14, 22] = O, (25)
I:[0,2,5,6,8,13,14,22,30) ® K-[2,8,13,14,22] = 0. (26)

Then the effective key bits in the equation (22) are the following 34 bits:

Ki[2 ~ 3], K;[8 ~ 11}, Ki[13], K;[14, 22), K;(15,22, 23],
K;[16 ~ 19}, K;[21), K;[26 ~ 27], K4[13,21], A4[13,21] (1=1,7). (27)
We have described a FEAL-7 breaking program to derive the extended key with

2'* randomly generated known plaintexts. This program uses 700KB memory in

executing. It takes 170 hours to complete our attack.

7 Attack of FEAL-8

Our algorithm to attack FEAL-8 with independent keys K,K5,.., Ko (figure 5) is to
decipher by one round using K, and then to apply the attack of FEAL-T. Since this
computation is beyond our computer’s power, in this chapter we try to estimate the
computational complexity of our attack.

First, we note the choices of K3 are 2°° since K,[7] and I4[31] are only XORed
in mFy. Hence these 2 bits may be included in other key bits. For example, we may
modify the keys as follows:

K1} = K{1]® Ks[1] (i =5,7, 10),

K9] = Ki[9] @ Kol7) (i=5,7),

K17 = K{17) @ K,[31] (i =5,7),

Ki25] = Ki[25] @ Ka[31] (i = 5,7, 10),

K4[7] = K4[31] = 0. (28)
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Consequently, the total time required to break FEAL-8 is estimated to be 2% times
as much time as FEAL-7.

Next, we have constructed a simple key search program of FEAL-S using assembly
language in order to compare our method with exhaustive key search. As a result, the
breaking time of FEAL-7 using our method is almost same as exhaustive search for
34-bit keys of FEAL-8. This shows the computational time to attack FEAL-8 with
21 known plaintexts is estimated to be the same as exhaustive search for 64-bit keys.

For the rest of this chapter, we try to reduce the computational complexity. Now

assume
Os[16] = 0. (29)

Then we note K3[24] can be also included in other key bits. Namely, we may

modify the key as follows:

K(18] = Ki{18) @ he24] (i=5,7)
I£,[26) = K;[26) @ Re24] (i =5,7,10),
I[24] = 0. (30)

This reduces the choices for K5 to 2°. Nevertheless, since the ciphertexts which
satisfy the equation (29) are half of whole ones, we need twice as many known plain-
texts to attack FEAL-7 with the same efficiency.

This fact also holds on 0s[17],04(18],..,04(22] and O4[8],04[9},.-,0s(14] in this or-

der. Namely, by assuming the equations

Oslil =0 (17<:i<22),
Osfi] =1 (8<i< 1), (31)

we can reduce 13 more bits for key search, though we nced 2'* times as many plain-
texts. Then similar key modifications are possible; for example, as for Qg[8] we may

suppose

K{2)= K[2]® Ra[0) (i = 5,7, 10),

1\’,‘[10] = 1{,’[10] 5] ]\"5[0] (l = 5, 7),

K4[0] = 0. (32)
This shows the breaking time of FEAL-8 with 2*® known plaintexts is thc same as

exhaustive search for 50-bit keys. In fact, we can use the following algorithm to carry
out the attack of FEAL-S:
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Step 1 Select a candidate of 16-bit data Rg[8 ~ 23], and then let Ry[j] =0
(0<j<T7,24<5 <),

Step 2 Decipher by one round using the key K and given ciphertexts.

Step 3 Attack the FEAL-7 using known plaintexts and the corresponding ciphertexts
which satisfy (29) and (31).

Step 4 If Kg[8 ~ 23] is the correct value, the attack of step 3 succeeds. Otherwise it
fails.

hN
s
L7

Figure 5: FEAL-8 cipher



8 Conclusion

We have introduced a new method to attack FEAL cipher with up to eight rounds.
Qur attack derives the extended key directly and definitely without any assumption
of the key schedule algorithm. Moreover we have proposed a method to reduce the
computational time at the cost of the number of known plaintexts. As for FEAL-8,
it is still possible to reduce the breaking time with more known plaintexts. We will

discuss it in the {ull paper.
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