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Abstract?

We present an efficient interactive identification scheme and a related signature
scheme that are based on discrete logarithms and which are particularly suited for
smart cards. Previous cryptosystems, based on the discrete logarithm, have been
proposed by El Gamal (1985), Chaum, Evertse, van de Graaf (1988), Beth (1988)

and Ginther (1989). The new scheme comprises the following novel features.

1. We propose an efficient algorithm to preprocess the exponentiation of ran-
dom numbers. This preprocessing makes signature generation very fast. It
also improves the efficiency of the other discrete log-cryptosystems. The
preprocessing algorithm is based on two fundamental principles local ran-

domization and internal randomization.

2. We use a prime modulus p such that p—1 has a prime factor g of appropriate
size (e.g. 140 bits long) and we use a base « for the discrete logarithm such
that a? = 1(modp). All logarithms are calculated modulo ¢. The length
of the signatures is about 212 bits, i.e. it is less than half the length of
RSA and Fiat-Shamir signatures. The number of communication bits of the

identification scheme is less than half that of other schemes.
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The new scheme minimizes the work to be done by the smart card for gen-
erating a signature or for proving its identity. This is important since the
power of current processors for smart cards is rather limited. Previous signa-
ture schemes require many modular multiplications for signature generation. In
the new scheme signature generation costs about 12 modular multiplications, and
these multiplications do not depend on the message/identification, i.e. they can
be done in preprocessing mode during idle time of the processor.

The security of the scheme relies on the one-way property of the exponentiation
y — a¥{ mod p), i.e. we assume that discrete logarithms with base o are difficult
to compute. The security of the preprocessing is established by information

theoretic arguments.
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