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Preface

On behalf of the Program Committee, it is our pleasure to present to you the
proceedings of the Third GI SIG SIDAR Conference on Detection of Intrusions
and Malware & Vulnerability Assessment (DIMVA). DIMVA is organized by the
Special Interest Group Security - Intrusion Detection and Response (SIDAR)
of the German Informatics Society (GI) as an annual conference that brings
together experts from throughout and outside Europe to discuss the state of
the art in the areas of intrusion detection, malware detection and vulnerability
assessment.

The DIMVA 2006 Program Committee received 41 submissions from 21 coun-
tries. All submissions were carefully reviewed by Program Committee members
or external experts according to the criteria of scientific novelty, importance to
the field and technical quality. The final selection took place at a Program Com-
mittee meeting held on March 10, 2006, in Berlin, Germany. Eleven full papers
were selected for presentation and publication in the conference proceedings. In
addition, two papers were selected for presentation in the best-practices track of
the conference.

The conference took place on July 13-14, 2006, at the conference center of
the Berlin-Brandenburg Academy of Sciences in Berlin, Germany. The program
featured both theoretical and practical research results, which were grouped into
six sessions. Invited talks were given by two internationally renowned security
experts: John McHugh, Dalhousie University, Canada, and Michael Behringer,
Cisco Systems, France. The conference program was complemented by the Eu-
ropean Capture-the-Flag contest CIPHER, (Challenges in Informatics: Program-
ming, Hosting and Exploring), a rump session as well as the graduate workshop
SPRING, which gave PhD students and young researchers an opportunity to
present and discuss their current work and recent results.

We sincerely thank all those who submitted papers as well as the Program
Committee members and the external reviewers for their valuable contributions.

For further details please refer to the DIMVA 2006 website at http://www.
dimva.org/dimva2006.

July 2006 Roland Biischkes
Pavel Laskov
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